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Information Hiding Algorithm Based on Binary Image

LIU Jiu-fen, FU Lei, ZHANG Wei-ming
(Institute of Information Engineering, PLA Information Engineering University, Zhengzhou 450002, China)

[Abstract] This paper presents a new information hiding algorithm used for binary image with a small distortion, aiming at the feature that the
changing trace is obvious in binary image. The selection criteria of turning point is presented and the set of pixels suitable for turning is denoted.
Considering the visual features, the method for computing the scores of the turning pixels is presented. An image block containing the turning pixel
can be viewed as a cover block containing the hidden data after the threshold of choosing the turning point is set up. The binary image is divided into
blocks, and the STC(Syndrome-trellis Codes) encoding is used to choose the optimal path in the sequence of cover blocks for hiding message.
Experimental results show that the proposed algorithm can reduce the distortion of the cover image, and the stego image has good visual effect,

while the statistical properties of the variance of L-type in a binary image can be maintained. Therefore, it can be effective against the related

steganalysis.
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the index table of the VQ-compressed image. Note that, an informa-
tion hiding method with a large value of embedding rate means that
the method can embed Jonger secret messages and vice versa. The
ability to embed longer secret messages is the desirable property
of steganographic systems because more secret information can
be cransmitced. Fig. G shows the embedding rate resules of the sim-
ulated methods. In this simulation, the full index table was used for
the proposed method. 1t can be seen that the proposed method
achieves the best embedding race, followed by Lin and Chang's
method, and then Yang et al.'s method. The embedding rate of the
proposed methed and Lin and Chang's methed are roughly double
that of Yang et al's method. It is because the number of non-
embeddable image blocks X's in Yang et al.'s method is large.
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