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In aggregation applications, individual privacy is a crucial factor to determine the effec-
tiveness, for which the noise-addition method (i.e., a random noise value is added to the
true value) is a simple yet powerful approach. However, improper additive noise could
result in bias for the aggregate result. It demands an optimal noise distribution to reduce
the deviation. In this paper, we develop a mathematical framework to derive the optimal
noise distribution that provides privacy protection under the constraint of a limited value
deviation. Specifically, we first derive a generic system dynamic function that the optimal
noise distribution must satisfy, and further investigate the special case that the original
values obey Gaussian distribution. Then we detailedly investigate the general cases that
the original values obey arbitrary continuous distribution, which can be expressed by
Gaussian Mixture Model (GMM). Our theoretical analysis suggests that for the Gaussian
input Gaussian distribution is the optimal solution, and for the general input, the optimal
solution is composed of infinite number of Gaussian components. We further find the
general term formula of the components, which reduces the number of unknowns from
infinite to three, i.e. the parameters of the first component (variance, expectation, weight).
Based on it, we investigate the properties and propose an algorithm in order to calculate
the asymptotically optimal solution composed of finite Gaussian components. The nu-
merical evaluation shows that the results has little deviation to the optimal solutions.

© 2014 Elsevier Ltd. All rights reserved.

1. Introduction

learns the traffic condition from the road information
collected by using mobile phones. BikeNet (Eisenman et al.,
2009) measures air and road condition to guide cyclists,

With the advance of information age, data aggregation has
been widely used in daily life and commercial applications.
Even some companies such as Canalys make a living by
providing all kinds of statistics. In aggregation applications
the server wishes to distill valuable aggregate statistics from a
mass of individual data. For example, CarTel (Hull et al., 2006)
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where all the data is contributed by users' devices.

However, the individual privacy may be violated during the
aggregation. The server is able to obtain the individual data of
participants from inputs. Nevertheless, much of this infor-
mation is private for individuals, such as health condition,
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income, etc., especially in the presence of curious server or
data abuse. Actually the server only need to know the aggre-
gate result without knowing the individual data. Thus in ag-
gregation applications, calculate the aggregate statistics
without compromising individual privacy is an important
challenge.

Some methods are proposed to solve this problem. Secure
Multiparty Computation (SMC) is a good choice to calculate
the statistics. It uses cryptographic methods, doing operations
on ciphertext domain. However, it also has its limitations.
Firstly, because of the huge overhead, SMC is not suitable for
large-scale systems. Secondly, both encryption/decryption
and communication are high power consumption operations,
which limit SMC deployed in energy-sensitive devices (e.g.
sensor, phone). Therefore, SMC is not suitable for the large-
scale energy-constraint environments such as large-scale
mobile survey applications. On the contrary, noise addition,
which prevents the adversary from getting the accurate indi-
vidual data values, is a simple but effective method.
Compared to SMC, it is much simpler and efficient, especially
in this environment. Without collaboration with others, each
participant only adds noise into his data independently before
updating. However, in this method, how to choose the noise
distribution is a headache. Improper additive noise could
result in bias for the aggregate result. It demands an optimal
noise distribution which provides the best protection to indi-
vidual privacy while the aggregate result has tolerable bias.
However, the optimal noise distribution is not evident. Usu-
ally the noise distribution (usually homogeneous noise or
Gaussian noise) is proposed directly without any explanation.

In aggregation applications the accuracy of result and the
privacy of individuals are two main concerned issues. Our goal
is to find out the optimal noise distribution in noise addition
method, where the individual privacy is protected best under
the given accuracy requirement. In this paper, we measure the
accuracy by expectation and variance of the noise distribu-
tion, and the privacy by conditional entropy. Based on the
metrics, we develop a mathematical framework to derive the
optimal noise distribution that provides privacy protection
under the constraint of a limited value deviation, deriving a
generic system dynamic function that the optimal noise dis-
tribution must satisfy, with the original data distribution as
input. Based on the function, we first investigate the special
case for Gaussian input, then the arbitrary input is considered
and analyzed intensively. The contributions of this paper are
summarized as follows:

1. Based on the accuracy and privacy metrics, we develop a
mathematical framework to derive the optimal noise
distribution.

2. We get the generic system dynamic function that the
optimal noise distribution must satisfy, where the input is
the distribution of original individual data. Based on the
function, we find Gaussian distribution is the optimal noise
distribution for the Gaussian input.

3. We deeply investigate the general case that the input is
arbitrary continuous distribution. We propose a general
method to calculate the optimal noise distribution.

4. We investigate the properties of the optimal noise distri-
bution, which is composed of infinite Gaussian

components, and find the periodic structure so that it can
be approximated by finite components.

5. We propose an algorithm calculating the optimal distri-
bution. For some special cases, the complexity of the al-
gorithm is reduced greatly, and the approximation
matches the theoretic analysis well.

Therest of the paper are organized as follows. Related work
is introduced in Section 2. We formulate the problem in Sec-
tion 3. In Section 4 we give the general solution and investigate
the Gaussian input. Arbitrary continuous distribution input is
explored in Section 5, and we find out that output consists of
infinite Gaussian components, all of which are fixed by the
first component. In Section 6 we investigate the properties of
the component sequence. In Section 7 we propose an algo-
rithm to express the approximate optimal distribution, and
reducing the algorithm complexity in two special cases. Sec-
tion 8 shows some simulation results. At last we conclude the
paper and the future work in Section 9.

2. Related work

SMC enables parties to calculate the result by collaboration
based on their own data without compromising others' pri-
vacy. However it has lots of limitations. In Clifton et al. (2002) a
secure sum protocol was depicted, where the summation is
calculated serially which would spend too much time in large-
scale systems. Another protocol (Shi et al.,, 2011) was pro-
posed, which allows the untrusted server to calculate the
summation. It requires that the sum of the keys of parties is 0.
If one of the party leaves in the process, which is a common
case in large-scale systems, the summation cannot be calcu-
lated. Junget al. (2013) proposed a linear time protocol without
secure channel, but it still needs lots of communications
among parties. Meanwhile, in these methods each party has
to communicate with others and do lots of mathematical
operations, both of which are high power consumption op-
erations. So SMC is not suitable for energy-constrained
devices.

Noise addition has been studied for many years in secure
data mining (Adam and Worthmann, 1989). It prevents the
adversary from getting the accurate individual data values.
Plenty of schemes are proposed to preserve the privacy of
individual records, but they all do not solve the problem as
ours. Most of them such as Oliveira and Zaiane (2003); Su et al.
(2008) are not claimed whether their methods are optimal.
Furthermore, they utilize the covariance of data in the data-
base, which needs the party who adds the noise to know the
global information of data. In some schemes the noise is
added without concerning the covariance of the data, but the
uniform distribution or Gaussian distribution is directly
declared (Agrawal and Srikant, 2000; Domingo-Ferrer et al,,
2004). In Zhu and Liu (2004) the authors considered the
optimal randomization given the bias of results, but they did
not solve it. Traub et al. (1984) analyzed the tradeoff of the
magnitude of the perturbations and the error Chebyshevs
inequality, but the metrics are rough. Different from many
other researches, Dwork et al. (2006) proposed a method that
the bias of summation obeys specified distribution. It adds
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noise into the summation directly, which is different from
other works focussing on adding noises into individual values.
Meanwhile, some researchers (Agrawal and Srikant, 2000;
Agrawal and Aggarwal, 2001) found the original data distri-
bution can be restructured by perturbed values, but the indi-
vidual privacy is not violated yet.

To protect the privacy of individual data, the privacy metric
is necessary and has greatly influence on the protection
scheme. There are several different measures of privacy. In
Agrawal and Srikant (2000) the privacy is measured by “con-
fidence interval”. If the data concerned x is in the interval I(x)
with at least certain probability c%, the length of interval |I(x)|
is treated as a privacy measure. However, this measure is not
accurate. Mutual information or differential entropy in
Shannon's information theory is another much more popular
privacy metric (Agrawal and Aggarwal, 2001). It indicates the
average privacy supporting by mathematical theory. Renyi
entropy (an extension of Shannon entropy) is also used to
measure privacy (Rachlin et al., 2009), but it is too complex and
does not have obvious physical meaning. Besides, some pri-
vacy metrics for single record are proposed in Bezzi (2010),
which are also based on Shannon entropy.

Recent years differential privacy (Dwork, 2006) is a hot
noise addition technology protecting individual's privacy in
data mining. It guarantees the accuracy of statistical result
while avoiding individual record disclosure. Ghosh et al. (2009,
2011) find out the optimized noise distribution that provides
most accurate result under the given privacy requirement.
However, differential privacy is against the adversary that
obtains individual record from different statistic results. For
example, if A is the sum of 50 records, B is the sum of 49 re-
cords from the former 50 ones. One record is disclosed by
A — B. In our situation, the adversary can get the individual
records directly, and we only focus on one aggregation
process.

3. Problem formulation

In this section, firstly we introduce some aggregation applica-
tions where the violation of individual privacy potentially ex-
ists and noise addition method is appropriate. Then we
quantify the accuracy and privacy requirements. Finally, based
on the measurements the optimization problem is presented.

3.1.  Applications

The individual privacy is potentially threatened in statistics
aggregation applications. There are many examples,
including:

e Sensor network aggregation. In sensor network applica-
tions, many energy-constrained sensors are widely
deployed to monitor the surrounding environment and
send data to the central server for aggregation. However,
the data from individual sensor may contain privacy-
sensitive information. So energy-efficient privacy protec-
tion in aggregation is an important issue.

e Mobile survey applications. In these applications, tens of
thousands of participants exist and the phones are energy-

constrained. The overall results are distilled from a large
amount of individual information collected by mobile
phones. However, the individual privacy may be violated
during information collection.

In these large-scale energy-constrained applications, the
server should know is the aggregate results, which are
distilled from the information of individuals. However, the
individual privacy may be violated during the collection. Noise
addition technology is a simple but efficient method in these
applications, which protects the individual privacy by adding
noise into the individual data. To describe the problem more
accurately, in the following we formulate the problem in the
mathematical way.

3.2, Accuracy and privacy measurement

Suppose there are n users with values x;,i=1, 2, ..., n, and a
server calculating aggregate statistics. In this paper, we
mainly focus on a simple but common statistic problem called
summation. The server processes the aggregation function
sum(v) = 3" ,x;. Of course there are several other aggregation
types. Besides summation, Popa et al. (2011) list other classes:
average, standard deviation, count and others. All of them can
be constructed by summation.

To protect the individual privacy in the process of aggre-
gating statistics, user u; adds random noise z; into his/her true
value x;. Instead of x;, u; contributes the perturbed value
yi = Xi + z; to the server. The information that the attacker
knows most is all the perturbed values and the scheme by
which the noise is generated. So we suppose the attacker
knows y; and the distributions of y; and z;. He tries to get x;
based on the information he knows. The aim of the noise is to
prevent the attacker from getting the accurate true value.

Obviously different noise distributions have different pri-
vacy protection capability. To protect the true value, how to
choose a good noise distribution is the key issue. Noise Z; is a
random variable with the probability density function (pdf) fz,.
To meet the requirements of accuracy and privacy, fz, should
satisfy:

1. accuracy requirement: the difference of Y Y; and > X; is
small.

2. privacy requirement: the confusion of the true value is
evident.

The first requirement guarantees that the aggregate result
does not deviate from the true result too much. The second
one guarantees the individual privacy is not violated. If the
attacker gets the user's value, he still doubts about it because
of the existence of noise.

3.2.1. Accuracy measurement
For accuracy requirement, we define the difference

n n n
M=) Y=Y Xi=)» Z, (1)
i=1 i=1 i=1

where n is the number of participants. Due to Zq, ..., Z, are
random variables, M, also is a random variable, with the
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expectation E(M,) and the variance D(M,). Z4, Z5, ..., Z, are
independent, where Z; has the expectation u; and the vari-
ance o7 respectively. If they satisfy Lindebergs condition
(Lindeberg), M, obeys Gaussian distribution regardless of the
distributions of individual noise. It is only decided by the
expectation and the variance, ie. E(M,) = Z?:ﬂ‘zu
DM,) = Z?:la%. We try to keep M, small with high probability.
It requires E(M,,) = 0 and D(M,,) is small. Therefore, we quantify
the accuracy requirement U as

DMy 14~
=2 =3 @

with an additional condition E(M,) = 0. It measures the
average deviation tolerance of the perturbed result from
the true result. Suppose Z,, ..., Z, are independent and
identically distributed random variables with the expectation
uz and the variance ¢%2. The accuracy requirement U is
simplified as

U=d} 3

with uz = 0.

U measures the average deviation tolerance of the per-
turbed result from the true result by the variance of the noise
distribution. If two zero-mean noise distribution fz and fz,
satisfy U; < Uj, it means f7, guarantees the accuracy of result
better.

3.2.2.  Privacy measurement

For privacy requirement, we should enlarge the uncertainty of
the individual's value. Suppose Z, ..., Z, are independent and
identically distributed random variables, denoted as Z.
Consider

Y=X+Z @]

where Y, X and Z are random variables which delegate in-
dividual's perturbed value, true value and noise respectively,
and Z is independent from X. Suppose the adversary knows
the distribution of Z. It is reasonable that any user knows it to
generate noise, including malicious user compromised by the
adversary. For user u;, because of the perturbation of noise z;,
the adversary is uncertain about x; when he gets y;. We use
Shannon's information entropy to measure the uncertainty.
Suppose the adversary gets y; the uncertainty of X is
measured by HX|Y = y;) = — > Pxyy(x|y)log Pxy(x|y). The larger
X

H(X|Y =yj) is, the better the privacy protection is provided at y;.

For different y;, H(X|Y = y;) is different. we use the average
H(X|Y = y;) to quantify the privacy protection strength (denoted
by V) of the noise, i.e.

V =3 H(X|Y = yi)Py(y) = HX|Y). ()

Vi

H(X]Y) denotes the average uncertainty of the true value
when the perturbed value is captured. The larger V is, the
higher the average uncertainty is.

Generally speaking, for noise addition technology, the ac-
curacy and the privacy are in contradiction. High accuracy
leads to low privacy protection strength, and vice versa.

However, for a given accuracy level, different f, usually has
different privacy protection capability. Thus how to optimize
the noise distribution that provides the best privacy protec-
tion under the accuracy constraint is the key problem.

3.3. Optimization problem formulation

For convenience, in the following we consider the contin-
uous distributions. The discrete distribution can be regarded
as the approximation of the corresponding continuous dis-
tribution. Consider the formulation Y = X + Z, where X, Z are
random variables with pdf fy(x) and fz(z) respectively. We
will find the optimal f; providing the best privacy protection
while guaranteeing that the result has an acceptable devi-
ation, i.e.

max

f2(2)
st

V = H(X|Y)
©6)

U=o02<d?
E(Z)=0
where ¢2 is the accuracy requirement bound required by
applications.

Consider
H(X|Y) = H(X) - I(X;Y). 7)

Since fy(x) is deterministic, H(X) is a constant. Thus the
optimization problem is translated to

min I(X;Y)
fz(2)

s.t. /fz(z)z2 dz < a2

/Afz(z)z dz=0

/ fz(z)dz = 1.
4. Problem solution
4.1. General solution

Consider the problem (8), for any pdf of X, we have the
following theorem:

Theorem 1. Given the accuracy requirement bound o2, the noise
providing the best privacy protection has the pdf
fa(2) = Cfy(z)e ", )

where fy(z) = [fx(X)fz(z — %) dx, and 4, o, C are related to the
constraints [f7(z)z? dz = 62, [fz(z)z dz = 0, and [fz(z) dz = 1
respectively.

The proof is given in Appendix A.

Fig. 1 shows the corresponding system diagram, where f, is
the input and f7 is the output. The system contains two op-
erations. One is convolution of the input and the output. The
other is multiplication of the convolution result and the factor
“C g2 —wz».

The problem (8) is a convex optimization problem (Cover
and Thomas, 2006). The constraints satisfy the sufficient


http://dx.doi.org/10.1016/j.cose.2014.05.009
http://dx.doi.org/10.1016/j.cose.2014.05.009

214 COMPUTERS & SECURITY 45 (2014) 210—230

Ce—izz—(uz

> f7(2)

3

Fig. 1 — The system diagram.

conditions of KKT approach (inequality constraint is a
continuously differentiable convex function, the equality
constraints are affine functions (Hanson, 1999)). If we
find one f; satisfying Eq. (9), it is the global optimal
solution.

Here we have to know the distribution of the original data
fx as the input of the system. In practice, f, can be estimated in
several ways. The fist one is assuming f, is a common distri-
bution (e.g. Gaussian distribution). The second one is asking
some statistics institutions the probable data distribution
based on the similar application. The third one is sampling by
adding specific noise such as Gaussian noise. Moreover, there
may be many other better methods. Here we suppose f, can be
estimated. How to estimate f, is beyond the scope of this

paper.
4.2. Gaussian distribution input

Generally for different input f,(x), the output f(z) is different.
We consider a special but popular case that X follows
Gaussian distribution.

When X N(ux,0%), Z"N(0,¢2) is a solution of Eq. (9), where

1/1 1
A= (o), (10)
2\02, o4 +0%
Mx
W= (11)
02, + 0%
MZ
Y L S ) (12)
Ve +a%

Thus fz(z) = 1/0m¢(z/0y,) is the solution of the problem (8),
where ¢(x) = 1/v/2w e**/2, Therefore we have the theorem:

Theorem 2. When X obeys Gaussian distribution, the noise which
obeys Gaussian distribution with the expectation 0 and the variance
a2, protects the individual privacy best.

5. Gaussian mixture model input

For arbitrary f, the optimal f; satisfies Eq. (9). In the following,
we formulate arbitrary f, by Gaussian Mixture Model (GMM),

and investigate the corresponding optimal noise distribution
fz (in the following we denote the optimal noise distribution

by fz).

5.1. Solution translation

From GMM, any continuous distribution can be approximated
by the mixture of weighted Gaussian distributions, i.e. any
continuous distribution f can be represented as

fx) =3 _pigix), (13)

wherep;,i=0, ..., M —1(M € N¥), are the nonnegative mixture
weights, and gi(x), i =0, ..., M — 1, are the Gaussian densities

with expectation y; and expectation ¢?. The mixture weights

satisfies "M, "p; = 1. Here we call pigi(x) Gaussian component,

which is the product of Gaussian pdf and the weight. So the
component is decided by three parameters (p;, u;, 0?). f is the
merger of M Gaussian components, expressed as f = (pogo(X),
p191(x), ..., PM—19m-1(X))-

Based on GMM, suppose f, and fz consist of M Gaussian
components and N ones respectively. They can be expressed
by the merger of multiple Gaussian components, i.e.

(X"‘Xi )Z

fex) = Y Px (14)
o V21 =5 ox

=Y 5. 15
fox) = 7= ;:Zoozj e 4 (15)

A simpler expression is f, = (Xo, X1, ..., Xm_1), Where x;, i =0,
...;M —1,is decided by the parameters (px;, ux,, 7%, ) (denoted by
X = (Pxnﬂxgv‘&)): and fz = (2o, Z1, ..., Zv—1) Where z;, j =0, ...,
N - 1, is decided by (pz}.,[.tz}.,(f%})(zj' = (pz, 1z, a%)_)). In the
following we consider the two operations of the system in
Fig. 1.

5.1.1. Convolution
fv is the convolution of f, and f7. According to the properties of
convolution of Gaussian function,

(HX' % ) 2
fr(x) = 1 Ail iipx‘pz’ e 2(”’2%”%;) , (16)

Vor = /% + 0%}

or fy = (Yoo, Yo1, ---» Yjis - --» Yv—1)(M—1)) Where yj; = z*x; is a Gaussian
component decided by (py;,uy,, U%‘)(Yﬁ = (Py; by a%,ﬂ)), and

Ky, =z, + Kx, a?,” = a%} + af(], Pv; = Pz px,- Each component of f,

generates M component of fy. If fz is composed of N compo-
nents, fy is composed of M-N components.

5.1.2. Multiplication
From the former operation, we get the expression of fy from f.
Conversely, by the multiplication operation, f7 is generated by
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Fig. 2 — Multiplication: each component of fy refers to one
component of f in multiplication operation, where
k =i‘M + j, M is the number of Gaussian component of f,.

fv that multiplying all the Gaussian components of fy by the
same multiplier. Fig. 2 illustrates the operation, where all the
components of fy is multiplied by the same factor “C e=*~vx,
Each components of fy is transformed into one of f,. We call
the corresponding two components component pair or pair. For
example, z, is the product of yqo and the factor, so z, and yoo
are a pair. z, (k = i-M + j) is the product of y; and the factor, so
7, and yj; are a pair.

Suppose there are two pairs: y;, and z.uyj,, Yij, and
Zi,.m+j,- Since y; ;, and y; ;, are multiplied by the same factor, if
Vi, and yy,;, are different, z;, .\, and z;,.\j, are different too.
So it is a one-to-one mapping between components of f; and
fv- fz and fy have the same number of components, i.e.
N = M-N, where the left part of the equation delegates the
number of the Gaussian components of fz, the right one del-
egates the number of the Gaussian components of fy. This
equation holds in two situations:

e M =1,N =1. Although for any N > 0 the equation holds, itis
easily checked that all the N components of f; have the
same o2 and uz by the method in Section 5.3. So it is equal
to the situation N = 1.

e M>1,N — . Thus when M > 1, fz is composed of infinite
number of Gaussian components.

Consider y; and z, which form a component pair, where
k =1i-M + j. From the geometric point of view, z, stems from
yi by narrowing (e~*°), translating (e~“) and normalizing (C)
the curve of y;. From the algebraic point of view, the three
operations are visualized as Egs. (17)—(19) respectively,

2

,Xi,,\xz XZ
2 2 -
+ 2
e Z(UXi azj) —e "Z (17)
(“ Xi tH sz)x,ux Kz, X
2
aXi + UZ)- e ”Zk (18)
(“ X TH ZJ>2 1
_ B %k
c X2, \xitz) Pz, g, (19)
U%fi + UZZJ- TZ

and the constraints for f; are

Sz, (7%, +4,) = % (20)
> pzuz, =0 (21)
J
Yz =1 (22)
J

In these equations px;, uy,, ox, are known, Pz, bz, 0z and A, w,
C are unknown. Thus the solution is transformed to how to
determine the parameters (Pz}-,uz,-ﬂ%]) of z(j =0, .., N - 1) by
Egs. (17)—(19) and constraints (20)—(22). In the following sub-
sections we try to calculate the three parameters of Gaussian
components of f; when f, is composed of one, two and more
than two Gaussian components.

5.2. fy with one component

In this situation M = 1. f, is a normal distribution. From Sec-
tion 4.2 f7 is a normal distribution too,i.e. N=1, 63 =02, pz, =
1 and uz, = 0. Actually, if we choose N > 1, by the method

proposed in Section 5.3, we would get ¢3 =03 = =03
and uz, = uz, = -+ = uz, ,, i.e. fz is a Gaussian distribution.
5.3. f, with two components

In this situation M = 2, f; = (Xo, X1). fz has infinite Gaussian
components, i.e. N — . In the following we would calculate
all the components of f.

5.3.1. Calculate 0%
For all the component pairs of fy and fz, the variances are
controlled by the same A. Thus in the same pair the co-
efficients of “x*” (the exponent of “e”) in Eq. (17) are equal.
Suppose o%, > 0%, and o3, = max{s} ‘jeN}. If ¢ is fixed, all
the variances of f; and fy are determined by the following
method.
Step 1 (Fix the first pair). Since o3 is fixed, we get the
variances of two components of fy denoted by yoo and
Yo1 (with variances ¢3 =03 +0% and o3 =0} +0%)
shown in Fig. 3(a). Since ¢}, and o%, are all the largest
one in the variances of components of f; and f, respec-
tively, 0% is the largest one in all the variances of
components of fy. yoo and zo construct a pair, otherwise
no yj pairs z.
Step 2 (Fix A). All the component pairs are generated by the
same 4, w and C, so from any pair the three parameters are
fixed. yoo and z, form a pair, i.e. by narrowing of 4, %
would become o7 . So we get

1 1 %

2

21 = T2 192
0 0 [z 2 2 2
Zy Zg Xo O'Z0 (020 + OXO)

>0. (23)

Step 3 (Fix second pair). From 6% and 4, we get 0% (Eq. (24))
shown in Fig. 3(b). So 63 and o2 are a pair.
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Z Y
g2 _ ;2 2
. 1 Yoo 'UYOO 7O.ZO+UXQ
Zo: o L2 _ 2 2
Zo Yoi: aYm = ozo + 0X1
42 _ 2 2
1 1 Y1o: UYm - ”Zl + UXQ
VAR S =3 + 2A ) ) )
97, %Yo Y1 A + X,
L2 _ 2 2
1 1 Yoo : UYZO - G'ZZ + UXO
Zy:i 5= 5122 ) s (24)
97, Y10 ya:oy, =0z +ox
g2 _ 2 2
11 Yoo %0 = 725 T Ko
sz : 02— = 02— + 22 S, , )
ZZ)' ij y(2j>1 : UY(zj)l = Usz + aXl
. . 42 _ 2 2
1 1 V@10 0Y 10 = 2514 9%
Zojp1 i ——— = 5+ 22

2

o o U _ 2
Zya i Yo 0% 01 = OZoja Xy

Step 4 (Fix other pairs). When o3 is fixed, combing 2, the
other two ¢% (denoted by ¢, and ¢% ) are fixed (Fig. 3(c)).
Then the corresponding pair members o3, and ¢, can be
calculated (Fig. 3(d))---. In this way we can get the pairs
(Zj+ ¥, ] = 0,1, 2, ... and i = 0, 1, and the variances
(Fig. 3(e)). Eqg. (24) shows the process of calculating all the
variances. Thus given ¢7 , all the o7 are fixed.

We represent a%} with one general term formula. Suppose

the binary form of j is (jo, ja, ---, j)s a%] has the general term
formula as
Z Z9 Z
Yoo Yo Yoo Yot Mo W
(a) (c)
2y Z Z, Z Z ot
A 4 4
Yoo Yo Yoo Yot Yo N
(b) (d)

Yoo Mot Mo i
(e)

Fig. 3 — The generation of all ¢2 and ¢3. The arrows show
the generating order of components of f, and fy. The two
components in the same vertical line compose a pair.

(72 = —1

Zioirri) 22 + S L
9%, Tz ..

It (o1t-1)

(25)

5.3.2.  Calculate py

In the above we fix the coefficients of “x*” of Eq. (17) and find
out the component pairs (z2.j, ¥ji), j =0, 1,2, ...and i =0, 1.
The method of calculating uz is the same as the method of
generating ¢Z. Based on Eq. (18) we can fix the coefficients of
“x”. Since (2o, Yoo) is a pair,

w=tollo o (26)
oz, t 0%, 0%,

Then uz, is fixed by uy,, and w (all the components of fy
translate the same distance under the normalized variances).
From u,, two expectations of fy, uy,, and uy, , are generated.
Then u;, and u;, are fixed---. By the iterative method, if uy, is
fixed, all the uz are fixed. Eq. (27) shows the calculation
process.

VA Y

2 NZA Yoo : by, = Mz, T HX,
s Yoi: pyy, = Mz, tux,

212%: 2'“'Y012 W Yoty = Kz, T X,
97, 97, T X, yu i by, = Kz, T X,

zz;'uzﬁ:#_w Y20t Hyp, = RZ, TEX,
97, 97, ToX, Yo by, =Kz, THX,
HZy 1y, Y@)o # KY 50 = KZy T 1X,

D g A " Yan ey, = hz,
sz Z) XO Y(ZJ)l . MY(Z)’)O - Mzzj “Xl

BZyq HYj, Y0 KY o400 = HZ5j00 T HXo
Zoj+1 7 —3 = 2 @

Uzsz UZ)_ + ‘TX1

Y01 HY 5,10 = HZoj0 T Xy
(27)

Suppose the binary form of j is (jo, ji, ..., ji), #z has the
general term formula as

Pgon i TP ) (28)

2

. =0 :
MZ(JoJl» Jt) Z(io Jpoendt) O‘% + ox2
Jt

(o d1---Je-1)

5.3.3. Calculate pz

The method of calculating p; is the same as the method of
generating ¢2 too. From Eq. (19) the constant term of each pair
have the same ratio C. Since (2o, Yoo) is a pair, if pz, is fixed,

2 2 .0 2 2
X0 20 29 %o %020 "7

2
C= i 1+ & e 2"éo (”io ”’éo . (29)
Px, ‘7%0

Then p, is fixed by py,, and C (all the components of fy are
normalized with the same C). From pz, two coefficients of fv,
Py,, and py,,, are generated. Then pz, and py, are fixed---. By the
iterative method, if pg, is fixed, all the p; are fixed. Eq. (30)
shows the calculation process.
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Z Y
Yoo : Yy,
Zo : pZ
0 Yo1 1 Py,
2 2
o H (ex, ez
7y w0y 2(0’2 + a3 ) Y10 1 Py
z1:p7 =Cpy | 5—25—e X1 "2 10
1 01 gZZO + 03{1 Y11 : lel
uy, (uxy +rz,)”
% 20 % + a3 Y20 : Py,
Zy pz - CpY ’ %e ZZ 2 XO 21 20
2 10 a'Zl + JXo Y21 :pY21
2
2
Kz ,(“Xo “‘Z;‘)
2 2
I 20 2 2
Zoi Zz' 2( O + 0.
25 : bz, = Cpy,, e 7Y ( Xo ZJ)

2 2
0'21 + O-XO

2
2
Wy (3, +07)
2 2 2 2
"Zyy 25 Z(‘7X1 +"Zj)
2 2
sz + 0X1

Zoj41 1 PZ, 4 = CPyy

Suppose the binary form of j is (jo, ji,
general term formula as

- Jt), bz, has the

2

2
It ;
Z (D¢ HZ,. N
(ig J1.--Jt) ( Jt_“lor )t—l))

242
V4
(

Jodrdt) o 2 442
7 e 2 4o
p (o1 - --thl)p It e it “(od1-t-1)
2 2

+0
(o J1-dt-1) it

Pz

Caz()_

Jodredt) 0J1:-++Jt)

g

(31)

Now for constructing f, the unknown numbers of Eq. (9)
only are a%o, Uz, and pz,, which are determined by constraints
Egs. (20)—(22).

5.4. fx with multiple components

When f, is composed of more than two Gaussian compo-
nents (M > 2), the calculation process is similar as the situ-
ation M = 2. f; consists of infinite number of Gaussian
components (N — o). Given one Gaussian component with
the largest variance, other components are calculated. A one
to one mapping between the components of fz and fy is
constructed, i.e. yj and zy.j,; are a pair, where i =0, 1, ...,
M-1andj=0,1,.... Suppose the base-M form of j is (jo, j1,
s i) a%], Mz, and bz, have the general term formula Egs. (25),
(28), and (31) respectively. The formats are the same as the
situation M = 2, but here t € {0, 1, ..., M — 1}. Furthermore,
the equations fixing o2 ,uz, and pz, are the same as Egs.
(20)—(22).

From above analysis, if one Gaussian component of f;
which has the largest variance among all the components of f
is fixed, all other components of f; can be calculated by Egs.
(25), (28), and (31). Theoretically speaking, we greatly reduce
the number of unknown numbers in constructing fz by Eq. (9)
from infinite ones to only three ones (¢2, uz, and pz,).

=Dbz,PX,
=Pz,PX,

=Dbz,Px,
=Dbz,Px,

=bz,bX,
=Pz,Px, (30)

Y@ PY 50 = PZyPX,
Y@in tPY 50 = PZyPX4

V@100 * PY 55,90 = PZyj1PXo
Y@+ P PY 51400 = PZy1 PXy

Moreover, we give the three Egs. (20)—(22), which are the
constraints of the three parameters.

6. Properties of Gaussian components

Based on the investigation in the above section, we only need
to calculate the three parameters 0%0’ uz, and pz,. However, it
is impossible to calculate infinite number of Gaussian com-
ponents of . In this section we explore the properties of these
components, by which f; could be approximated by finite
number of Gaussian components with high accuracy. We
mainly consider the properties of M = 2. The situation M > 2 is
similar, which can be divided into M — 1 independent
situations.

By the generation order of Gaussian components, we
construct a tree of the components of f; illustrated in Fig. 4,
which is another form of Fig. 3 ignoring the components of fy.
It is composed of the root z, and its right subtree, where the
left child is generated by the parent and xo, and the right child
is generated by the parent and x;, where 6% > 0%, . Specifically,
the tree also delegate the generation order of ¢2, uz and pz.
Based on the tree, in the following we investigate the prop-
erties of the three parameters respectively.

6.1. Properties of variance parameter

In this subsection we focus on the variances of all the com-
ponents. From this binary tree (Fig. 4), where z, has the largest

variance ¢% , we have the following properties.
0

Lemma 1. Forany j 2 N, 03, > o3, .

The proof is given in Appendix B.
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level 1

level 2

level 3

level 4

Fig. 4 — Binary tree of Gaussian components of f.

From this lemma, the left child is larger than or equal to the
right child.

Lemma 2. For any j 2 N, 0, > 7.

The proof is given in Appendix C.

From this lemma, the left child is larger than or equal to the
parent. Consider the condition of equation holds, if ¢7 = o7,
for any j, 0%, = 0%,. Thus the equation of Lemma 2 holds under

the condition ¢% = ¢% too.
0 1

Theorem 3. For any j Z N,

2 2
Se < o'z) < 074>

where s, = /2’0 + 240} — Ao} /22

The proof is given in Appendix D.

This theorem shows the range of ¢3. Suppose ¢ /0%, = to,
0%, /0%, = t1, where t; < 1. The ratio of maximum of the in-
terval to minimum is

‘7_%0 _ VE +at(to+ Dty + 1 (32)

Seo Z(to + 1)t1

Shown in Fig. 5, when o3 is not much larger than o3 , the
interval is small (Z-axis delegates the ratio of maximum of the
interval to minimum). When t; — 1, J%o /Se — 1, which means
when f, is composed of two Gaussian components with
almost the same variance, variances of all components of f;
are almost equal.

; 2 2
Lemma 3. Forany j A N, o7 > 07, .

The proof is given in Appendix E.
From this lemma, the parent is larger than or equal to the
right child.
2

When 02 = s, We have ¢4 =03 = = S,. From Theorem
7

3, 0%, = 0%, Thus the equality in this lemma holds as the same
as the above lemmas.

Lemma 4. For any j € [2% 21, t > O If j is even,

2 2 2 i 2 2 2
7 Z 9z 2 02y If} is odd, T2y > 9z 20z

o+l 1"

: : 2 /2 2 /2
Fig. 5 — The influence of 6% /0% and o3 /0% t0 0% /Sc,
which is the ratio of maximum of the interval of variance
0%, to minimum.

The proof is given in Appendix F.

From this lemma, both for variances with odd indices and
for variances with even indices, in the same level the largest
variance is the leftmost one, the smallest variance is the
rightmost one.

Lemma5. Foranyj 2 N*, ifjiseven, o3 > 02 >1/24+1/0%, + Seo-
Ifjisodd, o3, > 03 > s.

The proof is given in Appendix G.
This lemma shows the ranges of variances with odd
indices and even indices respectively. Suppose ¢% /0% = to,

0%,/9%, =t1 <1 as before. We have the following theorem.

Theorem 4. All the 02 with even orders and odd orders are located
in [1/22 + 1/0%, + Sw, 03, and [se, 03 ] respectively. If t; — 1, the
length of the two intervals converge to 0.

The proof is given in Appendix H.

This property is more precise than Theorem 3 (shown in
Figs. 6 and 7). For example, under the condition that to = 0.8,
if t; = 0.5, all the ¢2 lie in [59.60, 74.76]. All the o2 with
odd indices and even indices lie in [59.60, 63.82] and [71.84,
74.76] respectively. If t; = 0.8, all the o2 lie in [70.31, 75.34]. All
the ¢% with odd indices and even indices lie in [70.31, 71.39]
and [74.39, 75.34] respectively. Thus from this theorem, when
0%, is not much larger than ¢%, all the variances can be
replaced by two variances o3, (even indices) and ¢ (odd
indices).

For M > 2, all the properties are similar to the situation
M = 2. The binary tree is extended to an M-branches tree,
which also can be regarded as the mixture of M — 1 binary
trees (¢%, and 0% , 0% and¢%, ..., 0% and¢%, ). The properties
of the tree are the similar too. All the variances are divided
into M sets, each of which has a small range.
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o "o X

Fig. 6 — The influence of ¢% /0% and ¢% /% 10 02 /S,
which is the ratio of maximum of the interval of the

variance o7 with odd indices to minimum.

6.2. Properties of expectation parameter

Consider the situation that ¢% is not much smaller than ¢%_
(e.g. t1 > 0.5), where all the components with odd indices have
the variance ¢ and components with even indices have the
variance o3, i.e. forj € N, 7, =03 and o}, =03, . Based on
this approximation of ¢%, we investigate the properties of the
expectations of components. The general term formula of uz
Eq. (28) can be refined as

Mz, + px
2 2 o
Mz, =07, | = —® | =houz, +Ho (33)
4 4 (U%zj + 0)2(0 ) 5
Mz, + Hx
— 2 2j 1 o
Fzyjr = 924, <M - ‘*’) = hupiz, + Hy (34)
2j 1

'U’Z4)+z = 024}+z

) <Mzzj T Hx,
2 2
022)41 + %o

— w) = hz'u’zz;u + Hz (35)

N
S}

+s )
N

0

1A120+11(c?

02
z

Fig. 7 — The influence of 6% /0% and ¢ /0% to
0%,/(1/23 + 1/0%, + Sw), Which is the ratio of maximum of the

interval of the variance ¢%2 with even indices to minimum.
7

Mz, , T Mx

= g2 Bl A =h H 36
s = (G ) o )
where
ho——2_ Hy—(1—ho)
07t0+17 0= 0)Mzy5

to (T 1
hy = o(to+1)

2+ 20+t

Hi = (1 —hq)uz, — to(1 — ha)ug, +hipg,,

to(t3 + 2to + t1)

hy = ,
? tg + (t1 +2)t(2) + (tl +2)t0 + 1t

H; = (1 — ho)uz, — to(1 — ho)ux, + hapx,,

to(to + 1)(to + tl)
3+ (2t + 1)t + 3tyto + t2°

3 =

Hs = (1 — hy)uz, — to(1 — Mi)ux, + hspx, -

Consider the tree in Fig. 4, suppose | is the I-th level of the
tree from the root. z is at the 0-th level. zy1,2y1.4, ..., Z,_, are
at the I-th level. We have the following properties.

Lemma 6. When the level | — oo,

Bz, =Mz, = Kz (37)

Bz, | =Mz, = He (38)

2l+1_q
where p=Hs/1—hs.

The proof is given in Appendix L.

This lemma shows that with the increase of level of the
tree, the leftmost u; converge to uyz, and the rightmost u;
converge to flq.

Lemma 7. When the level | — oo, the uz at level | are not related to
the root of the tree. Approximately, when ty is close to 0, a small | can
be chosen.

The proof is given in Appendix J.

From Egs. (33)—(36), when t; is close to 1, we have the
approximate relationship hy = h; = hy, = hs. When t; is fixed, h;
are the increasing functions of t,. Figs. 8 and 9 illustrate the
relationship.

Theorem 5. uz can be regarded as a periodic sequence with the
period 2, where 1 is large enough.

The proof is given in Appendix K.

This theorem shows the sequence of uz can be regarded as
a periodic sequence with 2'. The larger 1 is, the more accurate
the approximation is. From Lemma 7 | is determined by to.
When ty is small, a small 1 can be chosen.
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6.3. Properties of weight parameter

6.3.1. General properties
Suppose 2' is the period of uz. Consider the two sequences

{PZO,PZ17 Pz }
and
{PZZI/MPZZM”,---:Pzzm 1}7

where I > . Refer to Fig. 4, the former sequence contains all
the pz at first [ + 1 levels (pz, is at level 0). The latter one
contains all the pz at level I' + 2. Obviously the number of el-
ements is the same. We have the following theorem for pz:

Theorem 6. Consider the two sequences above, the ratio of the two
elements with the same order is equal to the ratio of their parents, i.e.

pzz"+1+zk _ pzzl"rlfzkfl _ pzzl’ +k (39)
bz, psz+1 bz,

The proof is given in Appendix L.

From Theorem 6 the process can be iterated until all the
parent nodes are located at the first I levels. So the infinite
number of p; can be replaced by the combination of the first
21+1 pz.

Along the order of pz, the sequence pz is divided into
multiple subsequences, denoted by Sy, Sy, ..., each of which
contains 2! elements. Define S, = Rg,*S, where Ry, is a
sequence containing 2! elements, “*” is the operation that the
i-th elements of Ry, and S, multiply each other. For example,
So = Roo"So, Where Roo =[1, 1, ..., 1]. If all the elements of Ry, are

0.9

0.7t - -
:

h3

051 /

0.3 b

0.1 b

Fig. 8 — The relationship between h; and t,, where t; = 0.9.

Given pz,, the other pz; are fixed. If we choose two different
pz, denoted by pz,, and pyz respectively, from Eq. (31) the
corresponding j-th pz pza and pz, have the relationship as
Pzb/Pza = Pzoa/Pzob- Thus the pz, can be calculated as
following: at first pz, is initialized with arbitrary non-zero
value (e.g. pz, = 1), and all the other pz, are fixed by Eq. (31).
Then by constraint Eq. (22), all the p; are normalized by
dividing the sum of pg, i.e.

1

. . ==x—Dza 41
equal to rqp, We Slmphfy Sb = Rab*sa as Sb = rabsa or Sa = Sb/rab- pZ} ZizopZ(a pZ]a ( )
Fig. 10 shows an example of dividing pz, where the period of u
is 2. Thus each subsequence contains 2 elements. Suppose 6.3.2.  Special property
Pz, [Pz =T,i=0,1, .., 2' — 1. The elements of Ry, are relevant Here we focus on a special situation that the period of uz is 2,
to{rli=0,1, ..., 2" — 1}. From theorem 6 all the subsequences  Where uz = uz, = - and uz, = uz, = --~. Under this constraint,
can be calculated, where the process is shown in Eq. (40). we have either of the following results:
level
0l: S =[1,1,1,,1]+So
1+1: S =[ro. 10,12, T51 _ 41550
1+2: S, = [ro,To, 11, 7ol _ 41%S0

Soi1 = [7217177'217177'2171 +1°70 721 _ 1]*51
1+3: 522 = [r0,T0,To, "',rzl—z _ 1]*50
522 1= [T21727Y21727 Tol-2s s Tol1 _ 1]*51 (@0)
522 + 2 = [rzl—l ) r21—1 ) r21—17 ) rzl—l + 21—2 _ 1}*52
Sp2 L3 = [roia 42Tty gl2sTolt | g2, Tl 11%5s
I+k:
Spk-1 *S;
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Fig. 9 — The relationship between h; and t,, where t; = 0.6.

1. t1—>1,to—>0,
2.t = 1, |ux, — px,| 0.

In this situation, we have the following theorem.

Theorem 7. If the period of uz is 2,

Yo =T1. (42)

The proof is given in Appendix M.

From this theorem, when the period of uz is 2, the
complexity of the optimization problem can be reduced
greatly.

7. Approximation of optimal distribution

In this section we consider how to approximate fz by finite
Gaussian components. The approximate distribution is
denoted by fzqp. From the properties of the Gaussian compo-
nents in the above section, fzq, can be split into 2! weighted
Gaussian functions. In the following at first we consider the
general situation, and propose an algorithm for expressing
fzap- Then we investigate two special cases. The first is the

S| S
. — | [~ < i
(CAHCED )
raSp v w8 v S v Sy

Fig. 10 — An example of dividing pz, where Il = 1.

period of uz is 2, where fzq, contains two Gaussian compo-
nents. The second is |ux, — ux,|>>0, where the two compo-
nents are far away from each other.

7.1.  General expression

Suppose fz,, contains 2' weighted Gaussian functions, the
weight sequence is expressed by S, denoted by

S=USi=) Ro*WS,. (43)
i=0

i=0

Then by normalization, S is fixed. According to Eq. (40) Ro;
can be calculated. Since the optimal f; exists, when i is large
enough, the normalized S would be stable, the elements of
which are the Gaussian components of the optimal f.

Consider the constraints (20) and (21), which can be
expressed by the functions of 0%0 and ugz,, i.e.

2l-1
Fi(Eoniz,) = cpz (o +12) (44)
iz0
211
fa (Mzg) = Z CPz;kz; (45)

i=0

where f,(uz,) = 0 and fy(o3 , z,) = 5.

From Fig. 11 shows the relationship between uz, and f>.
fa(uz,) is @ monotone increasing functions of uz . Similarly,
shown in Fig. 12 when o is fixed, f; is a monotone increasing
functions of ¢ . Thus uz, and 02, can be calculated by Newton
iteration method.

Based on the analysis above, we propose Algorithm 1 to
calculate the Gaussian components of fzq, based on the ac-
curacy requirement bound ¢2,. In the algorithm fz,, consists of
2! Gaussian components, L is chosen to satisfy L > 1 so that S is
stable. “maxNumber” and “minNumber” are two constants
which are large and small enough respectively. At line 20 the
function “sum()” calculate the summation of the elements in
the sequence. If 1 and L are infinite, fzq, becomes f7.

The complexity of the algorithm is O(2%), where L > . When
1 is large, it is hard to calculate the accurate S. In the next

30

—o— 1,:(0.3,40,80)(0.7,12,60)
—&—,:(0.3,20,80)(0.7,12,20)

folu, )
L
o

-40 -30 -20 -10 0 10 20 30
Hz

Fig. 11 — The relationship between v, and f,.
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180

— o £,:(0.3,40,80)(0.7,12,40)
—5— 1,4(0.3,20,80)(0.7,12,20)

f,(c2)

0 . . . . . . . .
20 40 60 80 100 120 140 160 180 200
%
0

Fig. 12 — The relationship between ¢ and f;.

subsections, we focus on some special cases, where the al-
gorithm is much simplified (the complexity is O(1)).

Actually, this algorithm is equal to the algorithm using the
first 2% components to approximate the optimal distribution.
Since only 2' Gaussian distributions in fzqp, The similar items
can be merged. The code from line 16 to 20 calculates the
weights of the first 2" components and merges them.

7.2 Case 1: the period of pz is 2

Consider a special case that the period of uz is 2, i.e. 1 =1,
where Theorem 7 holds. Thus from Eq. (40)

S:TSO

where r is a constant related to ro(or r4). Therefore, by
normalization, S = {pz,,pz, }. From this conclusion, Algorithm
1is simplified that getting stable S directly. So line 16 to 20 can
be replaced by “S = Sy” directly.

When t; — 1, |ux, — ux,|—0, fx converges to Gaussian dis-
tribution, so Gaussian distribution is a near-optimal solution.
In the next section, we could find this approximation is even
better than Gaussian distribution.

7.3.  Case 2: |uy, — px,|>0

In this case, the two components of f, are far away from each
other. Consider the general solution (Eq. (9)), which is equiv-
alent to

f2(@) = C'(fuo*fz + fuu *fz)e’*<”‘7”) : (46)

where fx, and fx, are the expression of xo and x; respectively.
The factor “e~*#+/%*» is like a filter, which makes all the values

satisfying |z + w/A| > 0 close to 0. In another word, e-i+o/»’
makes z & [-L — w/A, L — w/A] be close to 0.

Algorithm 1: Calculating the Gaussian components of fz,,

input : 20 = (pxy, fixo, 0%, )s 1 = (Pxys fix,15 0%, ), Where

0%y 2 0% O

output: S(={pzy.pz. Pz, })s AMzes bz hzy b
{(TZ._“ 0z TUZZl,l}

2 2.
107, < O

2 vUpperVar0 < o2; vLowerVarQ < 0; vVar « 0;

3 while [vVar — 02| > & do

4 gy =05 pgy = 1

5 vUpperMu0 < maxNumber; vLowerMu0 < minNumber;
6 Mu + 1;

7 while |[Mu| > & do

8

9

caleulate o, , 0%, and 2X by Eq. (24)(23);
calculate piyy,, vy, and w by Eq. (27)(26);

10 calculate pyy,, py,, and C' by Eq. (30)(29);
11 fori=0to2"!'—-1do
12 calculate o3, and o3, by Eq. (24);
13 caleulate fiz, and jiz,,,, by Eq. (27);
14 calculate pz,, and pg,, ., by Eq. (30):
15 end
16 So = {P20s D215 s Pzy  }i
17 for k=1to 2!~ 1do
18 calculate Sy by Eq. (40);
19 end
20 S = (Zi;lil Si) /sum(zlziaul Si);
21 {pZmpZU"' -pZzt,l}:S:
22 Mu + Z;:; Pz,
23 if Mu > 0 then
24 vUpperMu0 < piz,;
25 else
26 vLowerMu0 < fiz,;
27 end
28 piz vUpporl\IuO;rvLO\\'orMuO;
29 end
ol b
30  vVar Zj;ol pz,(07, +13,);
31 if vVar > o2 then
32 vUpperVar(Q «+ U%U: 32
33 else
34 vLowerVar( < (7%“:
35 end
36 Ué, - vU pperVarO;VLower\/'arO;
37 end

Since translation of f, does not have influence on the result,
at first we transmit f, to satisfy uy =—w/A Suppose
|x, — tx, | > (3px, (0%, + 02) + L) (Fig. 13). In interval [-L — w/4,
L — w/}], the values contributed by fx, *fz is close to 0, so Eq. (46)
is approximated by

f2(2) = € (fro *fz)e"(”"’) : @7)

which is transmitted to the one Gaussian component problem
as Section 4.2. Thus Gaussian distribution converges to the
optimal solution.

8. Simulation

In this section, we inspect the performance of our methods
constructing fzq, to approximate the optimal noise addition
distribution fz, especially the two special cases. min I(X; X + Z)
can be calculated directly by optimization problem (8). I(X;
X + Zj) and I(X; X + Zg) denote the results that the data dis-
tribution is f,, the noise distributions are fz,, and Gaussian
distribution respectively.
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~|=

3py (o% +0,)

|y, — 1y, | /

s I

-100 -50 0 50 100 150 200

250 300

Fig. 13 — Illustration of the solution in the situation of
|z, — fx,| >0,

8.1. Arbitrary cases

Algorithm 1 calculates arbitrary f, consisting of two Gaussian
components. Three examples are shown in Figs. 14—16, where
we change 0% , uy, and px, respectively (we choose I = 4 and
L = 13). The performance of approximation is good that only a
little difference to the optimal result, regardless of the change
of the parameters of f,. From Algorithm 1, the accuracy of
algorithm are based on two aspects. One is I, which is related
to the period of . Strictly speaking, the period of uz is infinite.
The periodicity is an approximative property. The other is L,
which converges to infinite to calculate the stable weights of 2!
Gaussian functions contained in fzqy. The deviation exists
because of these two constraints. In Fig. 14, the maximum
deviation is 0.00073 at ¢%, = 60. The minimum deviation is
0.00052 at 0% = 100. That is because with the increase of ¢% ,
the period 2* is more accurate. In Fig. 15, the maximum de-
viation is 0.00062 at uy, =40. The minimum deviation is
0.0000003 at uy, =0. The reason is the approximation of
periodicity is more accurate when uy, =0 (when uy, —0, the
period of uz can be regarded as 2, so | = 4 is more accurate). In
Fig. 16, the maximum and minimum deviations do not have
the apparent rules as the former two examples. The

0.99

—oeo— I(X;X+Z)
—&— min I(X;X+2)

0.981

60 70 80 90 100

Fig. 14 — The performance of fz,,, where
fx =(0.7,0,100)(0.3,40,6% ), 03 = 60,1 = 4, L = 13.

— o I(XX+Z)

—8— min I(X;X+2)

0.6

051

04 L L L L L L L
-40 -30 -20 -10 0 10 20 30 40

Fig. 15 — The performance of fz,,, where
fx = (0.7,0,100)(0.3, 1y, 80), 02 = 60,1 = 4, L = 13.

maximum and minimum deviation are 0.00039 at px, = 0.5
and 0.0000014 at px, = 0.9 in our sample points. py is related to
ri(i=0,... - 1), which is more accurate when L is larger. Next
we focus on two special cases, investigating the accuracy of
the approximation.

8.2.  Case 1: the period of pz is 2

In this case we can only use the first 2 components to
construct fzgp. Fig. 17 shows the performance of fz,, when
t; = 1and ty — 0. From the figure, t; is fixed (0.9), when t, is
smaller and smaller, the deviation between fzq, and the real
optimal distribution is decreasing.

Fig. 18 shows the performance of fz,, when t; — 1 and
|ux, — x,| 0. Under these two constraints, fzo, can be
expressed by 2 Gaussian components too. f; performs better
and better with the decrease of |ux, — ux,|- Actually, in this
case f, converges to Gaussian distribution, so Gaussian dis-
tribution also performs good. Fig. 19 shows the comparison of
Gaussian distribution and fzep. When |uyx, — px,| < 15, fzap
performs better than Gaussian distribution. Particularly,
when |ux, — ux,| < 10, fzap and the real optimal distribution is
almost the same. When |ux, —ux,|>15, the condition

0.75

0.7}

0.65}

nat

061

055! —o— I(X;X+2)

—8— min [(X;X+2Z)

05 L L L L L L L
0.1 02 03 04 05 06 07 08

Fig. 16 — The performance of fz,,, where
fx = (Px,.0,100)(1 — px,, 20, 80), 02, = 60,1 = 4, L = 13.
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x107

35} | —o— £,:(0.3,0,100)(0.7,30,90) ]

3+ 4

Fig. 17 — The performance of fz,, when t; — 1 and t, — 0.

|ux, — ix,| =0 is compromised, the deviation would be larger
and larger since the period of u; is not 2 any more.

8.3.  Case 2: |uy, — ux,|>0

Fig. 20 shows the performance of fzq, When |uy, — ux,|>0. In
this case, Gaussian distribution is very close to the optimal
figure, |ux, — mx,|>50, I(X;
X + Zg) — min I(X; X + Z) decreases with the increase of
|ux, — ix, |- It is because with the increase of |uy, — ux,|, the

one. From the when

values of x; in the range 2L (determined by “e~**~“*” shown in
Fig. 13) are smaller and smaller. From the figure, we also find
out when |ux, — ux,| <50, I(X; X + Zg) — min I(X; X + Z) in-
creases with the increase of |uy, — ux,|. It is because fy is close
to Gaussian distribution when |uyx, — ux, | =0, where Gaussian
distribution is optimal noise addition distribution.

8.4. Comparison

In noise addition method, some noise distributions such as
Homogeneous distribution (e.g. Agrawal and Srikant, 2000)

x 107
4 T T T T T

2
— o 1:(03,0, 100)(0.7,HX1,90);GZD=60

I(X;X+Zf)—minI(X;X+Z)

-30 -20 -10 0 10 20 30

Fig. 18 — The performance of fz,, when t; — 1 and
‘#xl — Mx, | —0.

x10™
3 T

— o I(XX+Z)-minl(X;X+Z)
e XGX+Z)-minl(X;X+Z)

nat

_05 1 1 1 1 1 1 1
-20 -15 -10 -5 0 5 10 15 20

Fig. 19 — The performance of fzq, and Gaussian distribution
when t; — 1 and |ux, — ux,|—0, where f, consists of (0.3, 0,
100) and (0.7, ux,,90), and o2 = 60.

and Laplace distribution (e.g. Dwork, 2006) have been used.
Fig. 21 shows the privacy-preserving capabilities of these
three noise distributions, where fq, is the approximation of
optimal noise distribution from our method. From the figure,
we could find that the mutual information of fu,, which
measures the privacy protection strength, is the smallest in
these three distribution. It means that by adding the noise
following the distribution function fqp, the attacker gets the
least information of the true value from the perturbed value.

Fig. 22 illustrates the privacy-preserving capabilities of f,,
Homogeneous distribution and Laplace distribution when f,
satisfies t; — 1 and |uy, — x| —0(—30 < ux, <30), and
|ux, — ux,|>>0(40 < py,). In the former situation, fs, can be
expressed by 2 Gaussian components and be calculated in O(1)
times. In the letter situation, f,, is Gaussian distribution. From
the figure, in the two situations fq, is the best one to protect
the individual privacy among the three distributions.

4

x 10

2
o030, 100)(0.7,ux1,90);0'z =60)
-

0 n n n n
30 40 50 60 70 80

Hx
1

Fig. 20 — The performance of fzq, when |ux, — ug,|>0.
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1.25 T T T T T T T
—o—Ty
121 —+&— Homogeneous | -
—+— Laplace

oo

Fig. 21 — Compare the privacy-preserving capabilities of
fap, Homogeneous distribution and Laplace distribution,
where fx = (0.7,0,100)(0.3,40, 0% ), 02 = 60.

8.5. Performance

From Section 7.1, the complexity of Algorithm 1 is O(2"). Fig. 23
illustrates the time cost with different L. Here we calculate fg,
by Algorithm 1, where f, = (0.3, 0, 100)(0.7, —30, 60). The al-
gorithm is coded by MATLAB, which runs on the notebook
with Intel®Core™i5 CPU (2 x 2.40 GHZ) and 4 GB RAM. From
the figure, when the larger L is chosen, the time cost grows up
with exponential rate, which limits the application of the
algorithm.

9. Conclusion and future work

In this paper, we quantify the accuracy of result and the pri-
vacy of individuals. Based on the metrics, we propose the

1.3 T T T T T

121 © fap
——8— Homogeneous
—+— Laplace

0.9

0.8

1(X;X+2Z)

0.7F

0.6

0.5

~40 -20 0 20 40 60 80

Fig. 22 — Compare the privacy-preserving capabilities of
fap, Homogeneous distribution and Laplace distribution,
where fx = (0.3,0,100)(0.7, ux, , 90), o2, = 60.

10

10°F 7

time/s
N

10 ! ! !
10 11 12 13 14

L

Fig. 23 — The time cost with different L.

optimization problem, and find out the optimal noise distri-
bution that provides best privacy protection while maintain-
ing the acceptable deviation from the accurate result. For the
special cases that the original data of individuals follows
Gaussian distribution, Gaussian distribution is the optimal
result. For the general case that the original data follows
arbitrary continuous distribution, the optimal solution con-
sists of infinite number of Gaussian components. We give a
way to calculate the components. By analyzing the properties
of the components, the optimal distribution can be approxi-
mated by finite components. By simulation the approximation
also performs good.

This paper is just the beginning. The complexity of Algo-
rithm 1 is O(2Y), which limits the algorithm when a large L is
needed. That is because Algorithm 1 is based on Eq. (40),
which calculate S in an iterative way. Next a non-iterative
general formula is needed, which will break the shackle of L.
Furthermore, the extended algorithm of Algorithm 1, with the
fx composed of multiple Gaussian components as input and
the optimal noise distribution as output, is needed, which
could be applied for most of the aggregation applications in
practice.
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Appendix A. The proof of Theorem 1

Proof. Firstly we consider a more general problem
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min I(X;Y)
Srx(y1x)
[ [ fafextyioty - 7 dxay <
(A1)
t /fY|x(Y\X)(y —-x)dy=0

'/fY|x(Y\X)dy =1,
where Y = Z + X. If Z is independent of X, we have
Srx(y1%) = fr-xix(y — X[X) = fz1x(2[x) = fz(2). (A.2)

The constraints become
fy‘x( i 2 dx J )22 dz 5A.3g
// Wrix(¥1%)( y — x dy ))' c{ A4

[rxtyinyay = [ 1a(2) 2 As)

This problem is translated to the problem (8). In other
words, the problem (8) is a special case of the problem (A.1).
The mutual information I(X; Y) is

//fxy X,y 10g){(xY(}<Y}’) dx dy

(A.6)
//fx Wfrix(Y[%) 1ogf‘}X (ylx )d xdy.

where fy(y) = [fx(X)frx(y[x)dx.
We use thé‘'method of Lagrange multipliers to find the so-
lution. Set up the functional

J= / / Fx(®)fx(y[x) 10ng)‘§ dydx

0 [ [ Feifextyloty 7 dy dx

+ [ ut) [ Sty - xdy et [ ve)

/fY\X(YIX)dy dx.
(A7)

Differentiating with respect to fyx(y|x), we have

- vix (Y /
afY\x Y\X ~Jxx)l gffy(y /fx frix le)f( )f x(x)dx

() = %) +u(x) (y — %) +v(x)

—felogZUX) e oy x4

) uX)(y —x) +u(x)

(A.8)

Set w(x) = u(x)/fx(x) and 7(x) = v(x)/fx(x),

Fe) [1og? 2O iy w2 oy -0+ r0] =00 (A9)
)

Thus

Fex(y[x) = fr(y)e 20" o070, (A.10)

Here we get the expression of fy(y|x). In problem (8),
Y =X + Z and Z is independent of X. From Eq. (A.10),

f2(2) = fy(x + z)e o0z, (A.11)

Z and X are independent, for any x, fz(z) is unchangeable.
fz(z) can be calculated by ﬁxing the x (e.g. x = 0). So fz(z) is
simplified as f,(z) = fy(z)e** @20 where 1, »(0) and 7(0) are
constants for fixed f,. For convenience, w(0) and e~
abbreviated as w and C. Therefore,

f2(2) = Cfy(z)e 7~

are

(A.12)

o

Appendix B. The proof of Lemma 1

Proof. Since

2 _ 2 2 2 2 _ 2
0y, = 0z, + 0%, <07 + 0%, =0y, (B.1)

we have

! 7i+2x>i+2z—i (B.2)

Uzzj+1 UY}l aY]O Zz;

So 2 > o% . The equation holds when ¢2 = o2 . o
Zyj Zoj41 Xo X1

Appendix C. The proof of Lemma 2

Proof. Forj =0, 03, =03
For j € N*, from Eq. (24) we have

2 2

2
Z 7, %X, 7X,7Z;

T + 2)(72 =1- 5 + > > >

Zy 72K, s S AR
2 2 2 2 2 2

O‘XO (UZ}' JZO) <JZ)_ + JZO + UXo) (<a 1

(7% %) (7 k)

=1+

(C.1)

where (a) follows from a%} < a3, The equation
holds when o2 = o2 . o
i 0

2 2
So 92, > -

Appendix D. The proof of Theorem 3

Proof. Consider the series

1 1 e
2A+1’2A+ —

X1 ZM—
Xl

denoted by (sy, Sy, ...). Since
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1
Sp = D.1
R FEr— (D-2)
X1
and
1
Spr1 =g D.2
T (0-2)
X L
”)Z(l g
where v, = 1/24+1/0% >0, we have s > 5. Since
1
P (D.3)
Vit
we have
\JA %0k +2X0% — 0% 1 2
. _ 1 1 1 2
Jm s, = 2 =2 (V % 3% ~ ”X1>’
(D.4)

denoted by s,. Then we compare s,, and o3 . Since
2
/ 2 X
oy +3o% =.|0% +4-51tch +4d% ob
X X X 2 YZ, X1"Z,
1 A A1 1 UXO 0 1 4o (D.S)

7 4 2 2 _ 2 2
< \/axl +4¢IZO +40X1<TZO =0y, + ZJZO,

we have
Se0 < 0%, (D.6)

where the equationholds when o} = 0%, . Therefore, forany o7,

1 1
2
1 = > =S D.7
Z(Joh»‘»h) 22+ . 1 . 20+ > 1 . o ( )
L e — X T T
It -t 7 7 1 +- 7
2 o 2 450
X, %0 X1
Thus s, <0} <07 . When o = 0%, 5 = 07, o

Appendix E. The proof of Lemma 3

Proof. From Eq. (24) for j € N we have

2 2 2 (2 2 ) _ 2
G'Z)_ B azj otk 14 ZAaZj (G’Zj + 0X1> X%,
a3 "0 +d} JZ)' a 0% + a5
Zyn 21X, 7,1 9%, .
2/1(02 )2+2102 % — a3 &
1 Z; Z%X; T X
2 2 :
”Z)- + 0X1
Consider the quadratic function of a%]
2
F(a%}) =2 (J%]) + 21020}2(1 — 0%, (E.2)

when o7 > VA%, +240% — Aok /22 = Se, F(o%,) > 0. According
to Theorem 3, this relationship holds. Thus o%} > aﬁw. The
equation holds when o%j = Se. o

Appendix F. The proof of Lemma 4

Proof. Foranyj € [2%,2""1), t > 0] can be expressed as (jo, j1, - -,
jr), where jo = 1.

o’ = E
(j07j17“'7jt) 21+ 1 1
o +
X.
Joo .. 1
%, to7
0 (F.1)
1
< _ 2 _ 2
= 24 1 . %Z100--0) Zoyt
2 - -
2 2
”Xl + O'ZO
If j is even, j. = 0, we have
2 2 _ 2
Uz(jo.j1. i) 2 920110 — OZpia_y (F2)
Similarly
2 7 _ 2
Uz(jo.;l.....},) P 2011y — OZpia_y (F.3)
If jis add, j; = 1, we have
2 2 _ 2
O-Z(joh. Jt) < 9Z40.0m — P2,y (F-4)
o

Appendix G. The proof of Lemma 5

Proof. Suppose j is even, and j € N'. From Lemma 2 and
Lemma 4 we know (‘7%21 , 0%22, . U%Qt’ ...), each of which is the
largest variance with even indices in its level, is a non-
decreasing sequence. Thus the maxa%} = limtﬂmaﬁzt, and

1
max 0%_ Y r— — (G.1)

7%, Fmax a%j
from which we have
2 _ 2
max o = 07, (G.2)

Consider the sequence (2 ,0% ,...,0% _ ,...),each of which
Zo? V27 " Wyt ) ’
is the smallest variance with even indices in its level. Since

1 1 (@ 1
24+ — 3 =5—< 5 =22+ 3 (G.3)
T%o + azzzn,z Zyt 4 Zyti1 4 %o + ozzmz 2
where (a) follows from Lemma 3, we have
a3 > a2 (G4)

2t 242 o

for any j € N. Thus the sequence is a non-increasing
sequence, from which we have mines2 = lim;_,,0% . So
J ot+1 3
o 1
min oy =limoy = (G.5)
J o toe ‘2l )4

1 -
)
OXO +Sco

Similarly, for any j € N7, if j is odd, we have
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max:r%} =0, (G.6)

mina%}, = Se (G.7)

Appendix H. The proof of Theorem 4

Proof. From Lemma 5 ¢% with odd indices are in one interval,
and ¢% with even indices are in another interval. The ratio of
maximum of the interval of variances with odd indices to
minimum is

o2 (to+ t1)< t] +4to(to + L)ta + t1>

L= ) H.1
Se 2(8 + 2t +t) s H

When t; — 1, the ratio converges to 1. Shown in Fig. 6,
when ¢% is not much larger than % , 03, /5. is close to 1,1i.e. all
the variances with odd indices can be regarded as the same.
The ratio of maximum of the interval of variances with even
indices to minimum is

0% 1 2ty

0

= + .
ﬁ o+l 2ttt (to+1)—t; +2
Xy %

(H.2)

When t; — 1, the ratio converges to 1. The same result is
shown by Fig. 7 for the variances with even indices. o

Appendix I. The proof of Lemma 6

Proof. Forl>1,2'=0mod 4, uz, and uz, , satisfy Eq. (33). Since
ho <1, whenl — oo, Mz, reaches a steady value, i.e. Mz, =Mz, -
From Eq. (33) we have

tz, =hopz + (1 —ho)uz,,
so
Wz, = Kz, = Hz,:
Similarly, from Eq. (36), we have

Hs
'U’sz,l = ﬂzZI,Li = 1— h3 :

Appendix J. The proof of Lemma 7

Proof. From Egs. (33)—(36), any 7 atlevell,j & [2"%,2)), canbe
represented in the way as

tz; = highy, --hy_ uz, + Hj, 7.1
where
1-2 1-1
H)‘ = Hik hit + HiH
k=0 t=k+1
and io, iy, ..., 1 € {0, 1, 2, 3}. Since 0 < hy, hy, hy, h3 < 1, we have

%1m hio hil . 'hil = 07

which means whenl — oo, Hiz, is only decided by h; and H;,i=0,
1, 2, 3, not by uy, (there are two “uz,” in Eq. (J.1). This “u, " is a
variablein “h; h;, ---h; uz, 7, which is the root of the tree. Another
“uz,” is a constant in Hj, which actually is a part of w. If w is
fixed, the “uz,” in H;j are fixed). Thus no matter what the root
Kz, 18, uz, at level | (I = oo) is the same.

Specially, when t; is close to 0, in Eq. (J.1) hj hy,---h;_,
even when 1 is a small number. o

— 0

Appendix K. The proof of Theorem 5

Proof. Suppose 1 = 2I;, where I; is large enough to satisfy
Lemma 6 and Lemma 7. We will prove the two sequences
{uzgs bzys - “Zzu} and {uzzl Mz, "'H“sz,l} are the same.

Each sequence has 2' elements. We divide the elements
into two parts, and consider each part respectively, where
dy=2" - 1.

1) {uz,, ~~~~,#Zd1} and {#ZZI ) ~~~7,“zzifd1}~

From Lemma 6 we have Rz, =Mz, ., = " =Hz, =Kz, and
2hi=h+1=...2!=0mod4. Consider the right subtree of uz,, uz, is
the right child of ugz,, Hz, is the right child of Hz, . SO
Hz, = Hz, - Mz, and ugz, are the second level right children of
Kz, Bz, and fz, , are the second level right children of Mz, ,-
Souz, =uz, and uz, = bz, ,-In this way we pair all the other
nodes which are at the level less than 1l;. So the two sub-
sequences are equal.

2) {ﬂzd1+17 ...7,u22171} and {uz

g4’ ’LLZzHLl}'

Kz, ;»--oHz, | BT€ the right children at the level I; to I of u,.

Consider any level 1,, where (I; < I, < 1), the nodes are

{Mzzlr1 s bz 1}, which are the I,-th level right children of uz,.

The corresponding sets {;LZZI”IT1 s ,uzzuziu} are the I,-th level

right children of uy oy Since 1; < I, from Lemma 7 we know
2

{uz,, ;»-pz,, }equalsto{uz
the two subsequences are equal.

From above it shows the two sequences are the same. So 2!
is the period of uz. o

o kz, }. So we can find

S
21 4221

Appendix L. The proof of Theorem 6

Proof. For I' = 1, consider the (2i + b)-th elements pz, , and
Pz, ,,, in the two sequences respectively, wherei=0, 1, ...,
2! —1,and b = 0, 1. We have

‘ézkb _ ("Xb iz )2

212 y )
) 2i+b 2| o2 +o
PzDx, e Xy 'z

Pz, = Coz,,, > By
\/ 0z T 0%,

(L.1)
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2
W2 ny,
Lot gy \"Fo ol
2

20
pzzmpxb Zol+1 4904 2 vf(bw% ' )
pZZI+1+2i+b = CUZZI+1+2|’+E ) + 2 ’ o (L'z)
UZZIH UXb
So
pzz“hznb — pzzm (L 3)
bz, bz
Similarly, forany ' >landi=0,1,...,2" — 1,
p Zyl 41 aish — p 24 (L 4)
Dz bz
o
Appendix M. The proof of Theorem 7
Proof. From Eq. (L.1), 1o and r; are
_ (“XO“‘Zi )2 . (uXOﬂLZO)Z
Dz, Dz, 2 u§ +u§ 2 rr)z( +q§
ro = £ P21, *\ 'y o : (M.1)
Pz, DPzp  (atm) | (sxivezg)
r = pﬁ _ pie 2 0)1(1 +n§1 2 rril +rr§o ) (M2)
bz, bz,
From Theorem 3, ¢ = 0%, and 03 =3 = -, SO
("Zo 7y ) ("Zo iz 2%y )
Yo = Pz, % "% (M.3)
bz, '
(“Zo “tZy ) (“Zo Hhzy +2xy )
T = bz, %% . (M.4)
bz,
Thus
(“Zo 7y ) (“Xo Xy )
oo %% . (M.5)
L1
So if |ux, — px,| =0 OF |uz, — pz| =0, 1o = T1. o
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