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The mainstream adaptive steganography algorithms often cannot transmit secret messages correctly when
stego images suffer from JPEG compression. In this respect, researchers proposed a series of robust adap-
tive steganography methods based on the framework of “Compression-resistant Domain Constructing +
RS-STC Codes” in previous studies. However, these methods leave behind the fault tolerance analysis, re-
sulting in potential mistakes in extracted messages, which brings uncertainty to practical application. To
solve this problem, an error model based on burst errors and STCs decoding damage is given in this
manuscript, utilizing the burst error model based on Poisson distribution. Then the model is verified
using the hypothesis test problem judged by the x? test method. Based on the proposed model, the
error conditions of received stego sequence are depicted, and the fault-tolerant performance of the ro-
bust steganography based on “Compression-resistant Domain Constructing + RS-STC Codes” is deduced,
that is, the probability lower bound for RS-STCs decoding to correctly extract embedded messages. Ex-
periments demonstrate that the practical fault-tolerant results of previous robust steganography methods
consist with the theoretical derivation results, which provides a theory support for coding parameter se-
lection and message extraction integrity to the robust steganography based on “Compression-resistant

Domain Constructing + RS-STC Codes”.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction

With the rapid development of network multimedia technol-
ogy and intelligent mobile devices, using intelligent mobile devices
to capture, process, and transmit images, as a convenient and ef-
ficient way of communication in digital age [1], has been widely
applied. Digital images transmitted by intelligent mobile devices
have become an important potential carrier for covert communi-
cation. The image steganography technology based on intelligent
mobile devices can effectively realize the secure transmission of
secret messages, so as to meet the demand for convenient and se-
cure communication, which is expected to become a new research
hotspot in the field of information hiding. In most cases, the JPEG
compression is performed on digital images before the transmis-
sion between mobile devices, such as sending images though Face-
Book, Twitter, WeChat and many other applications, due to the
constraints of the network traffic, bandwidth and intelligent device
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processing capacity, resulting in images degradation and loss of in-
formation [2]. For this reason, image steganography technology ap-
plied to mobile terminals need to ensure not only a high detection
resistance of stego images [3], but also a strong JPEG compression
resistance of embedded messages [4].

Because of the high detection resistance, adaptive steganogra-
phy proposed in recent years has become a hotspot in the field of
information hiding. Utilizing the structure of “Distortion function
+ STC Codes”, many adaptive steganography algorithms have been
proposed, such as HUGO (Highly Undetectable steGO) steganogra-
phy [5], WOW (Wavelet Obtained Weights) steganography [6], J-
UNIWARD (JPEG UNIversal Wavelet Relative Distortion) steganogra-
phy [7], and so on [8,9]. In the above structure, the distortion func-
tion is used to calculate the embedding distortion in different lo-
cations of the cover images, and the syndrome-trellis codes (STCs)
[10] is used to select the modifying positions adaptively according
to the calculated distortion and embed messages with minimum
embedding distortion. Although the existing typical steganography
algorithms have a good detection resistant performance, however,
these algorithms often do not take into account the condition that
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stego images being attacked when the transmission channel is ex-
posed, thus cannot transmit secret messages correctly and real-
ize covert communication successfully when stego images suffer-
ing from JPEG compression.

In contrast, robust watermarking technology is more concerned
about the robustness of the embedded information against various
attacks [11,12], and JPEG compression resistant capability is usually
one of the important indicators of the algorithm performance [13].
By constructing robust embedding domains, such as the wavelet
domain [14], contourlet domain [15,16], and other transform do-
mains [17], various robust watermarking algorithms [18-20] have
been proposed and have a strong robustness against JPEG com-
pression, additive Gaussian noise, median filtering, and many other
attacks. However, the embedding capacity of robust watermark
might be limited considering the visual quality of watermarked
images [21], which is usually insufficient for covert communication
and designing steganography algorithms. Furthermore, the robust
watermark usually do not need to ensure the completely correct
extraction of embedded messages after JPEG compression, and do
not have to consider the resistance against statistical detection of
the watermarked images.

In order to overcome the shortcomings of existing algorithms
which cannot take into account the JPEG compression and detec-
tion resistance at the same time, in our previous work, the ro-
bust adaptive steganography technology resisting both JPEG com-
pression and statistical detection is first proposed and realized
in [23]. Then, a framework of adaptive steganography resisting
JPEG compression and detection [22] is proposed, which is the
framework of “Compression-resistant Domain Constructing + RS-
STC Codes”. To obtain a good resistant performance against statis-
tical detection, this framework utilizes the “Distortion function +
STC Codes” structure of adaptive steganography. In addition, the
framework combines many kinds of compression resistant meth-
ods such as the construction of robust embedding domain, and the
error correction codes, to obtain a strong resistance against JPEG
compression. Based on this framework, there are a total of three
robust steganography methods by now, that is, the DCRAS (DCT
Coefficients Relationship based Adaptive Steganography) method
[23], FRAS (Feature Regions based Adaptive Steganography) method
[24], and DMAS (Dither Modulation based Adaptive Steganography)
method [25]. These methods inherit the good detection resistant
capability of adaptive steganography, and integrate the advantages
of robust watermark, thus holding both the compression and de-
tection resistant ability [26].

However, the DCRAS, FRAS, and DMAS methods mainly focus
on the robustness of message embedding domains against JPEG
compression and detection, while leaving behind the analysis of
message extraction integrity after JPEG compression, which brings
uncertainty to the practical application. Thus, the errors in the
stego elements caused by JPEG compression needs to be analyzed,
and the error correction performance of RS-STC codes needs to
be deduced specifically since the STCs decoding damage will in-
terfere the performance of RS codes and cause more error bits
in the extracted messages after JPEG compression [27]. In this
manuscript, we will firstly model the residuals caused by JPEG
compression in the stego sequence using Poisson distribution. Then
the error condition of the receiving sequence can be depicted and
the fault-tolerant performance of robust steganography based on
“Compression-resistant Domain Constructing + RS-STC Codes” can
be given out, so as to obtain a theoretical guidance for the coding
parameter selection. Therefore, a theory support can be provided
for the message extraction integrity of the robust steganography
based on “Compression-resistant Domain Constructing + RS-STC
Codes”.

The rest of the manuscript is organized as follows. Section 2 in-
troduces the Preliminary works. Section 3 gives the error model

based on burst errors and STCs decoding damage, and the ra-
tionality of the model is verified by experiments. In Section 4,
the fault-tolerant performance of robust steganography based on
“Compression-resistant Domain Constructing + RS-STC Codes” is
given. In Section 5, the validity and rationality of the conclu-
sion on fault-tolerant performance analysis are verified by exper-
iments, and the recommended RS coding parameters under dif-
ferent conditions are given. Finally, Section 6 summarizes the full
manuscript.

2. Preliminary works

In order to analyze the fault-tolerant performance of the ro-
bust steganography methods based on the “Compression-resistant
Domain Constructing + RS-STC Codes”, this section mainly intro-
duces preliminary works in the following two aspects: a class of
robust image steganography methods based on the “Compression-
resistant Domain Constructing + RS-STC Codes” and the error cor-
rection performance of RS codes on a bursty-noise channel.

2.1. A class of robust image steganography methods

To overcome the shortcomings of the existing algorithms which
cannot take into account the JPEG compression and detection resis-
tant performance at the same time, the steganography framework
resisting both JPEG compression and statistical detection is pro-
posed in [22] in our previous works, which is the “Compression-
resistant Domain Constructing + RS-STC Codes” framework and is
shown in Fig. 1. The embedded part of the framework mainly in-
cludes four parts: constructing compression-resistant domain, de-
signing embedding cost calculation methods, error correction cod-
ing and the minimize embedding costs coding. The extraction part
mainly includes extracting stego elements, minimize embedding
costs decoding, and error correction decoding.

In the framework, the pixels (or coefficients), regions, or rel-
ative relationships that are not affected or less affected by JPEG
compression are constructed as the embedding domain at first. By
extracting cover elements from the compression resistant embed-
ding domain, and designing the appropriate modifying methods,
messages embedded in stego images can be saved or recovered by
error correction coding after JPEG compression in a high probabil-
ity. Then utilizing the advantage that distortion functions of adap-
tive steganography measuring the detection resistant capability of
cover elements, the embedding costs calculation methods are de-
signed corresponding to the embedding domain. In the third part,
the secret messages are encoded with error correction codes in or-
der to improve the correct rates of extracted messages. At last, the
minimize embedding costs coding is utilized to embed encoded se-
cret messages into the cover elements with minimum distortion.
This framework combines the good detection resistant capability of
adaptive steganography, and inherits the strong JPEG compression
resistance of robust watermarking technology, thus ensuring the
compression and detection performance at the same time. Based
on this framework, different steganography methods resisting com-
pression and detection can be designed for different application
scenarios.

Based on the above framework, there are three compression
and detection resistant steganography methods in all, that is, the
DCT coefficients relationship based steganography method (DCRAS)
[23], the feature region based steganography method (FRAS) [24],
and the dither modulation based steganography method (DMAS)
[25]. The specific ideas of the three methods are as follows:

o DCRAS method [23]: In this method, the compression resistant
relationship between DCT coefficients are utilized to construct
the message embedding domain, and the changing method of



Y. Zhang et al./Signal Processing 146 (2018) 99-111 101

Constructing Deslgm.ng
compression- embedding JPEG
resistant COSIS, .
domain calculation compression
methods attack

Cover Image I,

R

p—s Error Minimize
@ — correction —» embedding

coding costs coding

Secret Messages m

Stego Image I,

Stego Tmage I,

Secret Messages m

N

I

I

I

]

I

I

|

I

I

|

I

I

|

:

CORI] - ]

. Minimize I 1
Extracting embeddin Error — !
stego € |—» correction —> R |
costs . = |

elements . decoding g |
decoding :

]

I

I

’

___________________________________________________________ -

Fig. 1. Framework of “Compression-resistant Domain Constructing + RS-STC Codes”.

DCT coefficients is designed in order to minimum the embed-
ding distortion while guaranteeing the JPEG compression resis-
tant performance. The costs function in J-UNIWARD steganogra-
phy are utilized and improved to measure the cover elements’
detection resistant capability. The RS codes is also introduced
and combined with STC codes to embed messages with mini-
mal costs and achieve a good compression and detection resis-
tant performance at the same time.
FRAS method [24]: In this method, based on the message em-
bedding domain designed in DCRAS, the great compression re-
sistant ability of Harris-Laplacian feature is utilized to construct
the compression maintainable, complex and difficult to model
image regions, achieving the balance between the JPEG com-
pression and detection resistant properties of cover elements.
Thus, a feature extraction algorithm resisting JPEG compres-
sion and a feature region selection algorithm minimizing the
embedding costs and maximizing the feature region distribu-
tion are proposed. With the help of embedding cost function
improved from J-UNIWARD steganography, RS coding and STC
codes, this method can maintain the good JPEG compression
resistant ability, while improving the detection resistant perfor-
mance.

o DMAS method [25]: In this method, the correspondence be-
tween JPEG compression quantization tables and the coeffi-
cients’ changes caused by compression are utilized to improve
the performance. The embedding domain are designed utilizing
DCT coefficients based dither modulation methods according to
the quantization tables of JPEG compression, and an adaptive
dither modulation algorithm based on quantization tables are
proposed. Then, an embedding cost function based on side in-
formation are proposed, and the RS coding is used combined
with STCs to embed messages with minimal costs. This method
not only keeps the good JPEG compression resistant perfor-
mance, but also has a better detection resistant performance
and a higher efficiency.

From the basic ideas of the above robust steganography meth-
ods, it can be concluded that the robustness of secret messages
against JPEG compression is mainly realized by constructing the
compression-resistant domain and the “RS-STC Codes” based mes-
sage embedding. In addition to the robustness against JPEG com-
pression of message embedding domain which has been discussed
in [23-25], the fault tolerance of coding methods also affects the
message extraction integrity after JPEG compression. Therefore, it
is necessary to analyze the fault-tolerant performance of the meth-
ods based on “Compression-resistant Domain Constructing + RS-
STC Codes”, remove the potential mistakes in the extracted mes-
sages, and put forward these methods into practical uses.

2.2. Error correction performance of RS codes on the bursty-noise
channel

In the field of channel coding, RS (Reed-Solomon) codes [28] is
a kind of BCH codes with strong error correction capability. It was
first constructed using the MS (Mattson-Solomon) polynomial by
Reed and Solomon in 1960, which could be defined as follows.

Definition 1 ([28]). Set g to a prime power and q#2, the BCH
codes which the roots of the code symbol and the codes’ gener-
ation polynomial g(x) are all derived from the finite field GF(q) are
called Reed-Solomon codes, or RS codes for short.

Researchers point out in [28] that RS codes is a kind of forward
error correction channel coding. In (n*, k*) RS codes (where n* is
the code length, and k* is the message length), the input messages
is divided into groups of m*k* bits, and each group includes k*
symbols which consist of m* bits. The error correction capability
of (n*, k*) RS codes is t = (n" — k")/2 , and the minimum code dis-
tance is d = 2t — 1. Since the RS code is a class of codes with the
largest minimum distance, it has a strong ability to correct errors
[24]. The RS codes in the finite field GF(q) with error correction
ability t can correct up to t erroneous symbols whose length is
short than m* and a burst error whose length is short than m*t, if
the locations of the error symbols are unknown in advance. If the
RS codes are used to correct a burst error, it can correct up to the
length of (t —1)m* + 1 in GF(q). Therefore, the measurement Z of
RS codes’ optimality is represented as follows:
2(t—1)ym* +2

2tm* ’ (1
where Z is close to 1 when t is larger, thus RS codes is a near
optimal code.

Especially, it has been pointed out in [29] that the bursty noise
could be defined to be as the background Gaussian noise plus burst
noise, where burst noise is defined to be a series of finite-duration
Gaussian-noise pulses with fixed duration and Poisson occurrence
times, which can be expressed as follows:

7=

ng(t) = ng(t) + ny(t), (2)
np(H)=a(t) Y [] (Wﬂ), (3)

where ng(t) is the background Gaussian-noise component and
np(t) is the burst-noise component. The combination of the
background Gaussian noise and burst noise is referred to as
bursty noise. In addition, a(t) denotes a sample function from
a delta-correlated Gaussian stochastic process with zero mean
and double-sided power spectral density (PSD) N/2, thus a(t) =
(1/v270 )exp (~t2/20? ), and {t;} denotes a set of Poisson points
with average rate v in Eq. (3). TI(t/d) is defined to be a unit-
amplitude pulse of width d centered at t =0, and ¢; is the time
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at which the burst begins, thus t; +d/2 is the center time of the
burst that begins at t; with width d.

On the above bursty-noise model, over a time interval I of du-
ration Ts, let §; denotes the event when no noise burst overlaps I,
and let £, denotes the event when a noise burst completely over-
laps I, for (n*, k*) RS codes with code length Tgs. For a bursty-noise
channel with ideal characteristics that the noise burst locations {t;}
are restricted to lie on code symbol boundaries at the receiver, if
vd « 1, d> Tgs, and let € denote a binary symbol error in the re-
ceived codeword, the binary symbol error probability after decod-
ing can be given by Eq. (4), according to [29].

P(e) ~ P(¢|&; )P(&) + P(e|&, )P(Ep)
B Q( @(ﬁ))l’@
" Q(\/M(ﬁ))l’(&)
of [ (5) Jre
O m— ) PO

where Q(x) = 1/v2m [ e~**/2d), E, is the signal power, E; is
the received symbol energy, and P(§g), P(§;,) denote the probabil-
ity for events &§; and &, to occur separately. Se(f), Sp(f) are the
double-sided PSD for Gaussian noise and burst noise separately.

W =S5,(f)/(Se(f) +Sp(f)) is the fraction of bursty noise, and N =

2 x (Sg(f) +5b(f)) is the double-sided PSD for bursty noise.
Utilizing the bursty noise model based on Poisson distribution,
the error correction performance of RS codes on the bursty-noise
channel can be deduced from channel parameters and the signal
power in the field of communication. Learning from the above
ideas, the effects of JPEG compression and STCs decoding to the
stego sequence in a certain stego image can be considered as a
kind of bursty noise, since the similarity between burst errors and
the errors in stego sequences caused by JPEG compression and
STCs decoding damage. Then, an error model of JPEG compres-
sion and STC decoding based on burst errors can be established,
and the error condition of received stego sequence caused by JPEG
compression and STCs decoding can be depicted. Thus the fault-
tolerant performance, which is also a theory support of message
extraction integrity, can be given for robust steganography based
on “Compression-resistant Domain Constructing + RS-STC Codes” .

3. Error model based on burst errors and STCs decoding
damage

In order to analyze the fault-tolerant performance of methods
based on “Compression-resistant Domain Constructing + RS-STC
Codes” against JPEG compression, the residual model of JPEG com-
pression based on burst errors is proposed in this section, and the
STCs decoding damage are also taken into account to enrich this
model. Thus, an error model based on burst errors and STCs de-
coding damage is proposed. In addition, the model is verified using
the hypothesis test problem judged by the x2 test method. In the
following parts of this section, the residual model of JPEG com-
pression and the error model considering STCs decoding damage
are described in detail separately.

3.1. Residual model of JPEG compression based on burst errors

Utilizing the similarity between DCT coefficients’ residuals
caused by JPEG compression and burst errors, the Poisson distribu-
tion is used to depict the errors in stego sequences caused by JPEG
compression. Thus a residual model of JPEG compression based on
burst errors is proposed in this section, and the validity and ratio-
nality of the model is verified by experiments.

3.1.1. Model establishment

The JPEG compression is mainly realized by block DCT trans-
formation, quantization, entropy coding and so on. Since the DCT
transform is a nonlinear transformation, the low frequency part
of the transformed data is concentrated in the upper left corner
of the block, and the high frequency part is concentrated in the
lower right corner of the block. For the reason that a large num-
ber of non-zero coefficients are located in the upper left corner of
the block, the non-zero residuals between JPEG-compressed DCT
coefficients and original DCT coefficients are usually concentrated.
Therefore, the burst error model consists with the truth of concen-
trated residuals caused by JPEG compression. In this section, the
influence of JPEG compression on stego sequences is analyzed by
establishing the JPEG residual error model based on burst error.

Let ¢, ¢’ denote the stego sequences before and after JPEG com-
pression separately, and A;=c—¢ is the residuals of stego se-
quences caused by JPEG compression. Since the Poisson distribu-
tion is often used to depict burst errors, we can define the errors in
stego sequences caused by JPEG compression to be a series of Pois-
son points {t;} with average rate v and average length d, then the
number of non-zero residual elements n; in each successive stego
sequences of length [ obey the Poisson distribution with parame-
ter A = vd, whose probability density function can be expressed as
follows,

k
P(n,:k):%e*’\,k:O,l,m, (5)

where A is the rates of non-zero residual elements in each succes-
sive stego sequences of length L

3.1.2. Model validation
To test the rationality of the above JPEG compression residual
model, consider the following hypothesis test problem:

HO :F(n,):FO(X) (6)
Hy 1 F(np) # R(x)’

where Fy(x) is the distribution function of the Poisson distribution
P(ny=k) = (A*/(k!) Je* k=0,1,---, and >0 is the parameter
in the Poisson distribution.

The x?2 test method is utilized to judge Hy. The validity and
rationality of the model are verified by fitting goodness testing
of compression residuals from the aspects of a single image test-
ing and multiple images testing. The RS coding parameters used
in the experiments is (31,15), and the randomly generated binary
sequences are used as secret messages. The parameters of DCRAS
[23], FRAS [24], and DMAS [25] methods are shown in Table 1. (*V
means that there is no this kind of parameter in the corresponding
method.)

(1) Fitting goodness testing for a single image

Taking the “Lena” image with quality factor 75 as an example,
the DCRAS method is used to embed messages at 0.1bpnzAC pay-
load, and the corresponding stego image is generated and com-
pressed with quality factor 55. Set the length of the observation
I to 300, then the changes in the stego sequences before and af-
ter JPEG compression are recorded, and the numbers of error ele-
ments n; in each successive stego sequences of length | are shown
in Table 2.
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Table 1
Parameters setting in DCRAS, FRAS, and DMAS methods.
Parameters Methods
DCRAS [23] FRAS [24] DMAS [25]
Maximum distortion ~ wetconst = 108 wetconst = 108 wetconst = 108
Iterations Tep Titep =3 \ \
Population size \ Ng =100 \
Iterations N; \ N; =20 \
Quantify tables \ \ Tss, T75, Tgs are quantify tables corresponding to quality factors 65, 75, and 85.

Table 2

Errors in each successive stego sequences of length I.

Error element number n;

Statistical frequency v,

Theoretical frequency n,py,

0 188
1 15
2 1

187.67
15.64
0.67

In Table 2, the first column indicates the errors in each suc-
cessive stego sequences of length [, and the second column indi-
cates the occurrence numbers v, of the event that n; errors occur
in successive | stego elements, that is, the statistical frequency. By
the maximum likelihood estimation method, the estimated value
of the parameters A is:

= nl > muy ~0.083, (7)
p n

where np = |n¢/l |, nc is the length of stego sequences, and ||
denotes taking integers downwardly.

The values of the third column in Table 2 are the theoretical
frequency nppy,, which are calculated by pp, from the Poisson dis-
tribution.

(%)
)\) )
o e’ ny, =012, (8)

Pn =

Then the statistic n whose limit distribution is subject to
X<2m,_1_1) is established and considered as the fitting goodness test

result by the following expression:

. (Un — nppn,)z . m Un2
n=>y o > mopn (9)

n=1 n=1

where m; is the number of groups in Table 2, then it can be calcu-
lated n = 0.19 from Table 2.

Given the significance level «; = 0.05, since the degrees of free-
dom m; — 1 —1 =1, the critical value Xf(O.OS) is 3.841. Because of
n = 0.19 < 3.841, Hy cannot be denied. Therefore, we can consider
the above residuals caused by JPEG compression follow the Poisson
process with parameter % =0.083 in practical application.

(2) Fitting goodness testing for multiple images

In addition to the “Lena” image, we test more images in the
BOSSbase-1.01 image database.! Randomly select 1000 cover im-
ages generated by JPEG compression of quality factor 75, and uti-
lize the DCRAS, FRAS, and DMAS methods to generate the corre-
sponding stego images at 0.1bpnzAC payload. Then compress the
stego images with quality factors of 55, 65, 75, and 85, and the
JPEG compression residuals of stego sequences before and after the
compression are recorded. Set the observation length [ to be 300,
and the numbers of residual groups m; for residual sequences cor-
responding to three methods are set to 3, 5, and 5 separately ac-
cording to actual conditions. Repeat the above mentioned fitting
goodness test for a single image, and calculate the inspection value

T Proposed by P. Bas, T. Filler, T. Pevny in ICASSP 2013, available: http://agents.fel.
cvut.cz/stegodata/.

n of each image. The fitting goodness test results 1 between resid-
ual sequences caused by JPEG compressing stego images and the
Poisson sequence are shown in Fig. 2(a)-(c).

In the boxplots drawn in Fig. 2 (a)-(c), the horizontal axis rep-
resents the quality factor Q of JPEG compression, and the verti-
cal axis represents the fitting goodness test results 7. The upper
and lower limit of the rectangle are the upper and lower quartiles
of test results separately, and the difference between the upper
and lower quartile is the quartile difference IQR. The red line in
the rectangle is the median of 7. The two black horizontal lines
at Q3 + 1.5IQR and Qg — 1.5IQR are the cut-off points for abnor-
mal values, known as the internal limit. The data outside the in-
ternal limits is outliers and is represented by the red ‘+'. Since
m; =3,5,5, the degrees of freedom for the yx?2 distribution are
1,3, and 3 respectively. The critical values Xlz(O.OS) =3.841 and
X32 (0.05) = 7.815 are shown in the blue dotted line in Fig. 2.

For Fig. 2 (a), since the DCRAS method utilizes the robustness of
DCT coefficients’ relationship against JPEG compression, the num-
ber of non-zero residuals caused by JPEG compression to the em-
bedding domain is small, and the inspection values n of quality
factor 75 is the minimum since this quality factor is the same as
the cover images’. While in FRAS method, the feature regions lo-
cated in complex areas are taken into account based on the em-
bedding domain constructed in DCRAS method to improve the
detection resistant ability, thus the non-zero residuals caused by
JPEG compression in this embedding domain are more than that
in DCRAS methods, and the inspection values 7 in Fig. 2 (b) are a
little bit higher than that in Fig. 2 (a). Different from the DCRAS
and FRAS methods, the DMAS method use the dither modulation
method to embed messages, therefore, the distribution of inspec-
tion values n in Fig. 2 (c) is a little bit different from that in
Fig. 2 (a) and (b). Because most of the fitting goodness test results
are less than the critical values, it can be considered that the resid-
ual sequences caused by JPEG compressing the stego images gen-
erated by the DCRAS, FRAS and DMAS methods follow the Poisson
distribution.

In addition, similar results can be obtained from the fitting
goodness test at other payloads, which demonstrates that the pro-
posed residual model is valid and reasonable. By establishing the
residual model of JPEG compression based on burst errors, the in-
fluence of JPEG compression on stego sequences can be determin-
istically measured, thus establishing the basis for the fault-tolerant
performance analysis of robust steganography methods based on
“Compression-resistant Domain Constructing + RS-STC code”.

3.2. Error model considering STCs decoding damage

As the error diffusion phenomenon occurs in the STCs decoding
[27] when stego sequences are damaged, the effects on message
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Fig. 2. Fitting goodness test results between residual sequences and Poisson distribution. (For interpretation of the references to colour in the text, the reader is referred to

the web version of this article.)

sequences of JPEG compression and STCs decoding are further an-
alyzed in this section. Combined with the damage gain of the STC
codes, the error model considering STCs decoding damage is pro-
posed and tested by experiments.

3.2.1. Error model establishment

The STCs coding method that minimizes embedded costs is a
matrix coding method. In order to solve the problem of damage
diffusion in matrix coding, the relationship between the damage
rates of secret messages and that of stego sequences is analyzed in
[27], and the damage gain function of matrix coding is obtained,
which proves that the matrix coding is damage spreading. Accord-
ing to the analysis, when stego sequences are damaged, the dam-
age rates o, of secret messages in matrix coding method can be
expressed as follows:

om=1 —Xm:(l —8)"/m, (10)

i=1

where y; denots the number of 1 in the ith row (also known as
the row weight), § denotes the damage rates of stego sequences,
and m is the length of secret messages. Since y;>1, om > § which
means the matrix coding can cause damage spreading. If the ratio
between the damage rate of the secret messages and that of the
stego sequences is defined as the damage gain, denoted by ¢ =
om/d , and the STCs coding has a fixed row weight y; = y for each

row, the damage gain function can be expressed as follows:
Gsres ~ [1= (1= 8)]/8. (11)

Combined with the JPEG compression residual model based on
burst errors, the damage rates § of stego sequences caused by
JPEG compression is equal to vd, the damage gain ¢ s7c; is approxi-
mately equal to [1 -(1- vd)”]/(vd) , and the damage rates of se-
cret messages o, is approximately equal to 1 — (1 — vd)?.

Based on the above STCs decoding damage analysis, the
JPEG compression residual model based on burst errors in
Section 3.1 can be enriched. If we define the errors in stego se-
quences caused by JPEG compression and STCs decoding to be a
series of Poisson points {t;} with average rate vs and average length
ds, then the number of non-zero residual elements n; in each suc-
cessive stego sequences of length [ obey the Poisson distribution
with parameter A5 = v5dg, whose probability density function can
be expressed as follows,

A<
P(nl:k)zﬁe 5’]{:071’...7 (12)
where ds = dsres ~ [1— (1—vd)”]/v is the average length of
burst errors, and Ag=om = vds =1 — (1 —vd)" is the error rates in
each successive stego sequences of length I.

3.2.2. Model validation
In order to test the rationality of the above error model con-
sidering STCs decoding damage, consider the following hypothesis
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test problem:

Ho : F(n;) = Fo(x)
{H1 (F(n) #R(x) (13)

where Fy(x) is the distribution function of the Poisson distribution
P(nj=k) = (Aa"/(k!) )e*)\S,k =0,1,---, and A5 >0 is the param-

eter in the Poisson distribution.

Similar to the verification process in Section 3.1.2, the x?2 test
method is utilized to judge Hy. The RS coding parameters used
in the experiments is (31,15), and the randomly generated binary
sequences are used as secret messages. The parameters of DCRAS
[23], FRAS [24], and DMAS [25] methods are shown in Table 1. (*V
means that there is no this kind of parameter in the corresponding
method.)

Randomly select 1000 cover images generated by JPEG com-
pression of quality factor 75, and utilize the DCRAS, FRAS, and
DMAS methods to generate the corresponding stego images under
0.1bpnzAC payload. Then compress stego images with quality fac-
tors of 55, 65, 75, and 85, and extract embedded messages and
perform STCs decoding. The message extraction errors caused by
JPEG compression and STCs decoding are recorded. Set the obser-
vation length [ to be 300, and the group numbers m; for extracted
message error sequences corresponding to three methods are all
set to 5 according to actual conditions. Repeat the fitting goodness
test for a single image in Section 3.1.2, and calculate the inspection
value n of each image. The fitting goodness test results 7 between
the error sequences caused by JPEG compression and STCs decod-
ing and the Poisson sequence are shown in Fig. 3(a)-(c).

In the boxplots drawn in Fig. 3 (a)-(c), the horizontal axis rep-
resents the quality factor Q of JPEG compression, and the vertical
axis represents the fitting goodness test results 1. The upper and
lower limit of the rectangle are the upper and lower quartiles of
test results separately, and the difference between the upper and
lower quartile is the quartile difference IQR. The red line in the
rectangle is the median of 7. The two black horizontal lines at
Q3 + 1.5IQR and Qq — 1.5IQR are the cut-off points for abnormal
values, known as the internal limit. The data outside the internal
limits is outliers and is represented by the red ‘+'. Since m; =5,
the degrees of freedom for the x?2 distribution are all equal to
3, and the critical values of three methods X32 (0.05) is 7.815, as
shown in the blue dotted line in Fig. 3.

Similar with Fig. 2, since the quality factor 75 is the same as
that of cover images, the inspection values 7 in Fig. 3 (a) at qual-
ity factor 75 is the minimum. Because of the STCs decoding dam-
age, the distribution of inspection values n in Fig. 3 (a) is differ-
ent from that in Fig. 2 (a). In FRAS method, since the embedding
domains are more concentrated than that of DMAS methods, the
error sequences caused by STCs decoding damage distribute more
concentrated as well. Thus, the distribution of inspection values
n in Fig. 3 (b) is more uniform than that in Fig. 3 (a). Different
from the DCRAS and FRAS methods, the DMAS method uses the
dither modulation method to construct the JPEG compression re-
sistant embedding domain, thus the distribution of error sequences
caused by JPEG compression and STCs decoding damage is also a
little bit different, and the distribution of inspection values 7 is
shown in Fig. 3 (c). Because most of the fitting goodness test re-
sults are less than critical values, it can be considered that the er-
ror sequences of extracted messages caused by JPEG compression
and STCs decoding in the three robust steganography methods fol-
low the Poisson distribution.

In addition, similar results can be obtained from the fitting
goodness test at other payloads, which demonstrates that the pro-
posed error model is valid and reasonable. Based on the error
model enriched by STCs decoding damage, the errors caused by
JPEG compression and STCs decoding to message sequences can

be deterministically measured, thus a basis can be provided for
analyzing the fault-tolerant performance of robust steganography
methods based on “Compression-resistant Domain Constructing +
RS-STC Code”.

4. Fault-tolerant performance of robust steganography
methods

With the help of the proposed error model, the error rates of
extracted messages after JPEG compression and STCs decoding can
be expressed approximately as As which denotes the error rates
in each successive stego sequences of length . Considering the er-
ror correction performance of RS codes under a certain error rates,
the probability lower bound for RS-STCs decoding to correctly ex-
tract embedded messages can be deduced, which provides a the-
ory support for message extraction integrity to robust steganogra-
phy based on “Compression-resistant Domain Constructing + RS-
STC Codes”.

For robust steganography based on “Compression-resistant Do-
main Constructing + RS-STC Codes”, which utilizes the (n*, k*) RS
codes with m* bits in each symbol, let w; denote the event corre-
sponding to i binary symbol errors in a codeword of length n* after
STCs decoding, and let W; denote the event corresponding to j code
symbol errors in a received codeword after STCs decoding. If event
W; occurs, then the received code word must contain j <i<m*j bi-
nary symbol errors. If i = j, then each code symbol error must re-
sult from a single binary symbol error among its component binary
symbols. Similarly, if i = m*j then each code symbol error must re-
sult from exactly m* binary symbol errors. Let & denote a binary
symbol error occurs in a received codeword after STCs decoding,
then probability of ¢ can be expressed as follows.

n* mn*

P(e) =" P(e.wi.W)). (14)

j=0 i=0

Clearly, P(e, w;, Wj) =0 for i <j or i >m*j.

Since the (n*, k*) RS codes’ error correction ability is t =
(n" —k’)/2, it can correct up to t erroneous symbols whose length
is short than m* and a burst error whose length is short than m*t,
if the locations of the error symbols are not know in advance. Let
&, denote that more than t erroneous symbols occur in the re-
ceived codeword with length n* after STCs decoding, and let &,
denote that a burst error whose length is more than m*t occurs in
the received codeword with length n* after STCs decoding. Ignore
the situation that the length of some burst errors is more than m*
when more than one burst error occur (according to the practical
statistical results, this kind of events almost never happen), then
P(¢) satisfies the following formula:

P(¢) < P(§1) + P(&2). (15)

From the above formula, the upper bound of RS decoding error
in RS codes with length n* after JPEG compression and STCs decod-
ing can be estimated. Specifically, the probability of event &; that
more than t burst erroneous symbols occur in RS codes of length
n* after STCs decoding can be expressed by the following expres-
sion, with the help of conditional total probability formula,

n*  m*j

P& =Y Y P(e.w, W)
j=t+1 i=j (16)

n*  mj
= 2 2 [P(e|wi Wy )P(Wilwi)P(w)].
j=t+1 i=j
where P(e]lw;, W;.) denotes the decoding error probability when
there are i erroneous bits and j erroneous code symbols in a re-
ceived codeword after STCs decoding, which can be calculated by
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Fig. 3. Fitting goodness test results between error sequences and Poisson distribution. (For interpretation of the references to colour in the text, the reader is referred to the

web version of this article.)

the following formula:

i
P(g|w;. W;) = — (17)
Suppose that every erroneous bit is independent of one another
in the received codes sequences, then P(w;) can be expressed as

following:
P(W;) = G Pl (e0)[1 = P(eg)]™™ ™, (18)

where P(g,) is the error rates in the received codes sequences after
JPEG compression and STCs decoding, and P(g;)~ A;.
In addition, the following equation can be derived from [18],

J r
’%WHWJZQ%*E:[Vqﬁqqmrm} (19)
man* =0

where r=|j—i/m* |, and |e] denotes taking integers down-
wardly.

Suppose that every erroneous bit is independent of one another
in the received codes sequences. Then the probability of event &5,
that a burst error whose length is more than m*t occurs in the
received codes of length n* after STCs decoding can be calculated
by the following expression,

m*n*

P&)= Y [(mn* —q+ 1Pl (e)(1-P(ea)™ ™ ], (20)

q=m*t

where P(¢,) is the error rates in the received codes sequences after
JPEG compression and STCs decoding, and P(g4)~ As.

Utilizing the error model based on burst errors and STCs decod-
ing damage, the parameter A5, P(§1), and P(€;) can be calculated.
Then the upper bound of decoding error P(¢) in the received code
of length n* can also be determined. Let n, denote the length of
messages, then the total group number n; is [np/k* ], and the total
length of encode sequences n;s is [np/k* Tn*m*, where [e] denotes
the operation of taking integers upwardly. The message correct ex-
traction probability P(¢) after JPEG compressed and STCs decoding
can be expressed as follows.

P(¢)=(1-P(e)™. (21)
Plug the upper bound of P(¢) in Eq. (15) into Eq. (21), then
P(¢) > (1-P(&) —P(E)". (22)

From formula (22), the error correction performance under dif-
ferent RS encoding parameters for robust steganography based on
“Compression-resistant Domain Constructing + RS-STC Codes” can
be deduced. Suppose the group numbers of RS codes n; is 100,
then under different error rates P(¢;) and encoding parameters, the
probability lower bounds P(¢) of message correct extraction after
JPEG compression and STCs decoding are draw in Fig. 4.

Specifically, because of the length limitation of secret mes-
sages in practical application, we can assume that secret messages
are correctly extracted by RS decoding in the condition of n,(1 —
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Fig. 4. Theoretical lower bounds of RS codes’ decoding performance.

P(£)) < 1. Since np(1 - P(¢)) <np(1— (1 -P(&1) = P(§2))™), the
probability P(¢) of messages correct extraction by RS decoding can
be calculated by the following expression:

P(C) = {“

In conclusion, the error model based on burst errors and STCs
decoding damage is utilized in this section, combined with the er-
ror correction theory of RS codes on a bursty-noise channel, to an-
alyze the fault-tolerant performance of the robust steganography
methods, and the probability lower bound for decoding methods
to correctly extract embedded messages is deduced. Thus, a theory
support for message extraction integrity is provided to the robust
steganography based on “Compression-resistant Domain Construct-
ing + RS-STC Codes”.

PEN" mp(1 = (1=PE) =PE)") =1 5
mp(1 = (1= P(&1) ~ P(&)") < 1

5. Experimental verification and parameter recommendation

In this section, the validity and rationality of the fault-tolerant
performance analysis are verified by experiments, and the recom-
mended RS encoding parameters are given for different conditions.

5.1. Experiments settings

In order to verify the analysis results of the fault-tolerant per-
formance, experiments are conducted in the condition of Mat-
lab R2015a. The original images of the experiments come from
BOSSbase-1.01 image database (10,000 grayscale images), and in-
volve a wide range of image content, including natural scenery,
artificial facilities, human portraits, and so on. Then the origi-
nal images are compressed under quality factors of 65, 75 and
85 to generate alternative cover sets (10,000 x 3 images). Ran-
domly select 2000 images separately under different quality fac-
tors, and obtain 2000 x 3 cover images. Under payloads ranging
from 0.01bpnzAC to 0.1bpnzAC, 4 groups of RS coding parameters,
and 3 different quality factors, generate the stego images utilizing
the DCRAS [23], FRAS [24], and DMAS [25] steganography methods
separately, thus obtaining 2000 x 3 x 10 x 4 x 3 x 3 = 2,160, 000
stego images. The parameter settings of steganography methods
are shown in Table 1, and the experiment parameter settings are
shown in Table 3.

Table 3
Experiment parameter settings.

Experiment parameters Experiment settings

Image source BOSSbase 1.01 image database (10,000 images)

Image size 512 x 512
Image color Grayscale
Quality factors 65/ 75/ 85
Alternative cover sets 10,000 x 3

Number of cover images
Payloads

Secret messages

RS coding parameters
Steganography methods
Number of stego images

2000 (Randomly selected) x 3

0.01, 0.02, ..., 0.1 bpnzAC

Randomly generated binary sequences
(31,25)/ (31,21)/ (31,17)/ (31,13)

DCRAS [23]/ FRAS [24]/ DMAS [25]
2000x3x10x4x3x3

5.2. Fault-tolerant performance verification

In this section, the rates of stego images from which embedded
messages can be completely correctly extracted after JPEG com-
pression are calculated for the DCRAS, FRAS, and DMAS methods,
and compared with theoretical values, that is, the probability lower
bounds for decoding methods to extract massages correctly, in or-
der to verify the conclusion in Section 4.

For the 2,160,000 stego images generated by different payloads,
RS coding parameters, robust steganography methods shown in
Table 3, conduct JPEG compression with quality factors 65, 75 and
85 according to the quality factors used to generate the corre-
sponding stego images, thus obtain a total of 2,160,000 compressed
stego images. For each robust steganography methods, extract em-
bedded messages from the corresponding compressed images, and
calculate the error rates P(¢;) of extracted messages after JPEG
compression and STCs decoding, then divide stego images accord-
ing to P(g4) by the interval of 1 x 1072, In each interval, calculate
the rates of stego images from which the embedded messages can
be correctly extracted p. under different RS encoding parameters.
The relationship between p. and message error rates P(¢4) under
different RS coding parameters is shown as the solid line in Fig. 5.
Meanwhile, the lower bounds of message correct extraction prob-
ability P(¢) by RS decoding under different error rates P(g;) are
shown as the dotted line in Fig. 5.

In Fig. 5, there are a total of 6 intervals of error rates P(gy) in
every groups of experiments according to the statistical results. In
each interval, the ratio between stego images from which embed-
ded messages can be correctly extracted and all stego images pc is
higher than the lower bound of message correct extraction prob-
ability P(¢). For example, in Fig. 5 (a), there are 47,613 images in
which the error rates P(g,;) of extracted messages after JPEG com-
pression and STCs decoding is between 2.1 x 10-2-3.0 x 10~2, and
the number of stego images from which messages can be correctly
extracted is 11,903, then the ratio p. of this interval is approxi-
mately equal to 0.25 which is higher than P(¢) = 0.1672 in this
interval. From Fig. 5 (a)-(c), it can be concluded that the rates p.
of stego images from which messages can be extracted correctly
after JPEG compression are above the lower bounds of message
correct extraction probability P(¢), under different payloads, qual-
ity factors of JPEG compression, and RS encoding parameters for
the three robust steganography methods. Therefore, it proves that
the practical fault-tolerant results of steganography methods based
on “Compression-resistant Domain Constructing + RS-STC Codes”
consists with the theoretical derivation results. In addition, the ex-
perimental results show that the proposed error model can depict
the errors in stego images caused by JPEG compression and STCs
decoding reasonably, and verifies the validity and rationality of the
error model and fault-tolerant performance analysis.
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Fig. 5. Rates of message correct extraction.

5.3. Determination of RS encoding parameters

In this section, the error conditions in stego elements caused by
JPEG compression and STCs decoding are presented and analyzed.
The recommend RS encoding parameters are given in the condition
of different error rates P(g;), utilizing the conclusion deduced by
the fault-tolerant performance analysis, in order to guarantee the
integrity of message extraction after JPEG compression.

The content of this section can be devided into three parts: (1)
errors in stego sequences caused by JPEG compression, (2) errors
in stego sequences caused by JPEG compression and STCs decoding,
and (3) RS encoding parameter recommendation based on message
extraction integrity.

5.3.1. Errors in stego sequences caused by JPEG compression

For the 2000 randomly selected cover images of quality fac-
tors 65, 75, and 85 shown in Table 3, conduct JPEG recompression
with quality factors 65, 75 and 85, respectively. Then calculate the
changing rates of DCT coefficients §; = n.4/ny , where n is the
number of changed DCT coefficients, and n; is the number of all
DCT coefficients. The average changing rates of DCT coefficients of
all 2000 images, that is, the error rates of cover elements caused
by JPEG compression with different quality factors A/, are shown
in Table 4.

Table 4
Error rates of cover sequences caused by JPEG compression.
Quality factor Q 65 75 85
Error Rates A/ 221x107%  273x10™*  836x107*
Table 5
Error rates of stego sequences caused by JPEG compression.
A Q
65 75 85
Ay of DCRAS [23] 1.21x107> 8.75x10™° 3.38x107°
A5 of FRAS [24] 737x10™*  6.61x107% 811 x107*
A3 of DMAS [25]  161x107° 262x107° 294x107°

The error rates A’ in Table 4 are the average results of 2000
cover images under different quality factors. Therefore, the error
rates A’ can be used as the error rates of cover sequences caused
by JPEG compression determined by quality factors Q.

For the 2000 randomly selected cover images of quality fac-
tors 65, 75, and 85 shown in Table 3, repeat the recompression
operation to the JPEG compression resistant domain constructed in
DCRAS, FRAS, and DMAS methods, and calculate the changing rates
X', A/, and A3’ of elements in the corresponding embedding do-
mains caused by JPEG compression with different quality factors,
which are shown in Table 5.
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Table 6
Error rates caused by JPEG compression and STCs decoding (DCRAS [23]) (103).
Q o
0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
65 213 202 237 1.83 4.80 5.56 6.66 518 7.06 6.45
75 232 380 447 2.50 6.01 7.05 5.76 6.14 8.73 10.88
85 196 568 1047 11.84 1596 1622 2069 2490 30.17 3032
Table 7
Error rates caused by JPEG compression and STCs decoding (FRAS [24]) (10-2).
Q o
0.01 002 003 004 005 006 007 008 0.09 01
65 096 131 1.96 1.57 173 223 208 277 355 614
75 103 159 176 221 280 396 465 504 533 6.52
85 235 294 376 341 462 508 515 587 611 6.60
Table 8
Error rates caused by JPEG compression and STCs decoding (DMAS [25]) (10-2).
Q o
0.01 002 003 004 005 006 007 008 009 01
65 037 040 056 072 085 104 1.22 1.61 223 244
75 043 049 051 088 096 130 199 244 257 272
85 068 076 082 141 1.57 193 203 254 265 288
Table 9
Recommended RS encoding parameters (n*, k*) (DCRAS [23]).
Q A
0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
65 (31,29) (31,29) (31,29) (3129) (3127) (3127) (3127) (3127) (3127) (3127)
75  (31,29) (31,29) (31,29) (31,29) (31,27) (3127) (31,27) (3127) (31,25) (31.25)
85 (31,29) (3127) (31,25) (31,25) (31,23) (31,21) (31,19) (31,17) (31,15) (31,15)
Table 10
Recommended RS encoding parameters (n*, k*) (FRAS [24]).
Q A
0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
65 (31,25) (31,23) (31,21) (31,21) (31,21) (31,19) (31,19) (3117) (3113) (315)
75  (31,25) (31,21) (31,21) (31,19) (31,17) (31,13) (31,11)  (31,9) (31,7) (31,5)
85  (31,19) (31,15) (31,13)  (31,13)  (31,11) (31,9) (31,9) (31,5) (31,5) (31,3)
Table 11
Recommended RS encoding parameters (n*, k*) (DMAS [25]).
Q A
0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
65 (31,29) (31,29) (31,29) (3127) (31,27) (31,25) (31,23) (31,21) (31,19) (31,19)
75 (31,29)  (31,29) (3129) (3127) (3125) (3123) (3119) (3119) (3117) (31,17)
85 (31,27) (31,27) (31,27) (31,23) (31,21) (31,21) (31,19) (3117) (31,17)  (31,17)

The error rates in Table 5 is the 2000 images’ average results
of the JPEG compression resistant domain constructed in DCRAS,
FRAS, and DMAS methods. Therefore, the error rates can be used as
the error rates of element sequences in constructed embedding do-
mains caused by JPEG compression under different quality factors
Q, and can be used as the approximate value of A in Section 3.1.1 as
well.

5.3.2. Errors in stego sequences caused by JPEG compression and
STCs decoding

For the 2,160,000 stego images generated by different payloads,
RS coding parameters, robust steganography methods shown in
Table 3, conduct JPEG compression with quality factors 65, 75 and

85 according to quality factors used to generate the correspond-
ing stego images, thus obtain a total of 2,160,000 compressed stego
images. Then extract embedded messages by STCs decoding (with-
out RS decoding) and calculate the error rates of extracted mes-
Sages Terror = Nerror/Mm , Where neror is the number of error bits,
and n; is message length. The average error rates Reror Of ex-
tracted messages in different robust steganography methods with
different quality factors and payloads, that is, the error rates of ex-
tracted secret messages caused by JPEG compression and STCs de-
coding 1’5, which are shown in Tables 6-8.

The error rates A’y of extracted messages in Table 6-8 is the
average error rates calculated from the DCRAS, FRAS, and DMAS
methods under different quality factors and payloads. Therefore,
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the above results can be used as the error rates of message se-
quences determined by JPEG compression resistant domains, qual-
ity factor Q, and payloads «, and also can be used as the approxi-
mate value of P(gy).

5.3.3. RS Encoding parameter recommendation based on message
extraction integrity

From the error conditions caused by JPEG compression and STCs
decoding, the bit error rates P(¢4) in received message sequences
affected by steganography methods, payloads, and quality factors
of JPEG compression can be evaluated. According to Eq. (22) and
Fig. 4, the recommended RS encoding parameters can be deter-
mined when the probability of message correct extraction P({) is
given, in order to guarantee the correct extraction integrity of em-
bedded secret messages.

Use the error rates A'; in Tables 6-8 as the evaluates of the er-
ror rates in received messages P(g,;). Given the probability of mes-
sage correct extraction P(¢)> 0.99, the recommended RS encoding
parameters can be determined for different steganography meth-
ods, different payloads, and different quality factors, as shown in
Table 9-11. (The code length of RS codes n* is set to 31.)

In Table 9-11, the recommended RS encoding parameters are
given for different steganography methods, payloads, and qual-
ity factors according to the derived results, thus providing a the-
ory support to the robust steganography based on “Compression-
resistant Domain Constructing + RS-STC Codes” for message ex-
traction integrity.

6. Conclusion

In order to solve the problem of message extraction integrity
in current robust adaptive steganography based on “Compression-
resistant Domain Constructing + RS-STC Codes”, an error model
based on burst errors and STCs decoding damage is established to
model the errors caused by JPEG compression and STCs decoding.
Based on the error model, the fault-tolerant performance of the ro-
bust steganography based on “Compression-resistant Domain Con-
structing + RS-STC Codes” is deduced, that is, the probability lower
bound for decoding methods to correctly extract embedded mes-
sages. Furthermore, the recommended encoding parameters are
given in different conditions. Experimental results under different
payloads and RS encoding parameters demonstrate that the fault-
tolerant performance of the DCRAS, FRAS, and DMAS methods ac-
cords with the deduced theoretical bounds, thus verifying the va-
lidity and rationality of the error model and fault-tolerant perfor-
mance analysis. Consequently, a theory support for the integrity of
message extraction is provided to the robust steganography based
on “Compression-resistant Domain Constructing + RS-STC Codes”.
In future research, we will focus on the efficiency improvement of
coding methods and robust steganography methods.
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