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Abstract: With the popularity of the cloud computing, more and more data owners are motivated to outsource their
complex data from local sites to the cloud for great shared comuputing sources and economic savings. But for protecting
data security and privacy, sensitive data have to be encrypted before outsourcing, which obsoletes some traditional data
utilization, for example the multi-keywords search. In this paper, we develop a enhanced multi-keywords fuzzy search
scheme. On one hand, a novel method is designed to transfor keywords based on BloomFilter, which can reduce the index
length effectively while keeping the fuzzy search rate. On the other hand, the similarity measure method is improved
based on dynamic adaption of confusion parameters to achieve various stringent privacy requirements, which shows the
data user’s favoritism better. Experiments on real-world data show that the proposed scheme is feasible, effective and
accurate.
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ST Re R L T R R D e, L n SO ity . s i
J w45
122 HEFRBEFEA

TE G, PR = IR 5 4 5 2o B A & 32
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HH PR A7 BB L. S B A 0 s SR 17 2 PR 401
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input: A plain-text keyword set ; A null vector
(0,1}87

output: A mapping-vector V'

for W; «+ W7 to Wy do
Stem W; to ST; whose length is st;, Translate
ST; to ST;[7];
and generate a vector{y|y|[j] = 1,0 < j < st;;
and generate a vector {STY;|STY[j] = 0,0 <
k < 86};
for ST;[j] < ST, do
set ST;[1] to a new element STY,[];
set st; to a new element STY,([];
fork=1tok=j5—1do
if ST;[j] = ST;[k| then
ylil + +;
end
end
for STY,[0] to STY,[86] do
Set all corresponding position in {0, 1}87
to1;
Set the rest position to 0;
Output the vector Vyy, for the keyword W;;
end
Output the V' = {Vyy, [W; € W}
end

end
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b) AHACLEETH B B et . Cheng 62 A4 T —
Az AP kNN B3, i 51 08T 1 BE ALEL, W AR AL
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& LT 04T
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i=1
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xR E34%
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17103 )= T S 1 NG e o= T e M 1 = 0 N |
BRI RELAL 20 KE TR R, 2l HE 5 0
SCE SR, AR SC B ML 8 A R R H bR AR A
R TR A N N W ECE AT M B, A4S 0 % A
T 1) 52 5 B S 22 S P R G S IR M3 R, 38 I T DR
SIHTIIHMERE, BT T s an s R P A Bt g
7. TRIE, 4560 A0 ) B 7 1) DD IR 2R, AR AR BE i 22
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