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Survey on image non-additive steganography
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Abstract: Image non-additive steganography not only can better maintain the distribution of image elements, but
also has high detection resistance. Firstly, the image non-additive image steganography methods were sorted out and
divided into two major categories: non-additive distortion design and non-additive steganography coding design.
The non-additive distortion was designed into three categories: theoretical models based, modification principles
based and adversarial detection based, and compared these methods. Finally, the difficult problems faced by
non-additive steganography and the future development ideas were analyzed.
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Figure 1 Adaptive steganography communication system
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Figure 2 Classification of image non-additive steganographic distortion
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Table 1 Comparison of different methods of defining non-additive distortion for grayscale spatial domain images
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Table 2 Comparison of different methods of defining non-additive distortion for color spatialdomain images

UIRFS P PEREELER

RS B

CMD-CP J L g ¥ % B BT 3R TH
BOSSbasePPGBIC R = TGl A, ik A CMD-C>CPV
A 0.4bpep, PL HILL JHHI4AK BT
SCRMQIPUEAE ) 1 i ] LLERFH 24 0.07

ACLE o v K B BT R JF . W e
BOSSbasePPGBIC H'RH =ik A\, A
%4 0.4bpep, AT HILL #XHt SCRMQ1
FRAE PR BE AT A2 0.007, F1 CMD
4545 CPV-CMD Al #E— 247+ 0.072

HLL CMD-C #l CMD HFiiTt, e
BOSSbasePPGBIC HKH = Jiitk A5 kA
Hy 0.4bpep, L HILL AHIUA K EALHL
SCRMQI $FAE I PERE AT AR THZ) 0.10

cpvi4

GINAPY

i £ GINA>CPV-CMD> 577 i) —EVE RN, Gl ad 57 R

B A TR0 R (00 1 ) )
ARG R 2 S 1, 2 2
P, WAL TR T
CMD [fHk A\

B e 4 18 3 1 3 e
PSRN, KRBT A%
JEB

11875 AN X i 55 il LA P R T
(IR B 5T I — B i B — = RO
A LUCRUE RO R BT A5

T AR R R K RE S
I RE S 3 A A R B AR
IR, IFRM R 77 03R4
FAMRERINRIT, AL 3 MliE T
B Y 2> i B

P4 TR 100 (k) B9 A < A 22 7
P, BUBTTT B R AN A 2 A
SR, T AT AT DORHE RIS
REHATAS

Bz BB, SR
HT R R AR

A (bpep, bits per color pixel)



6+ oI 5 5 22 A2 4 0%

CMD-C. CPV #1 GINA [{RF U LIS 2 PR
77 o) — SOV S ) AR A S G R T A
Bk, AHIFANREE 4N 3 JPEG KR, ik Li
SEUTEL S JPEG SR I T —ASF . il
FES: (BBC, block boundary continuity) J& U1,
RIPAE IR AAE SO Rt v s s S e ads F iR 1k
HT BBC J WS — A5 A% iE AR AR DCT B
o [a] 5 XT BR A DG M ke sl L [ 1) B S [ 48
e, RS R iR DeJoin BEATIRA « SR
DCT Herp—> REW S eas 7w 2 5 858 64 A
B, B rud i 2% 18 —XF DCT R
KA AR A Pl FUE SN A, LTtk
Wang S5USTHE L T —Fh By L 45k 03 o 5 g
BBC++, R % &4 )R DCT REHIEHORE
B DCT O K R YE 7 o S ey Fe a1, S5
6 UE W% SR RE RS 70 3 R Heids St 1 Js ok
PR S B2t 2T BBC R 1) 75 AR X
37— EMRCR, R R A AR A R A
KNk, WA HERPN BB SSHE, Ak Wang
SEH IR R DCT R AN 5 75 25 e P AN ]
DB R DO A DTS IR e, RIS el A
(A2 SCES R B S R T Il S, HLpiAs:
MYERe s TS be N 5B LTIk, BT

PO A DG, BRHE U e — XA
ATE A A DCT R AR 272 4 AREUN, J 18 2k
S PHEEE DRSS o, IR T
N5 4EFF (BBM, block boundary maintenance)
JEMU, B % ey DCT AR B HIAR S
DA SRS B, BT I R R T VA R
I T JPEG BRI S waxtt, Hizlsin]LL
Al BBC JR it — 45 &R I- T B S 1 . X
W BTN A FNE S NI APPSR, BN
PERE B LA 2 Mg W T30t 4k, Lu
S5 JPEG PG T B 2258 5 BAR,
R ok 78 R 05 BR )8 EXORT B AR ) 55 i A 1
RANKRE, BRI T AR PRI i R 5 A
KPE, XALT BBC Al BBM [M414. BBC.
BBC++. BBM Hil BAR U i HLELINE 3 7.
FETE S ) ) A 0 e v R RIS AR
ANFIRE R G B RE s 324 L AR B AR DG N 22
Stk S R R R T AR R R L
e HETE I E G JPEG EIG, SAR=A
T 2 PME F,  AE ST IR e i ) ) 2R B
Bl | X, sz —ErEiniET, HATS
BT A FEIRE Sy, AT R IR L 27 2] ot
PR EIFIR B A1 A

Fz 3 SMIE JPEG BB FREIEMEREEXFER L
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Table 4 Comparison of different non-additive distortion definition methods based on deep learning
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