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meet the requirement for secure communication. Steganography is a technique to embed secret messages in various covers
(such as digital images, audio, video or text) to achieve covert communication, which is an effective method to cope with
big data intelligence acquisition and a necessary complement to cryptography. The advances of artificial intelligence, espe-
cially deep learning, in computer vision, speech and natural language processing in recent years have brought new opportu-
nities and challenges to steganography, prompting a series of new ideas and methods in image, audio and video, and text
steganography. This paper will introduce the concept, classification, main role and research significance of steganography,
and outline the development history, research status and application scenarios of steganography. It is noted that although
there are differences in steganography on various covers, their core pursuits have commonalities, which can be refined into
general steganographic coding problems. Therefore, this paper will first introduce the basic ideas and key technologies of
steganography, and then introduce the progress of steganography for the most important and popular covers, including
image, video, audio and text. According to the development of steganographic coding, it can be divided into coding prob-
lems under five cost models: constant cost, two-level cost, multi-level cost, non-binary cost, non-additive cost. The coding
efficiency and security have been greatly improved. With the effective steganographic coding methods, the focus of research
turns to how to define the distortion introduce by embedding message. As for image steganography, this paper reviews mod-
el-based steganography, natural steganography, side-information steganography, adversarial steganography. The confronta-
tion between steganography and steganalysis is getting fierce. The distribution of cover image is better preserved. Video is
composed of multiple images, so image steganography can be directly used in the spatial domain of video. However, the
video will always be compressed to save storage space and the steganography on the compression domain of video is more
practical. Many motion-vector based video steganographic schemes have been proposed, which also benefit from the devel-
opment of steganographic coding. Deep learning based video steganography is a more straight way for embedding messages,
which can be also robust to loss video processing, such as recompression, cropping, Gaussian filtering. There are also quite
a number of video steganographic tools on the internet, e. g. , OpenPuff. Audio can be seen as a part of video, and audio
steganography can be divided into time domain and compression domain as well. The audio steganography has its own char-
acter, like echo hiding. Since the audio synthesis is very powerful and popular used, some generative audio steganography
methods have also been proposed and show superior performance. Previous mentioned mediums will be easily lossy pro-
cessed, while text seems to be more robust. Text steganography can be divided into format-based steganography and con-
tent-based steganography. Content-based steganography is more popular, where generative linguistic steganography shows
strong vitality. The international and domestic development status of steganography from five aspects are separately summa-
rized. The advantages and disadvantages of international and domestic development are compared. With these comparisons
and corresponding analysis, we also give the development trend from five aspects: steganographic coding, image steganogra-
phy, video steganography, audio steganography, and text steganography. Better error correction codes are promisingly
transferred to better steganographic codes. Robust image steganography is an urgent need, because lossy operations are
adopted on online social networks. Fast video steganography is also a potential direction since livestreaming and short-video
are current hot spots. Latent codes edition is a direction of improving the performance of generative steganography. In a nut-
shell, this paper reviews steganography on multimedia and gives future directions of different aspects.

Key words: steganographic codes; text steganography; image steganography; audio steganography; video steganography

grac

B 5 B A A B4 T B R A A R 3 A (e
P45 00 A B8 SCAS ) b i B gl £ 7y 2 R

KA A nT ABGE B A AR5 (W 25,2005 ), 2 B X R B8 15 0 4R i 3 2%
IR, HEET PO BN I SGEER TR RINE B AL EAN T, B Al — B A 4
N AFAR S T B M P M AT RO T AR SN2 S BRI A i, R IR [ il LA IR SR
o WIBGEF LA CEORN ARSI HA SRR, XFE 2 PR (9 % 4ol {5
SRR, D RO s A LR B AR T R A ROR AR AN O O S T HL R, B

0 35

][



1920

PEEREEF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol. 27 ,No.6,Jun. 2022

INSEY SO R AEPREY/SINEIPS YN b
FRAeHAANR SE R, 55— 7, fE APT
(advanced persistent threat ) Wi H | 3T F 5 A4 e
AR B0 T B B — B sl 5 R U A L RS
ARAL Ay o0 245 Mt g AL AE RS R EEA . NI B 5 7
TET AT, O 2% 225 () Y I i 3 T A 4% I 4 25 Y A i
4378

B 5 RO S IR BV 2 AR TS O Y
Sl fe A LLEB IR Herodotus (A JGHIT 486
HF—ATCH 425 4F) T [ Histories, HoHid 8 1
Histiaeus REH BRI DU B Sk B2 b fF HER R
JE FEIE 25 AT AR EE AR (Jamil ,1999) o JEAC I
T ARZ G R, L an BRE s2 oK A b ey i 5 T
T PO B4 b 0 Bl 45 o 20 142 90
AEARLIR , B 15 19 1 22 AR 1) 32 - K, oty
ERRG FARRG TR, ARk, 2T 8T
Z BB B RS R A N AADR P 14
5 ARG YA B, IEH 55
AR AR SRR DG BT I ] ) o B E AL, ik 2 i 2
BRI AL R GIRIR 22—, RS EARIAH
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A5 1 45 B 2k 3% ( Schonfeld F1 Winkler, 2006 )
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PR JPEG BIR A iU A2 R 3R Z 1] 1 AH G
AL T DCT A J5 2241 [8) i feft A 22 1Y
AR B R Bk A7 34T T . Giboulot 55 A
(2020a) #2137 25 A B 22 70 = Wriie A 1k
(multivariate Gaussian embedding, MGE) , X} 1l % A&
PG AN T30 280 2% PR R AT A 8L, 25 08 1 B oA i e ]
DCT ZRE AR SCHE TF B8 I HLA 45 7 218 0
ARG 5T, 20 5 U 7 22 J2 AR e 7 B 5 22 1Y
— AR, Giboulot %A (2021 ) 75 B A5 rh iff—
T gamma B IE LUIE W 5k 58 8% 14 R A
VAR, [RIFRTE 1 M 7 227 FN N2 7 227 TERLRS
BARNFEARBRS 538 & B B9 4EH . Taburet 5%
A (2020) F T IE R TS A A B9 JPEG IR
B[4 L, A PG A= R b A < B 1)
DCT ZREAAA G, Se b3 e AR e 46 v 2 o
i SRE th i R B R o A SR G H IR T
D5 22 M B IR P AN R 5 AN R 5 22, AT T3k
TR AR IR ATTE
1.2.2 AARKRE

F AR B S 2 — AR R R i B T e AR R BT
R AYBE 5 12, FLAd T B3R PR e 45 v 8L i, )
FHVEMEA B g0 s R AT AR, LASRE — B i AR
TR R U K B 5 1 AKSAJS J8 53— T g 7 A
2 XM Sy AR Sk T B E 1%
PEFETE, Bas (2017) 1 e f 1 Ak T SR IR
o 1) FARBR S HELE X F — 4~ 24 %€ 19 1SO (Interna-
tional Standards Organization ) &G 1SO, , Sk FHAL
{18 S M P A Sy — AN ST v S 00 A, SR
AR 150, B) 55— HE & BOLE 150, 1
P A2 IFEN XS gamma A IEFT R SREEERAE T T 2%
55 1A U ( Denemark %5 ,2018) . Denemark
SEN(2018) 5 ARSI 2 JPEG [BIMR i i Hs

TR RAR MRS S N 2 R 5 24 1) RAW [EIHGARH 1A
G BURN JPEG 46 1 2 i F2 1, ff ] Monte-Carlo
FHAGTHEC DCT REW 404, HR TAESE XY
JE LAY Taburet % A (2019a,2021 ) ¥4 H SR B
B RER OGRS, TR AL RS S B DCT
FRECZ A BAG T 5 A e oy AV (a] AH DG M, i Se R
3 x3 48 x8 By DCT R EHH G, 2 o0 i
I3 SR DA AR UCR A1 7 XA [R] DCT 3
B &AF53 45 . Taburet 5 A (2019b) #E— 41 X JE £k
PR RS RO R E S T DCT REERE(F 51 2
K7 225
1.2.3  FETEREU R BUS &t
ERMG RS v (s B R RS ] R MRS
G3HT T TCIEB RS B XA E B A A R AT DL 4
TGS I kMg v, fE B WM EZ R 2 H
1, B T RIRRARPLIE IR RAW UL, (5 Bk
AT DI EME RS BT AL EE (40 JPEG JR46 . T RAE) 19 &
AECRE 12 22 Al A — S e i) Z R R 55 . IR
FER X S5 Ba s & RS Jr ik, Denemark
1 Fridrich (2017b) 42 48 1 [A] — 37 5 471 $% /14 ¥ i
JPEG BIMGHEH 09ih 7 B, R PR JPEG BI& #YAH
[F 7 & DCT REM 2540 i TR TG EN
JEXIFRACH JE G 7k, B E R T T R A HUE JPEG
FUZ B B2 5 %2 4%, Denemark F1 Fridrich (2017¢)
BRI T W — 3 R B 208 JPEG BR 1) i
BRI vk RV BOH: v P iR B 2 1Y JPEG ]
BAE R G A 8& 05 5, T 508 T A A 8 il
N5 5 & K74 i L K, Butora 1 Fridrich
(2020b) 5 T Fe /ML ) AR 2tk T E B 2 A
(1) JPEG FGACAY 8 i O 2, o & AR 5 1k
U 13 25 R0 S A& 0T T B i AR, S TR
=T EG RS % 2P, Buora 1 Fridrich
(2020a) X} 45 2 B K Trune BUE JPEG EI&,
P THHIZE DCT £ 808 e i AL ek BORD 4 ] 5
AU R 22 A R 5 i o P S A BURE 152 2 3
ATV ) 0 35 T &R Sl 8 ey ) — B0 #EAT A
I 2 Sl R B PR RS ] A A X B A AR 3 i
J5%5 , Boroumand F1 Fridrich (2020 ) 415 P fft 75 4%
H SR B I - AR [R) B nh 22 (4G O, DAk T
PARR T VE A G SR 7 oAb U 152 22 ] ) AR A v
Sl TR TEMUOTT ] —BOW IR S N 3R T T R
HAWTERE.
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1.2.4  JETXPUEZERFLH B

XFPUREA & —Fh AT LU B AR B S 2 A il 5
R 2 R 75 125, T A RUREAR DA RS 7 Fr Il 2
AT LR o A I MERE . 7R FH XS PO A HOR
TS MRS 3 Hr 4% J7 [, Bernard 55 A (2019,
2021a) $ ik 2 48 U2k, I 7E 4 —Fe kA
P P ILE B S 23 B e T 45 46 G e xE ARSI 1Y) 2805
EUR L RN RS, AR5 TR G o B S 43
DR RIECSIDIIPANEY Rl E RS S L T e w1 i)
NS YU SS T YN EAYE W Nt ]
TrEARPUIRE % ) 85 o B A DU i RE g o I Ah,
Bernard % A (2021b) #& H 65 Z AN B2 'S 2 B & I 2%
ARG DDAk 4 g P A A B2 38 3 X Gumbel -
Softmax 73 A1 R AEFRAT W BERL BE | FE AT XU AE
SR, T HE T B S HiAs i g
1.3 RS

UTAER | A 28 S A S A R 45 o e B A3
FEARFAIL DR, TCISAE PC HLIR A 2 % 8h B )
b BB M 2 T LB Ok, 4 2021
48 A [ B I M 4 {5 B H 0 (China Internet Net-
work Information Center, CNNIC) 4 i F¥J ¢ F [E H.1¢ [
R EIROL G THI ) Bon, 2 2021 4F6 A, th

POZEAIATT (5 A A ) FH P FUBESR 9. 44 42, i M R
K1 93. 4% o ATUL, B ILAE B 4 ) N AT
IR — . WUBUREIXS TG ZE S TR 4E 2 T A
TR, SRR 7R AT IS [A], B AH
XHIR AT W RBIA B S X AZS i, PRIL, IR0
BB HOARG R NS KA R DI oGH:

BT AL, AR MBS EE AT S i TR 4
PLEBRZS ] B RI4ERE T4, BT, R
A 4 1 R bR v 32 2 H. 264/AVC ((advanced
video coding ) . H. 265/HEVC ( high efficiency video
coding ) A1 MPEG-2/4 ( moving picture expert group)
WA, v A 3T TR — AR S B AR ME AVS (audio
video coding standard ) F1 AVS2, FILA B4 78 K 46 dw
R R A T B B Bk & AT QDCT
(quantized discrete cosine transform ) Z& %55 % 1A %L
Hi | XS EHE L R S BRI TR 22 i Ay R
A ] B B LA H. 264/AVC A ], 45 4 4 i
MR BE, T8 1 45 T IR 5 Y ml i A B
5 EURBR S AR L, A R 5 AN A 2% It oA ) 2 (1]
REAE , i B2 SRR S8 g TR A AR 0 B 2 1 B
HRA BB [F], A BB S Ty ik 250
ARSI

S, DCTI#,

CAVLC/CABAC

JEEYUVESE e TN e AN SR~ 4005 H2640U00R

—

SRt W U BT

[ e

[ ] wrimavseis:

Bl 1 H. 264/ AVC BB Y T kA Kk
Fig.1 Embeddable data fields for H. 264/AVC video steganography

1.3.1 =z s

23 S e 55 ) P A0 e — ot P A4 8 28 ) U AR
P, ELHEAIUY (25 3] RGB 5%, YUV #1712
P ABBEE B, XETEEMTEG RS, Kt
RE BB ISE Jr kol B4 200 RS b, filan,
Cetin F1 Ozcerit (2009 ) K5 AR 55 (1) 4 — Wi — A~k
ATG TR T R E I T 3 8 — A B T B
5 G B AFEMINIR RGB 8% I, 253
WS J 5 e T N RS R, AR K
R B/, SR, PUARTE A6t 5 1% i ol 2 vl

T B AT 4 g, T 2 S PR S TR e 4
i, DRI A PR 2 1 U225 2 TE I 2 1 e 40 2 )
ARERG R, — 2 il R B Al A N E
SR A B 22 1 SR B0 A 4 A B 1 S R
TR HUE B RS %
1.3.2 JR4Esipfas

48 AR B S 3 31 ol 4 Gl A e e
S S E LR AT A5 D, L AR e 5 4
IR A, T T A B 2 AR L 4
WA/ ot ] F 000 A8 23 B % L QDCT R B LA B
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ihih A, HETE PR ERar Tk 2 D TE R T
TR R ANIZ Bl 2% 12 IR S HOoR | A | [ MoF
FEHG LT A 1 /D (A B 5 T AT 7 5 R M)
ERIET

BT WA ST ASE 2 R 5 5 e B — 2 e
PRI 38 5 )80 AU s %+ 225 R g ot PN o A X 2
MRS, TR % HRETE T b AfG B,
BB e 1ML L 49 AT, A1 0k I 2 i 52 31 R
i, TR R, — SERTE A G AR MR R
Wl DX AR B BB B, AT B i A% A
XF ot A T By =X, i T i R] S50 Y 404
B S WFFEARXT D i) O AR B 7E L BRI
T4 , o Tt ] T ) 2 2R A P i b AT
(1R A1 AH 25 T ] 30y R A8 e 5 Bk — K P i
Ve EZ R AL, B P iR 2, Wit
ZIWATHRAZS 8], FE H. 264/AVC [ [ 7500 v >R
FH T AT AR RSF e gy BRIz shAli 5k Rk, R0
5 Aok N e ot ) AR X R A L ] Y
WISRE DG 2R, AR 2 75 . L A 80 S >4 T o [ e 5 1
T B G it 18] 80 A5 XK ik A L (Kapotas #1
Skodras,2008) , Ak, 18 AT A4 HE 4R 5 B T i 8] K1)
Sy IR AL SIS A (Shanableh ,2018)

Tz 3% & (motion vector, MV) AL &5
N AU S 5 A b 13z Sl TR BRI IZ Bk
E R, AT RS B e UE B A, — A
AR RS R RS s K, K
SRS LA AR, A A RS, A
SR MV #58E G TR B =AY
MV AT U SO 255 BOIU i T BT B A Y
BORBUE AT ) MV FEFEATBOR IR B SR T A 25
XA A 3 R SE I, N, Aly (2011) e
MR ZE R 2O o7 (438 B % i A TR A T
AL P W B WA MR AT
1.3.3  JEFIREE RS

TERRS U, 4 3 T AR X BT M 45 ( gener-
ative adversarial network, GAN) BT L M4 (con-
volutional neural network, CNN) 55 ¥R B # 8 [ 2% 1)
i 28 i B 5 R (E R T RABUAS B e R, L e S
F AT i At 3t R, E R TR R 5 ) 3 3 i
MM 8 i, A Luo 58 A (2021) $2 1
T —MFR DVMark 14 3 31 g 22 RURE TR BE LA /K BN
DR A G4 G A R TLJR A g AT A

FIES 4 W KEME BIRALEZ I 2 RE |, JF
Xt H. 264 4R BT | Z UMD R 3T R A5 HA B
& FEPE, 53 8h, BR4A B "% BE 1Y Zhang %5 A
(2019) $2HH T —FhFR N RivaGAN %L T HE B 1L
il R PR SR ENZRAY) X 287K ENHE SR O 2 TR
PO S e At TR
1.3.4 HHEE TA

OpenPuff ( https://embeddedsw. net/OpenPuff _
Steganography_Home. html) J& — 33 T SCFA% 201
B 5 B R F AT A 2 R0 s o 40 3% T 800 4
R B S B, SR 2 Ml | [R5 5 &5 5
F&=X ., FERLAR 7 T, OpenPuff S FFAGAK% X T 2LALFE
3GP MP4  MPG . VOB, FLV  SWF % It 4b, MSU
StegoVideo ( http : // compression. ru/video/stego_ vide-
o/index_en. html) J& H {7 BB R 0] R 25 49— g i
AU 25 BEAAT B S AR A T, 2006 4F iy SR 37 R 2%
TR o A RE S H AT B AR X SCHF R 2 AV
e AR P, I LS TR A g A% =X i HAY
—E WP AR 5 e
1.4 FHRE

B BN TR B o {5 BB 1R A B
wcA AR MIAE G (R 1E . HAT, o7 i RS it
FEF AR AR Iy T - B T AR A B S
TRHHE T35 LA RS B B ol 5 R 8

TERE T 5 R R K5 SRk w5 7 T, Ay
WFFERAE T SE 8 TR B AR BT 1 D7 T AH A T ] P i
J& , BRI G E RS B RO Y e
S TR T AR s A TUR RS
FETE MR EAE S RS, W LSB (least-significant-
bit) %4 F2E  QIM ( quantization index modulation ) 1F
T RS Ml P 5 B S 7 VRS s R T U
SRS AT RS A RS BT AL
RS LLE TN i i S RS RE S, B
Fr v = S E FRLA ST ER AlSabhany %5 A (2020)
XECFEF RS TR T THON iR ZEik , B
P T.2%B¢ (Indian Institute of Technology, 1IT) HL
U TR AR A Dutta 55N (2020) X & B 5 HOAR Y
RIEHAT T 253k, ARG BS 7 AR I 0] 52 PR i
VBT BRI £ R I8 IS 2 I Ife 1 57 20 B T 40, B 5 1
BAHEiIR, RIS RS 5vE A SE B Baiom 15 b
D T8 2% T A Bk Th Y TR 4 24
PEAT PRI A o B 5 R 1 B, Khed-
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dar % \.(2019) £ MELP ( mixed-excitation linear pre-
diction ) T i biv I HH 3 T35 R HL I B2 A
JE I 5230 2. 4 kbps B2'S ; Banjarnahor %5 A (2019) fifi
PR S B T B R S s Pal 55 A (2021) N2
R AR AR A RRS

T KL T8 RO AU 1) B A A7 B AR5 5 T
[E AT 28 % SR 458 22 4E WP FE 1 1] VoIP ( voice over
internet protocol ) i 5 FAEE 15T B S H R | X el
ARARFRF LT H A A B BRI BRS |, i LA
LT TR A A T O A 8 B0 B iOE 5 AL, )
FHE & B3R 21 R & T RERR T A TR 25
(EIENibki S E R Mz [ Y e S
W K22 T 515 BB R 22BE Wojciech Mazurczyk
., HIFIAT VoIP R il 7 iy 4K £ 2 A5 TH &
$di VolP B ICECHE Fl VoIP B4 40 18] e 45, 1)
VoIP it & 8Os it (10 Ge 1 43 A e PE AT B 5 A
( Mazurczyk Fl Szczypiorski, 2008 ), Saenger 55 A
(2020) F 1 Vol P 38 {5 H 1417 By i 5 A 0 A1 #-57 2h
PRI, e R BRECHE £t B R 25 54 S IR B i
{& o Mazurczyk 55 A (2016 ) F| F Skype FJ 845 i /F
A B BRSP4 R A . HAB R
FKI 5 FHAE VoIP Y Bl i 5 H AR Jy it A 1R 2 1
FERCR, e R R B R SR TRERDY
Shahadi % A (2021) $2 i 3 T VoIP if ¥ % #% 4%
G. 711 WK R AL 8 FE 4 /K K2~ 1 Kohls 2%
A (2016) it Hh BT Skype (815 & 5 5k, 5
BT EET Skype VolIP i {7 o 72 v Ay B a7, b
FEFRHEF AR K22 ) Mustafayeva 55 A (2019) $2 13 5
FF WL g Lt (1) WhatsApp 11 BRI 17 5 3% %
TR K21 R 1Y Wojtun Fl1 Piotrowski 58 A
(2021) £FXF VoI P il {5 H 11E & 55 RS 1Y [ 25 AL
il I $2 7 ¥ 4E VHF (very high frequency ) JG2k L 6k
FEAN VoIP {538 P & Ba 5 Kt HAT A Rk
L5 XARE

TEY RIS EREE T, SCASHH T RS & 055
HAbKF A W sy B R ) LS Bk, R
BRI W 5 T < 1) SCARJE AR F AT T AL g
R NATHEA TR B A 2R, HAf g 5 0
J 2 A kP 2 SCAS 5 AR T ) R
S5 2) SUARTE ) 2% 25 [ 44 i I FLAT S50 A 8 i 1
fRIEMEA LA 2 il AL 5 I B (5 B 2k, AR
T, ) FH SCAS FEA T4 15 B [ A6 T ek Al R A Bk e - 1

F AR R A S AR AT B IR Rk | i AR Mk
AFIME R . BIE, WAl SE 37 SCAS o 22 4 1L s L
iR ABIME B LR A PR

I U SO B B AR AR R 2 15 B it A
ANTAL3E B AT LAY A 3T SO S B S AR FIE T3
RNERBRE AR, WK 2 Fiw, Ho T 3o
() B 5 AR 2 R SCAR FE R SO i 280 HERR
RIS SIS 198 AR R D) S A5 8t A, T i B 48 2l
PDF SCRY A 245 8] (A7 B A 8 (X A4k 45 ,2006)
X T BT B i AL B v L AR E AT A
M A —E R R BRYE 3 HSCF R EFEA LN
PR TS 2 AR fb 1 23 18 R B A 8 I R IR 5k %
K, HFIXANEFNRER WHRMEFREAR, £
BR A SRR T 0 B AL 3B ) SO T Y i
T RHIE SIS Bt A, 2 Y SR BB MRS
PAFIE SN ZS . 15 S ARE 5 1T LA g0 & 2
A KR ANA K 3 PR g

A

SRR A (st
< TR R
3

2 CRRG AR 7

Fig.2 Classification of text steganography

KR 3 T B 5 AR T a e R RIS SCAS JE e (R
ARPEATRER G5, SR o AR Atk A B 25 15 B B
X AR T AR . X R A SR AN X
U SO TR B hosh il AR 1 il (5 2., B
A B R R B AR TR S A
B R AGTERHE , I FL e AR = ROl A i

B E RS AR RN SR R ek
TG TE R TCHEAT [R) SCE e LAk A Bl fs 2.
S R EE GIPENTIEEN Il YN ¢ NS
X T 1k B TE TR AR LA, ME UL 33
KitfF B o AH Rl bl G Mg iE 5 AR (R 42 )
FHL B et 5 A ) B R 7, 2 T ORI 1)
EHREAR SR T B AT RS, H
HAZUHR K221 Ueoka 55 A (2021) FI M5 &
BRI W32 BE T, A KT Ak T =R KU i i

(" SRS R 1422
PR RE SRS BB
IR ST R R D
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[F) AT S8R T 7% 5 B S AR B Bl B AT A
SRIEE ST, S AN, X 28 T7 125 10 B2 1 AH L
BT RS T R AR SRE

A T F RS R B T AR I POSE ST T
[ P S R S ARS8 B 8 B AN oy S SN = ) 1
— B FARSOAS e A il A8 P X SCAS T SR OT kAT
G A S BB F B o RIS AT I ik
AP B, T Fi 5 4h g B R BR
i, U S T 7R AR B B AT B A iy, AT
PABRAFE R AR B AR [, A2 X B S S ms
T e B B AR R R AR B R O T 3R THE 5 B Bt
P, VAP Syl B PR TR 24 1 Mudioz %6 A (2010) 2
ST N-gram BERVAE B B AR GBS SCA H
g AL, e [E 8 A K %% 1Y Chang H1 Clark
(2010) #H—FFIH Google Y Google N-gram %
P8 RS SO, SR 2 1Y Ziegler 55
A (2019) FIH] GPT-2 i F B AU AR A G A= i fa 5
SCA, FEEPGERIE R A Shen 55 A (2020) 454
SRV 55 AL PR AR AL T VA AE Ziegler 58 N (2019) T
VERBLAN ootk S T B AR A 7%

2 ERARERE

2.1 RBRE4RA

[ N A8 FE RS it & R 19 25 B B AR AR T
Gl I
2. 1.1 EHEUM RS g

TR B2 S i i B B, Wang 55 A (2012)
PR TR P Oy 4 v B AL A e B ) e A
&, Zhang %5 A\ (2008 ) MBH RA G #LA &, &
TR B A “AB ST 5 R $E T Bk
CE R NI S LI DO RS =R e SRl SN
H AW Yt J5 vk ZZW ( Zhang Zhang Wang)
2.1.2 PR RS Sty

TEIRAUEL AL R, Zhang 5 A (2010a) $2H T 37
YRIAL Paper Folding” , % 7 444 — 50 1 4R 4R A4 X}
Promtsh, &R ACHS (1 oy, P 485k 1 AR T LA
eI SAA R T — Rk 2 S A0, R T2 B,
BT R REAE L7, R e TRZ TS
WA —FERI T, X — 736 AT L2 UGS IH I T, RPKE
AR Z YT, DT A A Pl 3 for R A, P 4RE
Dol T S AR W — AR A S T £

AHRAR R EOR A T, NI REAIG 13 H 5 A0 4t
TEANAAT DL S R AR AL Y R B T A TR
W AR T LART R i
2.1.3  ZHAUNERS i

TEZ R BB 1 9 i 05 1 B, 78 STC %
A IR E | Zhao %5 A (2016 ) $&H T35 YT UL e A
FIRUZ STC it NDSTC ( near-optimal double-layered
syndrome-trellis codes ) , 5% 4 ) X2 STC #H kb,
NDSTC XUZHR AN HE] , If: e i B =2 B,
P T4, Feng % A (2020) MIJEAE STC ZifiY
Wik E T —JZ FCC (forward error correction ) 2445
i, U T RS gt i & e 1 . Li %8 A (2020Db)
FETF WAL (polar codes) BT T Al i I 58 H 5
HH Ak Bt S A% SPC ( steganographic polar codes ) , Jf:
fift ke T IS e B R 2 O SRR
2.1.4 JEChRS gt

Zhang Fll Wang (2006 ) ¥ Fib % Ho 45 i 4l 2 33
%, #H T EMD (exploiting modification direction )
T, B2 AR U i — A TR #AT + 1
8¢ -1 ek, Zhang 2 A (2007a) ¥ + 1 Zihth o) 15 46
M o3k WIS Z oo g bt ) el , 4 i BUZ A G 5 07
BIFIER AR IR B R B AR RE . TEIE IR 1
1+ 1 Gl b, BT F BT RE AR 8y B R A5 R &
log,3 P Y dse KRAB UIR B2 o 2 I, e R AR 2 it ]
HR A log,5 WHF, X +2 RS, Zhang 55 A
(2010b) #2141 T 3 R J7 %, DL o0 il o 2 )2 1Y
T ICHRAS IR Zhang (2010) #E— T 3 JEH
W 2 EE 2 REIRASCE LR,
2.1.5  ARIPERRS Gt

Zhang N (2017b) HRE SCAEAR R e b B9 K 5
Rpr s B e, I L 8 1 “BA RS R
ART e 4R T RIS % DeJoin, K 3E
TN G [0 RS 204 53 At J T LA o e s B 1) 82 DA T
SCEPLE R A . Wang 58 A (2021c¢) 2 T #r ik 5X
A% ZitiS ( progressive trellis coding, PTC) , 7E % A1
T 24 5] B A SR AR B LA I I 24~ R 3
5 S 1T At I A A ek R AR B, e
MU o FRT PG T A A 2 AR R B i AR, OF
B EEAS B SCRA R B o
2.2 BEBRE
2.2.1  H/MUAHEZS T AR s R

D) kB E R, ERERRS T,
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IMPEARA BRB B R B o DL . Bl 25 Sl A
R R AR BTSE H B 5E 3 , 7 B 2 HRe i 58 8 R
SR 2 AH BRI 38 I3 58 07 V5 LA K JPEG BRI
B ER A R b

TEAC A bR O 58 05 1 B BF 58, Zhou % N
(2017) #2488 1 Z R A UM s B P M 3R I T
“HIUE R LG (controversial pixel prior, CPP)” J5
W) 7843 I B 43 B 2 X 3 26 4 SR 3R 19 0%
PRSI BB UE OB 28 5 2T 1 3L
ey 2k, £ 7% A (2018) FHE R
R FE A A (B DAL S 2R A AN R B, 98 05 MR A
B L 2 UGE A B i AN, R T RER R 18
207 1), DT A 28 %% 1145 B A B 3 A 0 A DO
Chen %5 A (2019) #2H T “ R EFRE " ( microscale
steganography, MS) 4G 3 58 J7 v | 5 %of B 2
7 A SR FI AR TR, SRS 20 b 425 i 2 A P 1R )
FRE R, LU BY R T G BRA AN 5 S, 32T T IR R
MreR g2tk . Wa 58 A (2020 ) W4 2 5730
DGR el T /N RUBE i ) A P T HAT AR AR
WY BLGR , it 22 ROBE R a8 X a8 R A T4
PRAN TAH A2 BCAS 21 B ) A

1 JPEG FE1SA M sR B BIE T, B3 i 2=
P e IR BT E . Wang %8 A (2016) |
Wei 45 A\ (2018 ) F1 Su %5 A (2018 ) 735l F 4 (L %
W ANBIEDE AN Gabor 8 X ik 1 4 14 15 1) SU R A2
FRPE AT R B T 5 WAL KRGS B8 B IR
%% DCT R %L, Hu 45 A (2018a) HI Su 4% A
(2022) JUIRIFZE 1 e 280 1A Bl e 4 07 ik | RE G s 23 S
W R B A DCT B H ek, DA T S AL ey 4 Bt
HREVEMBARMIT R I

BT AR B RS BT A A TF R
— XS JPEG BB IR T 2 R AR
BTG, Li 58N (2018) I B 5 48 i il B sl
PR, B T Pl B SR (block boundary
continuity, BBC) J5L I, Jf 45 & 3k & X 4 73 ## ( De-
Join) % ( Zhang %5 ,2017b) ¥ T AH 4B Bk [F] 45
3 DCT RE AR i AJ7 ik #2871 1T 3L
P PR B PEBE . Wang %6 A (2021a) % & T #H
LY P DCT FE00 23 Sl e it Bt SEPE RS20
P T —A SRR I BBC ++ , R 25 A
TER—FE AT BB T — 4 M EUAFACHT, SE 4
Yify 1A BB FAESME, Lu 55 A (2020 )t A

PO A R T JPEG BURIEIPERR S Jr
e, dE—20Hh, Wang 55 A (2021h) W% 3] 23 b i1
TR o WA D B BLG, $ T Bl 445
(block boundary maintenance, BBM) J& I, #5311
DCT B A [R) Z 0 a] A AP ik A 07 6, A7 3020
TREXEHYGh RN, Za & TR R
“HIE B E M7 IPEG BIMEERE Jrik:, I IR A BT
JPEG BRI B TR BV, R EE
flitt i IO 1R 22 AR e O TR X AR A I
BERI TIHAMRM BB RS, E WS A
(2018) ffi i AR-CNN ( artifacts reduction convolution-
al neural network ) fii i TR iR 2 WA MG, I HTA5THAY
YRORE 5 22 AP BT T AT ERL T A RS U i
Wang %5 A (2019) il FI 3 x 3 14 {8 U I #5 %o fige e 4
2 S AT U IR, o A 1% i R R et [ 0
PR RAE, IE X BB 1Y 25 8 KR 4T JPEG &
A7 BN O R 22 AP T AE XS FRACMN I ). Wang
25N (2018b) #E— i ] 3 x 3 44 8 P 7 ok Al 1
J5hf s WS I3 i fe /MBI B Y B S i
FEAEFE BORE BRI R 7.t 300 7 E AT
20 YA B A TR SR I, 205 1 T 2 20
B, Li AN (2020a) 5 71 #Y 25 BR300 J7 %
SSRQC ( structural sparse representation and quantiza-
tion constraint) fli TF I A6 2 WA 5 IF B0 1 R T Al
T U 152 22 R R ) A ) ) A A A 4 T
T A R 2 A

TER A8 UG AN R B 5 Ty | B R B 5]
PR T M Sy v R AR 5 IR 3 A s iE IR
TR TSR (2019) 234 TR A5
FRPPE SR IE R AR G ¢ & S b T R AR
M BEHTHE N TEHR A TR TP AR A AR <0 o3 18 U
XM AT B A8 BT T — R 825 SRR B
57 ¥ CCMS ( modification strategy for color compo-
nents) . Liao 5% A (2020 ) #& i ACMP ( amplifying
channel modification probability ) 7772 %t 2R AR KR FIAR:
WA SRR B B G R IEAT 5 i BE i, A1 TR
4 RGB 1Y 3 /™38 TE AR OGP 8 e 3 1 [R] % W AR 3R A
AA, 35 IR 8 [7) 0 o7 15 3R ] I s el O M6 4
RIS %2k, Wang 4N (2020) A3 G
HWIES R B EIEZ B AR T R 5 B ZIAAHH
Kt T T FZ2P R B @B S G i s sy
] Y52 GINA, KRR 1 RS 24k,
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2) BT B B B AR B it Hu fF A
(2018b) fL Ak T =5 sk P& AE Jn 4k A D5 35 CMD
(clustering modification directions) , e TP
T AR 2 R R 234 0 S B R i
MUK EUG RN E R R Y KL B TS AR X FR Y
BN Bt T XAt PR 7 i N T e UL B8
Qin 55 A\ (2019 ) {5 FH w80 I8 I 1 4 AR H P81 14 % 22 9
A 52 Fisher information , 18 1 fr/ME 2R K5
U Fr) 268 2% B Y KL HICRE SR 1153 e pE ik AR
RPN T RS Su AEA(2021) fl AL
SURASBEY 4 ASTCE AL 38 1Y 125 9 E 2R A R BEAL S R 4l
FERHSBIGER AT , K A PRI A5 LABE A% 2020 1
PSR 1 TR OB B S 1 4 ) UG Ak Ry fe
IR AT 3808 R Z 8] ) KL B #2841 T GMRE
( Gaussian Markov random field) f3t 5 8k
2.2.2 FETFHREZ NG U BT

1) HET GAN BB M) . BE A U R
B3 HrR I Z 18] 1) 5C & 5 2R BT 4 (GAN) 25
A FRRLZ AL A GAN #E 7RSS Jr ki it A
Aalfrte, Hrh GAN 4 i UK RS 77, GAN H|
e ERER S M 7, Az s A0 S5 4% B 52 5B
AN RS 5B 73 Z 18] A FE 2R X T, 24—k
SERH S0 5 Tk DX 3 L S PRI I AE L BT A i) 2%
MG BE RS T U T, B GAN 4k
IR GO A BA R R 0015 B S RE 1, IR
Tang %% A (2017) $& A GAN “# T B35 UM 1 7
% ASDL-GAN ( automatic stegnographic distortion
learning GAN) , Herr | AR it AR 2548 23 ) eh 45
TR 2 28 A R, A i 7 > B MR R iR A B ik
MR IR 2 m] DL 2o de i A 45 o X
Hro 8 — A R 2 2% K Sigmoid T B
O AR A RS A OURT LABEA T RCALL R A 75
F 0 g BT AT RER B RIS A T Hod n] LEE T
FE B LA 1A% . Yang 55 A (2020a) 7FILAHEZE |
2t UT-GAN, M TPERE R HEAY U-Net 114 il , A
K double-tanh T pREVE I BLHLHR A 2%, 3015
T A BITERE, Yang 558 A (2019a) $2 i1} JS-GAN
(JPEG steganography GAN) , >R FH Bt AILAR 1A 98 il (1) ¢
AN B IR A, AT T JPEG F&

2) BT R Ak 2T Y BR S A 2 2 A R AR
BT GAN BSR4 5 Zrh BHURAS 2 3
FUOB BETH R SO BB S SE PR B N0 AR 22 .

T REBIZBIFG , Tang 55 A (2021) 2 H 3 TR A 5 5
PR A BB IR, BT T B S A3  AG T
Tofs AL A iy 8 405 R B80S 1 AT SR AR 2 ST 1Y O v
SPAR-RL ( steganographic pixel-wise actions and
rewards with reinforcement learning ), AJ LA 3k 15 kb
GAN J5 ik B g fa g M BE AT B 45 R Mo 55 A
(2021) 45 & Z Fr R 2 W &R ( Monte Carlo tree
search, MCTS) ,#& i T2 Tom b2z > BOR MRk
PS5 HESE MCTSteg, 75 22 WAL AN 4 8 3l 1 1 2ot
FErh B gha AU R SR, n] LABRAS L T
AR AR A AR 8] B SR s S A O P RE

3) BT RPUREARBRE Jr ik, R S 1 I
JEE A 2T R I A By ARG I 7 1% B R B Bk A
NP A R RS R RS TP X TR AC AR
22Tk o ARAE I AT HUREASF 5 A TR B B
LA ATEAR B AR TEHR A I A RITE %
ANJEIIA 3 FiZEH  Zhang 55 A (2018a) $2 H 78 ik
TR B G ART PO AR 7 | SR 5 78 3R A5 1
SR AR b A TR B BR S % 05 1 T LA e
Z[R] XS 40 2 PRI AR A RS B, Tang 55 A (2019)
FEMTEHRA TP IARS HUAEA MRS 59 77325, 78 A2 AR
Wrid B rh R R e o A AN, I e/ ME AT BE
ML MBBOTR . Ma % A (2019) 454 T A
PR BAEAT RS HURE A A A ], IF- 52 H 00 55 s
JE G b e AN 0 5 Y A B AR AL, Mo AF A
(2019) 2 Hi X 32 1 2 480 R B 5 3Rl i 2 I aE A
BEATACH IR %05 E T JPEG 818, Qin 45
A (2021) 4 H TH CMD 5 X HTREAR LS A 15 ik,
ALK B AR HTREN3 . Zha 55 N (2019) $24H
TEARAJG AR FUREA MR P /Y 07 vk | T8 %) b 5
RUSIAUREAF 5, B A BB R A I 75
AR BRI, T E RA —ENITEBEE .,
Song 55 A (2021 ) R 5 & AR R J7 2, % oA ik
FrBELS A BAR S 2 A WA B9 B0 TEIR , TR AR 28
IF1) B 5 AR EUR Be AH AR I ) — S RS A B 4 1Y
HEEUR
2.2.3 BERSE

BRI S 2 AR R T TSR, B X RY
S U RS i AEAE s 487 6 i SE R I, 1%
GE R EUR B S 75 12 R B 8308 PR R 2ead e 1%
() OO RE g 5 2 TR MR UL B (5 B . [HUZ,
1A L5 (AN Facebook R %5 ) & X AL AY K]
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PRI TAT 1A BR LA 4 A R 58, A0 RS 4 9
JPEG JR4ii, M TR E R & LA STC BA TR
ZEY BRI, B2 I I IS RE A M 42 SRR %5 A
Ko PRI RIFESZ W0 4651 15 75 Sy e i 15 15 18 79 B
57 VA e L () I 2 TR 1 5 R
EEXHEIE JPEG HR4GA R, H ATt JPEG Ji
ARV EBRRBUIR T LI N 5 1 2B05 kS
TEBKENA BT A, Zhang 25 A (2016h) #2 i
TR EPURAEEL + 2T A E R RS HELE
T SRR A BT IR JPEG R4 BE ) B Y
YU R4, 9% )5 - RS ( Reed-Solomon ) 24 48 15 17
— PR T B SRR IE B 3 I AR AE B Pk 1B
TEAHE O Z 4 vh T RMR S0 B A2 R X, ik — 20
PRI+ 4k (Song 4,2021) , 24 1 BERE 5870 A
JPEG B AL EAE MY | Zhang 25 A (2018¢) 7 DMAS
(dither modulation based adaptive steganography ) .74
M RS R ) 64 07 B ORI S IR DCT &R 4L
SERIH R USEBLPERE A5 T, mARLL E 3 Fh
SRR S (HJ B T B0 4 B
H ESR i BOR BRI Z5T STC, PRI o6 ) 44
B H A BB, Yu 58 A (2020) $2 1 B9 GMAS
( generalized dither modulation based adaptive steg-
anography ) Z501& 2l i 1 B v 25 08 T AR XS FRAC AN,
TE AR AR Rl J 1 =58 STC i A, HZé 4
PEFI & HEPEA T 8RR & 52 T, Qiao 55 A
(2021) Fl Zhu % A (2021a) 4351 F] F DCT 501
PF5 FidR i — AR % 28 B0 B AR T 46 /i 19 AN 72
PE, D5 TT T B RS AR, AR T A
15 BT #5 4 , Zhang 55 A (2020b ) HEF #0432k
IR AT B, SR 5 R IR BRAG 30 A ik A B3 A A
TS, 55 2 7] LI =8 &0,
WHE AR, T REREHRDT AR B Y JPEG R
4, Tao 25 N (2019 ) 1E A5 25 A AL 451 2% A1 0
R R A B R A A RS bR
8 IR 5 BGS R FHE B R S (A U Y 2k
G0 S A B e D RE AR U R, AR S
PR (H R T AR KE LSS . Zhao 56 A
(2019) KB JPEG FMERBIAH [F] Bzt N 1 1R 45 2 U
AR R T RIEIC AR AW T K& e
T EERE, BRI EGRRE S, TR R E B iR AE
B BRTE T BN Lu 55 (2021) I B gafid 2% A
AR B AL B A G WS Uk 2 TR R LA

ST PR,

B XA T X G 2R AT RS 46 98 1 1) B, Zhang
5N (2018b) £ T AN BEHRHT R AR 46 v 1) s 48
WEBAENE RS ik, AR R IR RN —
— XN ORI T BN, Zhu 5N (2021b) FIH
WA 2 Sk — 25 S8 T X 22 A B0k 1 B
P£. Zhang %5 A (2021a) 4 i 7 B I B R A AL 2
RS 7k X AR UG A T 0 i 2 AR
I i A B AR R B A i AR B IO
&, N AT LA 554 A 5 9 %60 Bz i B B 500 47
T E B TR, % &R AL M- B FIER
Z 5, Zhang 28 N\ (2020a) 36T “ # s Po 46 380 +
LY EERS T HESR T AT AR 2 Fh s (W0 JPEG
FE4R R 4 pal R e i e 75 4 ) i S 5 ik

HF AL ML H A R ST 280 TR
PR EAT R ST i ol Ak B BI85 g R H AR 2 5 )
LY, PR B AT OC T R B Ok AR A
X JPEG BRI — R R 45 nl R TF . KEZH07 6t
AN BB ZE W57 & AR R 4615 B, (2 3
okl M Re AL S 9 H AR RN, DRI R T4
LML H 1 JPEG H4f 1 782 1T DLk ¢ 56 b A T4
L, UAE T A DAAEZ T AT 458 46 F & 19— 1k
(Tao %¢,2019) 5, £ IK ( Zhao %¥,2019) JPEG JE 4,
{H H F I8 RN BB #5 58 36 M B L 4 58 N 4% F & 1)
JPEG Je4a it 8, PR 7E S b iy FH b R I s T4
23 PRI 2T AR R R — IR 2ok
SEILIE AR A X P T A AR B = AT EE Y T H b A
FERT . PRI, HRT S RS D IR AR A 45 H I
(RGBT F T AL S 28 & 10 48 4 6 1 RS
B Iy AT AT
2.3 SRS

FHEG T ES, H ETE PAE0 F S B R Y
WS TG ER, HR 27 R4 ik A5 B, fE3ET
it Ay T A5E ) WA B R D TET, Yang SF A
(2011) % 14 B AT 2, 00K 2 e i {5 Bl
ARG L 2] 3 4 14 B HARRA 2 HUAE
FERATX — 4 BT Bk, B
SE—EFEEE 52 A 32 H ATl 132 WA g DA 45 FRL
AT R M PR O R 15 B, BT S X U AT
SE AR, P SR RO

Fe T3 3R B IR ik A 25 e v ot N
BN QDCT FR B B 7 i (ZE Pk 55 ,2016) ,
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I HLELAG im0 i 2 B /0N R I JE K A I B (T 4
4%,2014;Su 55,2011 ; Yang 1 Li,2018) . [E N 75 5
T MV RIS T 5T TAE 224 R A an o]
PP LA R Al s ek feise MV A PSSR 1) B 3]
1, Zhang % N (2016a) HeP8EL A8 Jay 5 e M0 R 2 1 Ak
PEiZ B E AR RAE A (2017 ) B BUIR & 24 22 B
HATE B LMRRRHE % i1 R et , @2 m
W1 7R AR B % i A EL ] A AR DG

PRI P 1) 25 W Py R[] 03000 i 75 281 0 00 5%
74,4 DCT 28 ALf575 3] QDCT £%L, QDCT %K
BIRE 2K RTF JPEG R RS, 352K 5 B
MATERALG DCT REh, ARIZAFE T, BT
BB QDCT ZR 50 P20 X (EL A /N () TN 3% 25 A8 475
2 XF P sk B T, K5 QDCT RECH 0.1,
=1, R | G R R L i AR B IE A X
HA 0.1, -1 FRBGATENU, FIL, 23807 i A
HEARRE, H58ET QDCT R MBS IFA
TE I ERME T B DCT R EEFT DCT 2 28 ik
FIE A S SiUP ey e EY SN]SO a ey IR 8 s e
T H. 264/ AVC HrafE A i 5000 SR FHAH 4B SR =
Ty =, PR B PR 25 B QDCT 2R 552 fiff it
PN A TN G i 3k B b R AR R 2L, TR R B
A%, I [ K ELROR A s S n R AT
DA% R I R Rk 22 Herh B3l R G RO R B 1k
B 5 0™ AR Y 1R 22 97 BB L Ath B (Ma 55,2010

Li #1 Wang,2019) .

A58 i % e AR 40 i % 1) B i — B B, A T
J05 2 B P A B 5 5 12 A0 2t 80 5 A B i v e
ARG R . B AN F X KRS Oy
1k E I TF CAVLC (context-adaptive varialbe-length
coding ) 2 b i J& Z %% (Li #1 Wang,2019) . CABAC
( context-based adaptive binary arithmetic coding) 25
FKE LR ( You %5 ,2017) il s (B it 2 R A A 4k
WA W A T R S A B A . AR TR
RS L F 2 AR AR /N, PTTCH R A B
B BB 2R B, F e O 7 A 4 B R M 280 )
T AR E R . SR, TR A B BT A
23 [0 B A A AN, EAAT B ELAORIE
2.3.1 JETRAEMMH A GRS

B 5 3 BT B PR i e el B 5 R B JF A 3
L T IS N BB T RISt SR /s OHERS:
W A, 5 BB ], RS i A e S
VEAR HORX MR R B G AR H [a] I X5 AR &R He A
FHABMTAT AT BE 25| AR B, PRI, 2% PR A B0
MBOT R i M Z R sk B sk g, RN TE
BT R EAH 1 3SR RS R Dy T I
Rz, F 1P T UEE N2 FEIZ07 W RS
B EAE B X Sk BAR AL TR R Y 2k B AR
Hr e BB HEAR, (HER ] STC 800UZ STC ik A5
B USEEL AR i B/ IME

®1 ENLEETFRERMNIMESEEIERER

Table 1 Basic information of video steganography algorithms based on distortion cost in recent years
L) Sk R EA AT AR TR & e 1 RFETIY/ 251
2015 Yao 2 A (2015) BERRGETT I + TR 22 H. 264 MTAP
2014 Zhang %5 A\ (2014) o ) T AR 2 7% B a3 By = H. 264 ACM IH&MMSec’ 14
2016 Zhang %5 A\ (2016a) BIIRE R H. 264 MTAP
2016 Zhang % N (2017a) D PR, H. 264 IWDW’ 16
2017 Dong %% A (2017) T PR T A 2 8 ) i S Rk HEVC IWDW’ 17
2018 Dong %5 A (2019) Mt P T e o S X BHAR R (R R K HEVC IWDW’ 18
2018 Nie 5 A (2018) T A T = T 158 2 H. 264 CMC
2018 Zhu F1 Ni(2018) BINRBERITIIG + R E H. 264 ICIP’ 18
2018 Cao %5 A (2018) iy &1k DCT 244 H. 264 ACM TH&MMSec’ 18
2018 Wang %5 A (2018a) AHARER AR ot P TR = HEVC ACM IH&MMSec’ 18
2019 Xie % A (2019) RIS IR E DCT 2B VP8 ACM [H&MMSec’ 19
2020 ARRIEAE N (2020) BER G R H. 264 BT 515 Bk
2021 Chen %5 A (2021h) SOWEEE + 23 E T + Wi & H. 264 TDSC
2021 Chen %% A (2021c) REEH H. 264 TDSC
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2.3.2 HBEWIRYE

T AR PR AL i S8 MR A A ] 422
B ATER 6 RAL i AR AT — W48 e i
GAPAEIE, SR, BUA AL R S AR 8 BRI
SEAETCHE T8 A& 4 , 28 2k 415 N 28 10 1% i )5 AR
MESRIUR A TR B F R . PRI, T JLAE | REHRHTA 3
fRIE /& RS R 32 B 1) ¢ 11 ((Chen 4,
2021b;Zhang %5 ,2021a; Lu 4%,2021) , &Mk FE%5
TRABUEIE T RS A sk, RN 5, %I
HOEY G e e Sy S S YA e (I a CINCIE L Ve =g o)
W DRI o HER WUR I ot AL RS AT
SYY) Al AREMSE . Horh SCIHRBUE R 4 BT
PIAE UM ety , DL Rk 381 15 A R 40 e o 1)
PEHARMEE R, it &, BT 2R 14
H5R% (Tao 45,2019 Liu 47,2013 ) (F2 g 74 ( Liu
45,2015) FIJUAT A & ( Huan 45 ,2022) 45751
2.4 BHHREE

] A 5 AR 5 7 T ISR TR E AL T R B
A, BRI TS BIF S I ) T AL B
HAF IS AR & R4 S AR S

THE 4 BB S B Y S T A AL R TR 4R
RAFBRIEH L DAL IE L HER T E R4
ARREEEON A H 45 AR R B R b [ R 2
B 75 2 BT 2RI IS A 55, H BTG 20 e TR 4R 55
1EFETF CELP ( code excited linear prediction ) i HE
240 $E AMR ( adaptive multi-rate compression ) |
G. 729 .G. 723. 1 .iLBC( Internet low bitrate codec) %§,
R B IE NS B FHARR T 2 %
(B ik A AL ME T R 44 LPC (linear predic-
tive coefficient) \JE & Ji HH AR AN AS ARS8 3 2%,

LR PETI R L LPC (R BUIE & 155 r= A i e il
Rtk BB R 5 IR AROCHE 2 80, LPC R A
S 30 H e X HA TSI 2 %L LSF (linear speetral
frequency ) K K T = L AT R 47 i i, LA LPC
Po 5 B LT QIM F 5 3, X LSF R it fk
T A JEAT o0 250 53, MCHI 5 S A B 2 15 B 4
ANF RS ARSI IE B RS . H & X 3
BT T anfar ik 843 2 4] o3 B A B S sl A
AT SE 8 ELATGETH R FLEE /I, Xiao 55 A (2008) £
XF G. 729 .G.723. 1 iLBC iX 3 Fhifi & %ok, 4
8 H AN JE 1Y 5 ( complementary neighbor vertices
CNV) 53 4 LPC R i AL i A 247 73 4 3] 5

MFAE . Huang 25 A (2017) 5L T KI5 SR % 4]
PEHI R QIM X AR 23 () #EAT R 73 5L RS |,
M 1 Ot s [ o3 i) S PR AR e T Bk
(22 AP N FEPE . Ren 28 A (2018 ) £ %t SILK %
i, P2 BT LSF ARG 15 i ek ) 2 2 B
%, Sun FEA(2021) 42 2T LPC 28 73 41
BRI, ZEPRIESE PR SO 33/ TR B, 4
T T RE R RNk,

S AR L 1 T A5 A B PR R Sl A
Rt 8 R R PO B Al RS 12 RS
TR LA 2 o S B B R, Wu SR
(2003) $2 1 7 3 T hois & g kA 1 2 Bk
15 BB A 5 ¥, Huang 55 A (2012) T8 [7]
G. 729 , ) H 1 WA A5 EAT AT A 0 L R R
JE P P8 R A v A 3 A A R S B
WRE MR . Ren 55 A (2021 ) FH SILK Zi it
R IS ECR 2 PR i AR, BT &

G TT A RV BT AR K pR B, S LR T
STC # SILK ¥ il 2 e 5 ik

WA i A & CELP 4 it HE 42 v i1 Jok v 80l 1%
T, AN G T B VAl A A B 7 A R G A T AN
[l G AMR SR FH 181 € 15 A 2 £, STLK % FH BEAIL Ik
MY . TR CELP & 4 5 K4l Hh | 30l A% A e
di R B2 TR B BT ok B35 BB /)N
PR BT R R BRiicas [|), RIS ik 1%
TR R QT N AN VA i 2 1
Geiser Il Vary (2008 ) F] | AMR [ 52 i A= = 2 Jik b
PEE VB A BE LY, X AMR [ 52 9 A4 45 2 ik o o7
BB Z IR A A OC R AT 1 ] SE R
WS, Miao 8 A (2012) [fi [(] AMR-WB ( vide-
band ) FRifE 152 [ 1 A AS 8 2R 29 AR A, IR
DKL B 2H & SE R A RS . Ren 55 A (2019)
LT AMR [ 5 5 A (4 [ AT 23 A e 32 ik 14
T ) ) [T A GE i o A R AR R B Rk R T
RIS R 7o o

AR A BB S SR 1) AR P A v [
FEBe (5 T T 8 S I IS 51 77 e R iy E ke
PARAF o T I A E 4 R1 2 R A
It A | 4145 AAC (advanced audio coding) . MP3
(moving picture experts group audio layer 1) ,CELT
(constrained energy lapped transform) 55, 35 I 7% 4

PGB 65 T 2 BT i A 32 2R 40 240 A LB
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F kb MDCT Z %4 ( quantified modified DCT, QM-
DCT) #1 Huffman %2403 25,

QMDCT FE 7 & A5 245 3 1l o Wi 2 3%
EAGIH T RGBT i FE S, MEE
B QMDCT FREON T M Al 1 I Joe k52 Wi 50/ )N, 1%
RS AT R A BB T SE B i % . QM-
DCT RS ik 5 JPEG HyiAk DCT RERS Jy
VRISl W AR PSS 1 1) 7 g A i e v B
fbJ5 MDCT REH AT B ML IR S ;2) #F Huffman
AP BB B ARSI BLRE ,  2 2R07 R
T QMDCT Z85, HA s R B0 TR 4 5 i 47
BRI, N2 7 A B 0 R AR, S IR A i e o
U, Zhang 55 N (2020¢) Z B E G4 vk, i
T QMDCT FREUHAR MU 18] (4 G AR M R B
SCEE H aE N R E B3k (joint embedding distortion
JED) . Yang % A (2019b) #F QMDCT Z AL —Fr
B BG4 FRIE R ZE 2 0t i (it 2k 512k A
TRM R, HE T STC HEZRSIEL MP3 HIE N RS . 1F
Huffman Zafdel (1) Fs 5 77 3 of, 7™ 3 BE 48 N (2011)
1 Huffman 535 (5B 753 S8 WG 2 JE 0 A B 53
KFR X Y 7 A A% 2 ) rh AR B8 2 B 2R AT
P, B PR ICBRS . Yang %A (2017) $24H
T T A A B Y 3V B E B1 (equal
length entropy codes substitution, EECS) , #I] ] A J&Hr
w20 B (E 2 seit ok EAU eR %, 6T STC SE B
FUE R %A RS . Yi %A (2019) $2 156 T Huffam
T iR 2R ELOEE Y 19 38 1 B 5 HE 22577 (adaptive
Huffman code mapping, AHCM) , 4 Huffman 53
AR5 7 2H AW D —— X R O — 2N 2 A
Bt 7 1SR A3 T 20 S A B YOG R
P s SN

H AT F R % 195 R 5 Ak (Jiang 45,
2020 ; Wu 45,2020 ) Flii[7] VoIP i & ifit (K 5 335
(Tian 55,2017 ) 2 28 0N BUAEF MRS B QT Tr
], Chen % A (2021a) 1T T HT XA G BIE ST
AR R 2RRE R,

2.5 XKXREE

TS B P ) ISR R S AR AT L
I3 BT AR R E R TSR N E RS
AR TEHET AKX EE RIFE AN 5
HF PDF SCRS A i I 2 1] 247 35 58 ( Wojtun Al
Piotrowski,2021) % SCRY 4 & AL #RAEFF 04T 40 I8

HC(CPPAEE 45,2012 ) LA HE N SRS i s G 5 5
(Zhong 55,2007 ) 45 S I BRMAR Bk A, X H ik
AR P37 57 HAT B Y Ja B

VARSI E N F R E AR D TR T SO
BWBRE AR ZEAE H ] LUHA R R L Bkt
AR 3 s g, R RAE SRS ARE
W A AR 5 202 1 U5 B LA ARy 35
EE N (Lee 1 Tsai, 2010) £ H 8 36 T 22 4> K 1)
(8 TC AR SO B S 7 i, AT 3 e SR AR A
HFEA A TR R i, SR 5 IR IE T it A R 2% 15
SRR R T A A T A A LS BB RO . kX
A BE AR R SO RN R B ) TR
SCEATTHEAT[R] SO LA A Bk (5 5 o B anxt 73]
) SCAR e AT L3 s v At ) SCm] | 9K 5 0[] SC i)
BUPEATIE Y ARE TR i A B 2 15 R LR E 1Y
[7) RIS B A SCAS E AT 5 46 LA A B (Zhou 2
2016) o Xf TA) 2 [m] AR 8, AT L3 o %o ) 32 45 4
HEAT S5 A 78 4 AR R AN [) 9 Ba i 5 B (Liu 4,
2005) , AN 28 X SCAR B S Jr ik R T I A ik
NSRRI XE LAA% 33 K {5 B AR Bl

Az TR BRE AR I AR R N RIS A
W | TR B IR TT R A 2 — w2 ik
AFE, Luo %A (2016) 25 5 ARG THE &
B DL AR R S A% U BB S SCAR . Yang 55 A
(2019¢) $& H 3 F 514 A 2R g B ( Conproc ) FERLN
B G A5 RNN-Stega , 1% 75 12 i K i 32 12 7
A R B S SCA Y SRR R AP A R AR AR L
ZHIERNETBRXMESTREREA 1% —
3% e 47 Ak A ZR , RNN-Stega #5580 11 0 A 3R 35 55 1
ikF20% LA F, Yang 55 A (2021) SE4e 45 R R W,
Conproc HEZLH: R 1Y B 5 SCAC R IR I8 38 1) JB% e —
GEiH Bt mh 9800 (psic effect) . R T fif Pix —
[, Zhou 55N (2021) 51 AR BTS2 I HLA , 381 f
BTN GRA R SCARFIAE R B 5 SCAS Z TRl i S 1
I3 Ai 2% 5 Zhang 25N (2021¢) 42 444 ADG ( adap-
tive dynamic grouping) [ AJ JIE % 4 A gl X SUAR [ S
Tk R 43 R0 53 55 W ) S B 4 15 2 R 1)
RWLGIHIRRS BB, X S hop i i AR ORIIEA:
BRSSO B — 5 BB e 1k B Ak b e
JEYEsR T H G Rl 5 R SRR, Yang
SN (2018 ) 4 3 W FH 78 X5 3% R 4 9 RITS ( real-
time interactive text steganography ) #5# | Jf- | F 5% 1k



KEHE, ERE, =, FEE, BER, FReIL, =54, KilE, aees

$27%E /55601 /2022 F6 B

SEERSHRERE

= ) A BSOS AN R SCZ B T ORI
WER AR A RS CARE LFRIE, L FA
(2019) 7€ image caption 11559, FI| F 45 % ) K15 2
WA BRSSO TR L3R3A . 2020 4F | Yang 5 A
(2021) F:TF encoder-decoder HEZRSZIIE S AT F5 11)
HYXARHNER I, SR, HT encoder-decoder H
FA iR A BOR BRI SCAS A il B S D A e
AR, 23ii SR B SO 5T 2 I E SCHE i BE 7 13 3L
WORFE, % 830X — BB, Yang 55 A (2020¢) 2 H
BT G i 0 TR BTG 5 1 T B3 SRl R SOAR
AT B Graph-Stega #58Y | Z )5 KR 2% {5 1B
AR E S R AR A . X TAE T E—E
FEPE b S TR ABLEE R B B R i AR i B S
AR LR IR R T AR F RS R
ol 8

3 EWSMARBRILE

3.1 EE4HRA

I B S giid— 5 i EAMIFR = £ 5,00
HORAEH AR BB AR 0 o Bt , 56 [ 4] 4 K 2%
TS A Fridrich BN 5| 400 35 B 5 4 i 19 %
&, thEREEE AR Rk T AN ZZW Fahd,
e LUK R 5 oA St 9 B 5 Zm s P BB itE— 20 dE
MR, B EREEHH M A AR TN EE 0T
P 4t EMD , J5 22 [El A2 35 70 IR L b 2k e
EZTeomi Tk, TEZPAUH BRI B, Filler 42 i)
(1) STC $2Ht T — & i iix ARCEIS E AW H S
VA ¥ Ty S W B2 W) SEEE Y A e
Pz AR, KBILOR A IS N RS R STC BR—
PEI, B A WFAE TS STC H A W 7 B ( Kohler
8,2017) , R F—Fh a2 AR STC M B A5 J7 %6
X FARIE RS B L B e Y FE RS 5 B 2 Ak
BAEEE L, T EBEER K 225K T BATE
2020 R AR 2o B S B SPC, T DL aE i 2 4%
RN R BEE FL, HEEIE & 2R KT STC, [l
20 4AERRS Gt Y & e R, vT LA S BRE G A A E
AN, B P BRE, A 2 TR I ST IR Y
RA
3.2 BE®gKEE

M3 B AN ST T AR AT AT, S AT Sk rh L 7E A
BRE T E RE R R Z B, ERTTE T

b AR SE, D)IRES I kSR
GG EINSE R T T A OB M 2% B
Fomfbr RS R A o i, AR RS R BAR
P AS T TG0 1A 78 5 3 1) & =R 3, AL
Fs 55 A IR R IR S i T R S A
23], E N 2EE AR T 2R X BURE A A R
XF H 255 R TR B 2% 2] B 5 3 A a5 i Pk A%, [ B
PR T XHUREA XTI 28 5 80% 5 B 4L ERU )
R, 2)BRBRE I, BN NS AR
TR AT AR | H PG A B T I ) B 4
HORAEAE S R AR % 15 B R SR ) 8, X S A
BER et MEmiE =3 2T THER, &
JRGAL T RS s k. 5 ESMPFFEA L, A
FER RN TEVF I H 48 1 1) N7 B T4 A A 1y
W 55 RIS N 5 2 4 M Y B S4A 4505 T A 77
SRAFIY Sy, Xy AN AT HA R )
SRR A BT RS 2F R 9 WA R A IE 1 K
J'& A BB ARGE TSR AN AR R A S —
3.3 MRS

bl 22 W AR A & SRR SG RHR Ek #I
N 2625 B MG R 2 3 B Ay . R, [
P AIXHRAT B 5 2 AR B A o8t I B 2 T T
BT RERIARBRS Ik, BRI, AR T A,
i ] PN A B 5 43 ) A 9 SR S A0, Ak
T, A ZE I TR A F 5% K 22 8007 T n i 42 o2 4 43
FE A ARCR A ek N L, B0 5 ik £
FEAR SRR S | LA K 2% AR /Y 1 38 o7 A3
B, I ARERE AL A 2% 1 R AR 2 B P 25 5 T
BB Tk G O, S ILEET, A AT
FREM KRR A — e 44 KA F A ALR (A
A OMIT) ORI 38 T IR B 2% S B e 5 4
A I T E T U 1 20 T 6% 1 it 81 i 0L A ot
Gy, EARE A D AT TR R >
5L BRI 5 AR Sk, AH f5fe == Xk iy 28] iy 400 451 ot
HAR Ryt 40 Lin 58 A (2021) $2 0 A9 5 22 H
CNN BR80T Wit Fr 20 3% 0 e 1, LA fo B - 2l 5%
FE46 e % i 31 o i, 9T LA ik S B 2
CNN B gt i — > 380, B, JEF I
JE22 2 AR S AR R b TR B B, £ 2R
7S IR e v B i A B S AR AP e S (R
5 %16 €7 NI w1 2 RN = R 0 O P
HATHMEA Rt — PR,

1933



1934

PEEREEF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol. 27 ,No.6,Jun. 2022

3.4 BHRE

M\ B R E A A E A R S R R A T 2R AR ST
BRI TE , B N5 5T AL T B Prai e i fr
JE R X A2 v o I A0 e Bk 1 R 46 S8
RS T, DI B 5 0 R 4 SR T ) R N
B MR A SRR 53 BT e R Ty i B T
U SEBRR HAME, 7EFET VoIP S E M S 1Y
FERANFEIR K T7 0, B AR AR, i,
] PN ) S SRS AT LA B 22 b DA B8 #R B2, 380042
PGB A T (5 5 A7 B R A% i 2 B R, 548
IR B AT R P A 5 0 A A S 00 v Ak 2 4 1) B i 3
(I
3.5 XAKKE

SCAR R ARA I LAk H T M DL SE IR g i AR
S, SBOLZ B R ORI, RME I, E N
T4 ZAEME TR UK RS 20 U7 TG 2R Ry 4
ez, BIINE R B TR KA RGP 2 BH AT BA 8
B R 2RI X B AT BN VD 3T R 22 1 1] 128 = A1 A
e AR R R RS 1 SCA B RS Jr i B Ak
THEPRUE, FE AR AR S AR 1) G
R FET A ORI 18 5 B S AR B SCAR B 4
W RGSESE T I, Wes | T R E N AMIF SR L
MR, TEIX — R E o BN L N 2R ) i 4R
KEF R R AT BA | H ] AR Ml K 2 1Y i — g A BA S5 £
FEXT E Ay e, SCAAE BB S TG APk A
T 235 A BRI B M | 48 T B P AR A 0 B
P TR BRI TG T Bt A A TR
R TT 28 AE AR DN B M i iR R A
I, ] NI AT B A2E T ke B AF 9 5 22 5 IR TIA MBS
PR RS 5, JE B ST S R XA R R A R R
A NSOR RS, Dt — A i s
AP Rt A2 e

4 KEBRERZE

4.1 BEE4HE

TR R ) A R, B Y 5 2 A A
TEXHE I ZR | B2 FE 05 A 13605 B8 vk X6 N F B 5 R 1Y)
Stk . DR B AR 31 5 e 1) 2904
Pl NI T 43 B A 1 F5 31 358 T8 ARG 1Y
STC,ixX#7n 7 B T AL B 5 i AT 3 o 36 B S 41
) 2 i B S PR A58 STC il SPC 3.3k vl

TS BIE BT o T S RS AT AL A 1 00 R PERE .
BT 2R AR RS AR IR R, Aok
] A% Rk HAt A 75 B A1 556, W0 Turbo #%  LDPC
(low-density parity-check code ) i54% , B MR E S,
(e I, I 5090 R S5 ) AR Al i e B T AR B 2 4
AR RS g L 2 (AR ST R 7 18]
4.2 BEBGRE

UG B (A5 10 A RS RN FH R A2 B2 3 )
R, FEARIRAE 3 NI, 1) SRS L e,
IO X AN T S (R R B 2% 2] FARFAE TR I B 43 B 4k
1, 258 R B B A R R B R 5 A A5y
X, BOTE N L2 RMERE T, 2) RECE,
B XSRS Bl ELI 0 A 1 BT AT Y B AR AN
AR E S T v 3) S B R, XA
FHAFE Bt 2R 5 A A B R RS Tk,
4.3 #MBRE

PUATEL AT A B B DR AL 2 SO0 54 R S ) 1P g 45
P, 7z BT U 23 4138 T P HL IS A
W2 B RE S0 RS AT 454 SE BRI FH HEA T T2 4
PREMFSE, an, Haratsg 25 )3z i A 50 0
WU R 24 LI ) R R 8 T2 0 45 R, A
WS A EE RN E, Hob  JRBT A
B S SRR, DL N S AR £ I 1] 45 08 By ok
AR A 2t R ) 5 275 SR BORME A, A, Bk
TR AR A B AR T A B 5 BRI 2B B
Z K RIE 7 2 5 AR S S AR JE AT S 3] v 2244
A L, AR Z B 5CTE
4.4 BEHRE

bV ER P W] SR Y N A R A
FRAEE R B BROE (558, I\ H RS s ] B
WNIFFE R B 307, AR B RS R BB H 25
TE [61) SR, AR S B 15 o H A, 32T H R 5 58
BB AT e A, S0 BE T BUA & E AR
W) BB ERE  BFERCR AT LA T4
N Al BURE R [ 5 4 A 4, 52 R o A BRI
JCELIR W 28 PREE T 22 423 05
4.5 XKXREE

SR UL, A Y SCAR B S R E 28 0T U R
A BB B R BRSSO, TEGE TRl 7
THT, ST OIS TAE RE A A3 P UE 22 4, 7E N AR
MHETDT T, HRTER D2 —E Rk (B Bz
M AL ) e it R AT — BLIE Y



KEHE, ERE, =, FEE, BER, FReIL, =54, KilE, aees

$27%E /55601 /2022 F6 B

SEERSHRERE

BEAh , A 1 SCAR B S5 AR EASH ol LU 9 o 755
SRS HNEE X AR RIS AT g S
Betie 5 B, SR T SCAR £5 5 B8 1 TR S 38075 5 Bt
ERAR AT BRI SCA TR, ERIR I SE B . T T B2
23 ) G 1Y SCAS B 5 JEUIE 4N Zhang 55 A (2021D)
STV, — 7 T REARPT M 10 5 TS g i
AR SCAR BB A 7 v 5 73— 7 B BE 5 A 7457 1=
BTk T A G ULt — DRI R A i X 2R
BT SR AR R A RS ARAE A B E RIS 7 )

B OB ALHTEAZANFFLRFTHAR
R 24+ X 0WMBRE ZEEA T S FHF
JL4& 4% http . //www. csig. org. cn/detail /2450 ,

2 % K ( References)

AlSabhany A A, Ali A H, Ridzuan F, Azni A H and Mokhtar M R.
2020. Digital audio steganography: systematic review, classifica-
tion, and analysis of the current state of the art. Computer Science
Review, 38 #100316 [ DOI; 10.1016/j. cosrev. 2020. 100316 ]

Aly H A. 2011. Data hiding in motion vectors of compressed video based
on their associated prediction error. IEEE Transactions on Informa-
tion Forensics and Security, 6 (1) : 14-18 [ DOI. 10. 1109/TIFS.
2010. 2090520 ]

Banjarnahor J, Siregar S D, Sihombing O, Turnip M, Purba W, Aisyah
S and Banjarnahor J. 2019. Audio steganography applications using
auditory features watermarking. Journal of Physics: Conference
Series, 1230. # 012073 [ DOI. 10. 1088/1742-6596/1230/1/
012073 ]

Bas P. 2017. An embedding mechanism for natural steganography after
down-sampling//Proceedings of 2017 IEEE International Conference
on Acoustics, Speech and Signal Processing. New Orleans, USA:
IEEE: 2127-2131 [ DOI: 10.1109/ICASSP.2017.7952532 ]

Bernard S, Bas P, Klein J and Pevny T. 2021a. Explicit optimization of
min max steganographic game. IEEE Transactions on Information
Forensics and Security, 16 812-823 [ DOI: 10. 1109/TIFS. 2020.
3021913 ]

Bernard S, Bas P, Pevny T and Klein J. 2021b. Optimizing additive
approximations of non-additive distortion functions//Proceedings of
2021 ACM Workshop on Information Hiding and Multimedia Security.
New York, USA:. ACM. 105-112 [ DOI. 10. 1145/3437880.
3460407 ]

Bernard S, Pevny T, Bas P and Klein J. 2019. Exploiting adversarial
embeddings for better steganography//Proceedings of ACM Work-
shop on Information Hiding and Multimedia Security. Paris, France:
ACM: 216-221 [ DOI: 10. 1145/3335203. 3335737 ]

Bierbrauer J and Fridrich J. 2008. Constructing good covering codes for

applications in steganography//Shi Y Q, ed. Transactions on Data
Hiding and Multimedia Security I1I. Berlin, Germany: Springer: 1-
22 [DOI; 10.1007/978-3-540-69019-1_1]

Boroumand M and Fridrich J. 2020. Synchronizing embedding changes in
side-informed steganography//Proceedings of Electronic Imaging:
Media Watermarking, Security, and Forensics. Springfield; Society
for Imaging Science and Technology: 290-1-290-12 [ DOI. 10.
2352/1SSN. 2470-1173.2020. 4. MWSF-290 ]

Butora J and Fridrich J. 2020a. Steganography and its detection in JPEG
images obtained with the “TRUNC” quantizer//Proceedings of 2020
IEEE International Conference on Acoustics, Speech and Signal Pro-
cessing. Barcelona, Spain: TEEE. 27622766 [ DOI. 10.1109/1C-
ASSP40776.2020. 9053696 |

Butora J and Fridrich J. 2020b. Minimum perturbation cost modulation
for side-informed steganography//Proceedings of Electronic Imaging
Media Watermarking, Security, and Forensics. Springfield, USA:
Society for Imaging Science and Technology : #289 [ DOI. 10.2352/
ISSN. 2470-1173.2020. 4. MWSF-289 ]

Butora J, Yousfi Y and Fridrich J. 2020. Turning cost-based steganogra-
phy into model-based//Proceedings of 2020 ACM Workshop on
Information Hiding and Multimedia Security. Denver, USA; ACM:
151-159 [ DOI: 10.1145/3369412. 3395065 |

Cao Y, Wang Y, Zhao X F, Zhu M N and Xu Z J. 2018. Cover block
decoupling for content-adaptive H. 264 steganography//Proceedings
of the 6th ACM Workshop on Information Hiding and Multimedia
Security. Innsbruck, Austria; ACM; 23-30 [ DOI. 10. 1145/
3206004. 3206014 ]

Cetin O and Ozcerit T. 2009. A new steganography algorithm based on
color histograms for data embedding into raw video streams. Comput-
ers and Security, 28(7) : 670-682 [ DOI. 10. 1016/j. cose. 2009.
04.002 ]

Chang C Y and Clark S. 2010. Linguistic steganography using automati-
cally generated paraphrases//Proceedings of Human Language Tech-
nologies : The 2010 Annual Conference of the North American Chap-
ter of the Association for Computational Linguistics. Los Angeles,
USA; Association for Computational Linguistics: 2010 591-599

Chen K J, Zhou H, Zhao H Q, Chen D D, Zhang W M and Yu N H.
2021a. Distribution-preserving steganography based on text-to-
speech generative models. IEEE Transactions on Dependable and
Secure Computing, 14 (4): 1052-1066 [ DOI. 10. 1109/TDSC.
2021. 3095072 ]

Chen K J, Zhou H, Zhou W B, Zhang W M and Yu N H. 2019. Defi-
ning cost functions for adaptive JPEG steganography at the
microscale. IEEE Transactions on Information Forensics and Security,
14(4) : 1052-1066 [ DOI. 10.1109/TIFS. 2018. 2869353 ]

Chen Y, Wang H X, Choo K K R, He P S, Salcic Z, Kaafar D A and
Zhang X Y. 2021c. DDCA; a distortion drift-based cost assignment
method for adaptive video steganography in the transform domain.

[J/0L]. IEEE Transactions on Dependable and Secure Computing,

1935



1936

PEEREEF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol. 27 ,No.6,Jun. 2022

https://ieeexplore. ieee. org/document/9351637 [ DOI: 10. 1109/
TDSC. 2021.3058134 ]

Chen Y L, Wang HX, Wu HZ, WuZ Q, Li T and Malik A. 2021b.
Adaptive video data hiding through cost assignment and STCs. IEEE
Transactions on Dependable and Secure Computing, 18(3): 1320-
1335 [ DOI:; 10.1109/TDSC. 2019. 2932983 ]

Cogranne R, Giboulot Q and Bas P. 2020. Steganography by minimizing
statistical detectability: the cases of JPEG and color images//Pro-
ceedings of 2020 ACM Workshop on Information Hiding and Multi-
media Security. Denver, USA: ACM. 161-167 [ DOI. 10. 1145/
3369412. 3395075 ]

Crandall R. 1998. Some notes on steganography. Posted on steganogra-
phy mailing list, 1-6

Denemark T, Bas P and Fridrich J. 2018. Natural steganography in
JPEG compressed images//Proceedings of Electronic Imaging:
Media Watermarking, Security, and Forensics. [s.l. ] Society for
Imaging Science and Technology: #316 [ DOI. 10. 2352/ISSN.
2470-1173.2018.07. MWSF-316 ]

Denemark T and Fridrich J. 2017a. Model based steganography with pre-
cover//Proceedings of Electronic Imaging: Media Watermarking,
Security, and Forensics. [ s. 1. ]: Society for Imaging Science and
Technology: 56-66 [ DOI. 10. 2352/ISSN. 2470-1173. 2017. 7.
MWSF-326 ]

Denemark T and Fridrich J. 2017b. Steganography with two JPEGs of the
same scene//Proceedings of 2017 IEEE International Conference on
Acoustics, Speech and Signal Processing. New Orleans, USA:
IEEE: 21172121 [ DOI; 10. 1109/ICASSP. 2017.7952530 ]

Denemark T and Fridrich J. 2017c. Steganography with multiple JPEG
images of the same scene. IEEE Transactions on Information Foren-
sics and Security, 12 (10): 23082319 [ DOI. 10. 1109/TIFS.
2017.2705625 ]

Diouf B, Diop I, Keita K W, Diouf M, Farsi S M, Tall K and Khouma
0. 2018. Polar coding steganographic embedding using successive
cancellation//Proceedings of the 1st International Conference, Inter-
Sol 2017 and Sixth Collogue National sur la Recherche en Informa-
tique et ses Applications. Dakar, Senegal: Springer: 189-201
[ DOI: 10.1007/978-3-319-72965-7_18 ]

Dong Y, Jiang X H, Sun T F and Xu D W. 2017. Coding efficiency pre-
serving steganography based on HEVC steganographic channel mod-
el//Proceedings of the 16th International Workshop on Digital
Watermarking. Magdeburg, Germany: Springer; 149-162 [ DOI.
10.1007,/978-3-319-64185-0_12 ]

Dong Y, Sun T F and Jiang X H. 2019. A high capacity HEVC stegano-
graphic algorithm using intra prediction modes in multi-sized predic-
tion blocks//Proceedings of the 17th International Workshop on Dig-
ital Watermarking. Jeju Island, Korea(South) : Springer: 233-247
[ DOI:; 10.1007/978-3-030-11389-6_18 ]

Dutta H, Das R K, Nandi S, Nandi S and Prasanna S R M. 2020. An

overview of digital audio steganography. IETE Technical Review,

37(6) : 632-650 [ DOI: 10.1080/02564602.2019. 1699454 ]

Feng B W, Liu Z Q, Wu X T and Lin Y C. 2020. Robust syndrome-trel-
lis codes for fault-tolerant steganography//Proceedings of the 3rd
International Conference on Security with Intelligent Computing and
Big-data Services. New Taipei City, China: Springer: 115-127
[ DOI:; 10.1007/978-3-030-46828-6_11 ]

Filler T and Fridrich J. 2009. Wet ZZW construction for steganography//
Proceedings of the 1st IEEE International Workshop on Information
Forensics and Security. London, UK. IEEE. 131-135 [ DOI. 10.
1109/WIFS. 2009. 5386467 ]

Filler T, Judas J and Fridrich J. 2011. Minimizing additive distortion in
steganography using syndrome-trellis codes. IEEE Transactions on
Information Forensics and Security, 6 (3): 920935 [ DOI. 10.
1109/ TIFS. 2011. 2134094 ]

Fridrich J and Filler T. 2007. Practical methods for minimizing embed-
ding impact in steganography//Proceedings of SPIE 6505, Steganog-
raphy, and Watermarking of Multimedia Contents IX. San Jose,
USA . SPIE: #650502 [ DOI. 10.1117/12.697471]

Fridrich J, Goljan M, Lisonek P and Soukal D. 2005b. Writing on wet
paper. IEEE Transactions on Signal Processing, 53 (10): 3923-
3935 [ DOI: 10.1109/TSP.2005. 855393 ]

Fridrich J, Goljan M and Soukal D. 2005a. Efficient wet paper codes//
Proceedings of the 7th International Workshop on Information Hid-
ing. Barcelona, Spain: Springer: 204-218 [ DOI. 10. 1007/
11558859_16]

Fridrich J, Goljan M and Soukal D. 2006. Wet paper codes with
improved embedding efficiency. IEEE Transactions on Information
Forensics and Security, 1 (1) 102-110 [ DOI. 10. 1109/TIFS.
2005. 863487 ]

Fridrich J and Lisonek P. 2007. Grid colorings in steganography. IEEE
Transactions on Information Theory, 53(4) : 1547-1549 [ DOI: 10.
1109/TIT. 2007. 892768 |

Fridrich J and Soukal D. 2006. Matrix embedding for large payloads.
IEEE Transactions on Information Forensics and Security, 1(3)
390-395 [ DOI: 10. 1109/TIFS. 2006. 879281 ]

Galand F and Kabatiansky G. 2003. Information hiding by coverings//
Proceedings of 2003 IEEE Information Theory Workshop. Paris,
France: IEEE: 151-154 [ DOI; 10.1109/ITW. 2003. 1216717 ]

Geiser B and Vary P. 2008. High rate data hiding in ACELP speech
codecs//Proceedings of 2008 IEEE International Conference on
Acoustics, Speech and Signal Processing. Las Vegas, USA: IEEE:
4005-4008 [ DOI; 10.1109/ICASSP. 2008. 4518532 ]

Giboulot Q, Bas P and Cogranne R. 2020b. Synchronization minimizing
statistical detectability for side-informed JPEG steganography//Pro-
ceedings of 2020 IEEE International Workshop on Information
Forensics and Security. New York, USA: IEEE: 1-6 [ DOI. 10.
1109/ WIFS49906. 2020. 9360884 |

Giboulot Q, Cogranne R and Bas P. 2020a. JPEG steganography with

side information from the processing pipeline//Proceedings of 2020



KEHE, ERE, =, FEE, BER, FReIL, =54, KilE, aees

$27%E /55601 /2022 F6 B

SEERSHRERE

IEEE International Conference on Acoustics, Speech and Signal Pro-
cessing. Barcelona, Spain: IEEE. 27672771 [ DOI. 10.1109/1C-
ASSP40776.2020. 9054486 |

Giboulot Q, Cogranne R and Bas P. 2021. Detectability-based JPEG
steganography modeling the processing pipeline: the noise-content
trade-off. IEEE Transactions on Information Forensics and Security,
16: 22022217 [ DOI: 10.1109/TIFS. 2021. 3050063 ]

Hu X L, Ni J Q and Shi Y Q. 2018a. Efficient JPEG steganography
using domain transformation of embedding entropy. IEEE Signal
Processing Letters, 25(6) : 773-777 [ DOI. 10. 1109/LSP. 2018.
2818674 ]

Hu X L, Ni J Q, Su W K and Huang ] W. 2018b. Model-based image
steganography using asymmetric embedding scheme. Journal of Elec-
tronic Imaging, 27 (4): #043023 [ DOI. 10.1117/1. JEL 27. 4.
043023 ]

Huan W N, Li S, Qian Z X and Zhang X P. 2022. Exploring stable
coefficients on joint sub-bands for robust video watermarking in DT
CWT domain. IEEE Transactions on Circuits and Systems for Video
Technology, 32 (4): 1955-1965 [ DOI. 10. 1109/TCSVT. 2021.
3092004 ]

Huang Y F, Liu C H, Tang S Y and Bai S. 2012. Steganography inte-
gration into a low-bit rate speech codec. IEEE Transactions on Infor-
mation Forensics and Security, 7(6) : 1865-1875 [ DOI: 10. 1109/
TIFS. 2012. 2218599 ]

Huang Y F, Tao H Z, Xiao B and Chang C C. 2017. Steganography in
low bit-rate speech streams based on quantization index modulation
controlled by keys. Science China Technological Sciences, 60(10) :
1585-1596 [ DOI: 10.1007/s11431-016-0707-3 ]

Jamil T. 1999. Steganography: the art of hiding information in plain
sight. IEEE Potentials, 18 (1):. 10-12 [ DOI. 10. 1109/45.
747237 ]

Jiang S Z, Ye D P, Huang J Q, Shang Y Y and Zheng Z Y. 2020.
SmartSteganogaphy ; light-weight generative audio steganography
model for smart embedding application. Journal of Network and
Computer Applications, 165: #102689 [ DOI. 10. 1016/j. jnca.
2020. 102689 ]

Kapotas S K and Skodras A N. 2008. A new data hiding scheme for
scene change detection in H. 264 encoded video sequences//Pro-
ceedings of 2008 IEEE International Conference on Multimedia and
Expo. Hannover, Germany: IEEE. 277-280 [ DOI. 10. 1109/1C-
ME. 2008. 4607425 ]

Kheddar H, Bouzid M and Megias D. 2019. Piich and Fourier magnitude
based steganography for hiding 2.4 kbps MELP bitstream. IET Sig-
nal Processing, 13 (3): 396-407 [ DOI. 10. 1049/iet-spr. 2018.
5339]

Kim Y, Duric Z and Richards D. 2007. Modified matrix encoding tech-
nique for minimal distortion steganography//Proceedings of the 8th
International Workshop on Information Hiding. Alexandria, USA:
Springer: 314-327 [ DOI. 10.1007/978-3-540-741244_21 ]

Kin-Cleaves C and Ker A D. 2018. Adaptive steganography in the noisy
channel with dual-syndrome trellis codes//Proceedings of 2018
IEEE International Workshop on Information Forensics and Security.
Hong Kong, China: IEEE. 1-7 [ DOI. 10. 1109/ WIFS. 2018.
8630779 ]

Kohler O M, Pasquini C and Boshme R. 2017. On the statistical proper-
ties of syndrome trellis coding//Proceedings of the 16th International
Workshop on Digital Watermarking. Magdeburg, Germany: Springer:
331-346 [ DOI: 10.1007/978-3-319-64185-0_25 ]

Kohls K, Holz T, Kolossa D and Popper C. 2016. SkypeLine: robust
hidden data transmission for VolP//Proceedings of the 11th ACM on
Asia Conference on Computer and Communications Security. Xi’an,
China: ACM: 877-888 [ DOI: 10. 1145/2897845.2897913 ]

Lee IS and Tsai W H. 2010. A new approach to covert communication
via PDF files. Signal Processing, 90 (2): 557-565 [ DOI. 10.
1016/j. sigpro. 2009.07. 022 ]

LiLC, Yao Y Z, Zhang X Y, Zhang W M and Yu N H. 2020. Video
steganography based on modification probability transformation and
non-additive embedding distortion. Journal of Electronics and Infor-
mation Technology, 42(10) ; 23572364 (ZHKEE, Whim, K%
A, BRI, ATHEIE. 2020, HE T B BOBE A SN AR Ik R A
REMUIBASE Ik, BT 5E B2, 42(10) : 2357-2364)
[ DOI: 10.11999/JEIT200001 ]

Li M D, Mu K, Zhong P, Wen J and Xue Y M. 2019. Generating steg-
anographic image description by dynamic synonym substitution. Sig-
nal Processing, 164 193-201 [ DOI; 10. 1016/j. sigpro. 2019. 06.
014]

Li S B, Wang L R, Liu P and Huang Y F. 2016. A HEVC information
hiding approach based on motion vection space encoding. Chinese
Journal of Computers, 39 (7): 1450-1463 (Z=hsik, L%, X
M5, Bk, 2016, —FhEETH2E 3K 25 [M 9T HEVC (58
BB . AL, 39(7) ¢ 1450-1463) [ DOI: 10. 11897/
SP. J.1016.2016.01450 ]

Li W X, Chen K J, Zhang W M, Zhou H, Wang Y F and Yu N H.
2020a. JPEG steganography with estimated side-information. IEEE
Transactions on Circuits and Systems for Video Technology, 30(7) :
2288-2294 [ DOI: 10.1109/TCSVT.2019.2925118 ]

Li W X, Zhang W M, Chen K J, Zhou W B and Yu N H. 2018. Defi-
ning joint distortion for JPEG steganography//Proceedings of the 6th
ACM Workshop on Information Hiding and Multimedia Security.
Innsbruck, Austria; ACM: 5-16 [ DOI. 10. 1145/3206004.
3206008 ]

Li W X, Zhang W M, Li L, Zhou H and Yu N H. 2020b. Designing
near-optimal steganographic codes in practice based on polar codes.
IEEE Transactions on Communications, 68 (7) : 3948-3962 [ DOI.
10. 1109/ TCOMM. 2020. 2982624 |

Li Y and Wang H X. 2019. Robust H. 264/AVC video watermarking
without intra distortion drift. Multimedia Tools and Applications,
78(7) : 8535-8557 [ DOI: 10.1007/s11042-018-6942-0 ]

1937



1938

PEEREEF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol. 27 ,No.6,Jun. 2022

Liao X, Yu Y B, Li B, Li Z P and Qin Z. 2020. A new payload parti-
tion strategy in color image steganography. IEEE Transactions on
Circuits and Systems for Video Technology, 30 (3): 685-696
[DOI: 10.1109/TCSVT. 2019. 2896270 ]

Liu J D, Li Z H, Jiang X H and Zhang Z Z. 2021. A high-performance
CNN-applied HEVC steganography based on diamond-coded PU par-
tition modes. IEEE Transactions on Multimedia: #3075858 [ DOI:
10. 1109/TMM. 2021. 3075858 ]

Liu Y J, Sun X M and Luo G. 2006. A novel information hiding algo-
rithm based on structure of PDF document. Computer Engineering,
32(17): 230232 (XA 4k, FNEW], B H. 2006. —Fhof 5
T PDF SCRYSSF A9 15 SRR 1. THTHLT AR, 32(17) : 230-
232) [DOI: 10.3969/j. issn. 1000-3428.2006. 17. 081 ]

Liu Y L, Sun X M and Wu Y. 2005. A natural language watermarking
based on Chinese syntax//Proceedings of the 1st International Con-
ference on Natural Computation. Changsha, China: Springer: 958-
961 [ DOI; 10.1007/11539902_119 ]

Liu Y X, Hu M S, Ma X J and Zhao H G. 2015. A new robust data hid-
ing method for H. 264/AVC without Intra-frame distortion drift.
Neurocomputing, 151(3) : 1076-1085 [ DOI: 10. 1016/j. neucom.
2014.03.089]

LiuY X, LiZT, Ma X J and Liu J. 2013. A robust data hiding algo-
rithm for H. 264/AVC video streams. Journal of Systems and Soft-
ware, 86(8) : 2174-2183 [ DOI: 10.1016/j. jss. 2013.03. 101 ]

Lu W, Zhang J H, Zhao X F, Zhang W M and Huang J W. 2021.
Secure robust JPEG Steganography based on autoencoder with adap-
tive BCH encoding. IEEE Transactions on Circuits and Systems for
Video Technology, 31 (7): 29092922 [ DOI. 10. 1109/TCSVT.
2020. 3027843 ]

Lu Y B, Zhai L M and Wang L N. 2020. Designing non-additive distor-
tions for JPEG steganography based on blocking artifacts reduction//
Proceedings of the 18th International Workshop on Digital Water-
marking. Chengdu, China: Springer: 268-280 [ DOI. 10. 1007/
978-3-03043575-2_23 ]

Luo X Y, Li Y X, Chang H W, Liu C, Milanfar P and Yang F. 2021.
DVMark: a deep multiscale framework for video watermarking
[EB/OL]. [2021-11-30 ]. https://arxiv. org/pdf/2104. 12734.
pdf

Luo Y B, Huang Y F, Li F F and Chang C C. 2016. Text steganography
based on Ci-poetry generation using Markov chain model. KSII
Transactions on Internet and Information Systems, 10(9) . 4568-
4584 [ DOI. 10.3837/tiis. 2016.09.029 ]

Ma S, Zhao X F and Liu Y Q. 2019. Adaptive spatial steganography
based on adversarial examples. Multimedia Tools and Applications,
78(22) : 32503-32522 [ DOI: 10.1007/s11042-019-07994-3 ]

Ma X J, LiZT, Tu H and Zhang B C. 2010. A data hiding algorithm for
H.264/AVC video streams without intra-frame distortion drift. IEEE
Transactions on Circuits and Systems for Video Technology,

20(10) : 1320-1330 [ DOI: 10. 1109/TCSVT. 2010. 2070950 ]

Mazurczyk W, Kara§ M, Szezypiorski K and Janicki A. 2016.
YouSkyde: information hiding for Skype video traffic. Multimedia
Tools and Applications, 75(21) : 13521-13540 [ DOI. 10. 1007/
s11042-015-27400 ]

Mazurczyk W and Szezypiorski K. 2008. Steganography of VoIP
streams//Proceedings of OTM Confederated International Confer-
ences On the Move to Meaningful Internet Systems. Berlin, Heidel-
berg: Springer: 1001-1018

Miao H B, Huang L S, Chen Z L, Yang W and Al-hawbani A. 2012. A
new scheme for covert communication via 3G encoded speech. Com-
puters and Electrical Engineering, 38 (6) : 1490-1501 [ DOI: 10.
1016/j. compeleceng. 2012. 05. 003 |

Mielikainen J. 2006. LSB matching revisited. IEEE Signal Processing
Letters, 13(5) : 285-287 [ DOI; 10. 1109/LSP. 2006. 870357 ]

Mo H X, Song T T, Chen B L, Luo W Q and Huang J W. 2019. Enhan-
cing JPEG steganography using iterative adversarial examples//Pro-
ceedings of 2019 IEEE International Workshop on Information
Forensics and Security. Delft, the Netherlands: IEEE: 1-6 [ DOI.
10. 1109/ WIFS47025.2019. 9035101 ]

Mo X B, Tan S Q, Li B and Huang J] W. 2021. MCTSteg: a Monte
Carlo tree search-based reinforcement learning framework for univer-
sal non-additive steganography. IEEE Transactions on Information
Forensics and Security, 16: 4306-4320 [ DOI. 10. 1109/TIFS.
2021.3104140]

Mufioz A, Gallardo J C and Alvarez T A. 2010. Improving N-Gram lin-
guistic steganography based on templates//Proceedings of 2010
International Conference on Security and Cryptography. Athens,
Greece: IEEE; 1-4

Munuera C. 2007. Steganography and error-correcting codes. Signal Pro-
cessing, 87(6): 1528-1533 [ DOI. 10. 1016/j. sigpro. 2006. 12.
008 ]

Mustafayeva E, Huseynova G and Gasimov V. 2019. Implementing cov-
ert channels to transfer hidden information over whatsapp on mobile
phones. International Journal of Engineering and Applied Sciences
(IJEAS), 6(2): 3235

Nakajima T V and Ker A D. 2020. The syndrome-trellis sampler for gen-
erative steganography//Proceedings of 2020 IEEE International
Workshop on Information Forensics and Security. New York, USA .
IEEE: 1-6 [ DOI: 10. 1109/ WIFS49906. 2020. 9360885 ]

Nie Q K, Xu X B, Feng B W and Zhang L. Y. 2018. Defining embed-
ding distortion for intra prediction mode-based video steganography.
Computers, Materials and Continua, 55 (1): 59-70 [ DOI. 10.
3970/ cme. 2018. 055. 059 |

Pal D, Goswami A, Chowdhury S and Ghoshal N. 2021. A novel high-
density multilayered audio steganography technique in hybrid
domain//Bhattacharjee D, Kole D K, Dey N, Basu S and Plewc-
zynski D, eds. Proceedings of International Conference on Frontiers
in Computing and Systems.

721-730 [ DOI: 10.1007/978-981-15-7834-2 ]

Singapore, Singapore: Springer:



KEHE, ERE, =, FEE, BER, FReIL, =54, KilE, aees

$27%E /55601 /2022 F6 B

SEERSHRERE

Qiao T, Wang S, Luo X Y and Zhu Z Q. 2021. Robust steganography
resisting JPEG compression by improving selection of cover element.
Signal Processing, 183 #108048 [ DOI; 10. 1016/]. sigpro. 2021.
108048 |

Qin X H, Li B and Huang J W. 2019. A new spatial steganographic
scheme by modeling image residuals with multivariate Gaussian mod-
el//Proceedings of 2019 IEEE International Conference on Acous-
tics, Speech and Signal Processing. Brighton, UK: IEEE: 2617-
2621 [ DOI: 10.1109/ICASSP. 2019. 8682688 |

Qin X H, Tan S Q, Tang W X, Li B and Huang J W. 2021. Image steg-
anography based on iterative adversarial perturbations onto a syn-
chronized-directions sub-image//Proceedings of 2021 IEEE Interna-
tional Conference on Acoustics, Speech and Signal Processing.
Toronto, Canada: TEEE: 2705-2709 [ DOI. 10. 1109/1C-
ASSP39728.2021. 9414055 ]

Ren YZ, YangHY, Wu H X, Tu W P and Wang L N. 2019. A secure
AMR fixed codebook steganographic scheme based on pulse distribu-
tion model. TEEE Transactions on Information Forensics and Security,
14(10) : 2649-2661 [ DOI: 10. 1109/TIFS. 2019. 2905760 ]

Ren Y Z, Zheng W M and Wang L. N. 2018. SILK steganography scheme
based on the distribution of LSF parameter//Proceedings of 2018
Asia-Pacific Signal and Information Processing Association Annual
Summit and Conference. Honolulu, USA: IEEE: 539-548 [ DOI.
10.23919/APSIPA. 2018. 8659509 |

Ren Y Z, Zhong S, Tu W P, Yang H'Y and Wang L N. 2021. A SILK
adaptive steganographic scheme based on minimizing distortion in
pitch domain. IETE Technical Review, 38(1): 46-55 [ DOI. 10.
1080/02564602. 2020. 1757520 |

Sachnev V, Kim H J and Zhang R Y. 2009. Less detectable JPEG steg-
anography method based on heuristic optimization and BCH syn-
drome coding//Proceedings of the 11th ACM Workshop on Multime-
dia and Security. Princeton, USA: ACM: 131-140 [ DOI. 10.
1145/1597817. 1597841 ]

Saenger J, Mazurczyk W, Keller J and Caviglione L. 2020. VolP net-
work covert channels to enhance privacy and information sharing.
Future Generation Computer Systems, 111: 96-106 [ DOI. 10.
1016/j. future. 2020. 04. 032 ]

Schinfeld D and Winkler A. 2006. Embedding with syndrome coding
based on BCH codes//Proceedings of the 8th Workshop on Multime-
dia and Security. Geneva, Switzerland; ACM: 214-223 [ DOI. 10.
1145/1161366. 1161405 ]

Shahadi H I, Kod M S, Qasem B and Farhan H R. 2021. Real-time
scheme for covert communication based VolP. Journal of Physics:
Conference Series, 1997 #012020 [ DOI. 10. 1088/1742-6596/
1997/1/012020 ]

Shanableh T. 2018. Altering split decisions of coding units for message
embedding in HEVC. Multimedia Tools and Applications, 77(7) :
8939-8953 [ DOI: 10.1007/s11042-017-4787-6 ]

Sharifzadeh M, Aloraini M and Schonfeld D. 2019. Quantized Gaussian

embedding steganography//Proceedings of 2019 IEEE International
Conference on Acoustics, Speech and Signal Processing. Brighton,
UK. IEEE: 2637-2641 [ DOI. 10.1109/ICASSP. 2019. 8682757 |

Shen J M, Ji H and Han J W. 2020. Near-imperceptible neural linguistic
steganography via self-adjusting arithmetic coding//Proceedings of
2020 Conference on Empirical Methods in Natural Language Process-
ing. [s. 1. ]: Association for Computational Linguistics: 303-313
[ DOI: 10.18653/v1/2020. emnlp-main. 22 ]

Song T T, Liu M L, Luo W Q and Zheng P J. 2021. Enhancing image
steganography via stego generation and selection//Proceedings of
2021 IEEE International Conference on Acoustics, Speech and Sig-
nal Processing. Toronto, Canada: IEEE: 2695-2699 [ DOI. 10.
1109/1CASSP39728.2021. 9414723 ]

Su W K, NiJ Q, Hu X L and Fridrich J. 2021. Image steganography with
symmetric embedding using Gaussian Markov random field model.
IEEE Transactions on Circuits and Systems for Video Technology,
31(3): 1001-1015 [ DOI: 10.1109/TCSVT. 2020. 3001122 ]

Su W K, NiJ Q, Hu X L and Huang ] W. 2022. New design paradigm
of distortion cost function for efficient JPEG steganography. Signal
Processing, 190 #108319 [ DOI; 10.1016/]. sigpro. 2021. 108319 ]

SuW K, NiJQ, Li X H and Shi Y Q. 2018. A new distortion function
design for JPEG steganography using the generalized uniform embed-
ding strategy. IEEE Transactions on Circuits and Systems for Video
Technology, 28(12) ; 3545-3549 [ DOI. 10. 1109/TCSVT. 2018.
2865537 ]

SuY T, Zhang C Q and Zhang C T. 2011. A video steganalytic algorithm
against motion-vector-based steganography. Signal Processing,
91(8): 1901-1909 [ DOI: 10.1016/]. sigpro.2011.02.012]

Sun X H, Wang K X and Li S J. 2021. Audio steganography with less
modification to the optimal matching CNV-QIM path with the mini-
mal hamming distance expected value to a secret. Multimedia Sys-
tems, 27(3) : 341-352 [ DOI; 10.1007/500530-021-00790-w ]

Taburet T, Bas P, Fridrich J and Sawaya W. 2019b. Computing depend-
encies between DCT coefficients for natural steganography in JPEG
domain//Proceedings of ACM Workshop on Information Hiding and
Multimedia Security. Paris, France: ACM. 57-62 [ DOI. 10.
1145/3335203. 3335715 ]

Taburet T, Bas P, Sawaya W and Cogranne R. 2020. JPEG steganogra-
phy and synchronization of DCT coefficients for a given development
pipeline//Proceedings of 2020 ACM Workshop on Information Hid-
ing and Multimedia Security. Denver, USA: ACM: 139-149 [ DOI.
10. 1145/3369412. 3395074 ]

Taburet T, Bas P, Sawaya W and Fridrich J. 2019a. A natural steganog-
raphy embedding scheme dedicated to color sensors in the JPEG
domain//Proceedings of Electronic Imaging: Media Watermarking,
Security, and Forensics. Springfield: Society for Imaging Science
and Technology: #542 [ DOI: 10.2352/ISSN. 2470-1173.2019. 5.
MWSF-542 ]

Taburet T, Bas P, Sawaya W and Fridrich J. 2021. Natural steganogra-

1939



1940

PEEREEF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol. 27 ,No.6,Jun. 2022

phy in JPEG domain with a linear development pipeline. IEEE
Transactions on Information Forensics and Security, 16: 173-186
[ DOI; 10. 1109/ TIFS. 2020. 3007354 ]

Tang G M, Jiang M M and Sun Y. 2019. Adaptive color image steganog-
raphy based on dynamic distortion modification. Journal of Electron-
ics and Information Technology, 41(3): 656-665 (i7Y:H, M
W, P2 2019, R ELARMY A SRR HE R AR RS
. M 5 1E B, 41(3): 656-665) [ DOI: 10. 11999/
JEIT180388 ]

Tang W X, Li B, Bani M, Li J and Huang J W. 2021. An automatic
cost learning framework for image steganography using deep rein-
forcement learning. IEEE Transactions on Information Forensics and
Security, 16: 952-967 [ DOI: 10. 1109/TIFS. 2020. 3025438 ]

Tang W X, Li B, Tan S Q, Barni M and Huang J W. 2019. CNN-based
adversarial embedding for image steganography. IEEE Transactions
on Information Forensics and Security, 14 (8): 2074-2087 [ DOI.
10. 1109/TIFS. 2019. 2891237 |

Tang W X, Tan S Q, Li B and Huang J] W. 2017. Automatic stegano-
graphic distortion learning using a generative adversarial network.
IEEE Signal Processing Letters, 24 (10): 1547-1551 [ DOI. 10.
1109/1.8P.2017. 2745572 ]

Tao J Y, Li S, Zhang X P and Wang Z C. 2019. Towards robust image
steganography. IEEE Transactions on Circuits and Systems for Video
Technology, 29 (2): 594-600 [ DOI. 10. 1109/TCSVT. 2018.
2881118]

Tian H, Sun J, Chang C C, Qin J and Chen Y H. 2017. Hiding infor-
mation into voice-over-IP streams using adaptive bitrate modulation.
IEEE Communications Letters, 21(4): 749-752 [ DOI. 10. 1109/
LCOMM. 2017.2659718 ]

Ueoka H, Murawaki Y and Kurohashi S. 2021. Frustratingly easy edit-
based linguistic steganography with a masked language model//Pro-
ceedings of 2021 Conference of the North American Chapter of the
Association for Computational Linguistics: Human Language Tech-
nologies. [s.1l. ]: Association for Computational Linguistics [ DOI.
10. 18653/v1/2021. naacl-main. 433 ]

Wang C, Zhang W M, Liu J F and Yu N H. 2012. Fast matrix embed-
ding by matrix extending. IEEE Transactions on Information Foren-
sics and Security, 7 (1) : 346-350 [ DOI. 10. 1109/TIFS. 2011.
2164907 ]

Wang L N, Wang B, Zhai L M and Xu Y B. 2018. JPEG image steg-
anography based on side information estimation. Journal of South
China University of Technology ( Natural Science Edition) , 46(5) :
9-18 (Emifl, T, #AW], fr—I. 2018, HTiAfF QAT
4 JPEG PR RS Jr k. AR TR M ( HARRF M),
46(5): 9-15) [DOI: 10.3969/j. issn. 1000-565X. 2018. 05. 002 ]

Wang L N, Wang M J, Zhai L M and Ren Y Z. 2014. H.264/AVC vid-
eo steganalysis algorithm based on motion vector abnormal correla-
tion. Acta Electronica Sinica, 42(8) : 1457-1464 (Emifli, 2
7, BEW, RS, 2014, FETHIGHSR W) H. 264/AVC

BUBE) KBS o i k. LT A, 42(8) : 1457-1464)
[ DOI: 10.3969/j. issn. 0372-2112.2014. 08. 001 ]

Wang L N, Xu Y B, Zhai L M and Ren Y Z. 2017. An adaptive video
motion vector steganography based on macroblock complexity. Chi-
nese Journal of Computers, 40(5) : 1044-1056 ( EHMK, #H—ik,
HED], LIS, 2017, BT RRE BN A E MALE B R
RS PR, 40 (5): 1044-1056) [ DOL: 10.
11897/SP. J. 1016.2017. 01044 ]

Wang S Z, Zhang X P and Zhang K W. 2005. Digital Cryptography and
Cryptography Analysis: Information Warfare Technology in the Inter-
net Age. Beijing: Tsinghua University Press ( £, SKHTM8, 3k
TF3C. 2005. By 55 HE S 4 Br——TL 1% I I AQ A 15 B L
A AL R AL )

Wang Y, Cao Y and Zhao X F. 2021¢. Minimizing embedding impact for
H. 264 steganography by progressive trellis coding. TEEE Transac-
tions on Information Forensics and Security, 16: 333-345 [ DOI.
10. 1109/ TIFS. 2020. 3013523 |

Wang Y, Cao Y, Zhao X F, Zhou X J and Zhu M N. 2018a. Maintai-
ning rate-distortion optimization for IPM-based video steganography
by constructing isolated channels in HEVC//Proceedings of the 6th
ACM Workshop on Information Hiding and Multimedia Security.
Innsbruck, Austria: ACM: 97-107 [ DOI. 10. 1145/3206004.
3206020 ]

Wang Y F, Li W X, Zhang W M, Yu X Z, Liu K L and Yu N H.
2021a. BBC ++ : enhanced block boundary continuity on defining
non-additive distortion for JPEG steganography. IEEE Transactions
on Circuits and Systems for Video Technology, 31(5) : 20822088
[DOI: 10.1109/TCSVT. 2020. 3010554 ]

Wang Y F, Zhang W M, Li W X and Yu N H. 2021b. Non-additive cost
functions for JPEG steganography based on block boundary mainte-
nance. IEEE Transactions on Information Forensics and Security,
16 1117-1130 [ DOI; 10. 1109/TIFS. 2020. 3029908 ]

Wang Y F, Zhang W M, Li W X, Yu X Z and Yu N H. 2020. Non-
additive cost functions for color image steganography based on inter-
channel correlations and differences. IEEE Transactions on Informa-
tion Forensics and Security, 15 2081-2095 [ DOI; 10. 1109/TIFS.
2019. 2956590 ]

Wang Z C, Qian Z X, Zhang X P, Yang M and Ye D P. 2018b. On
improving distortion functions for JPEG steganography. IEEE Ac-
cess, 6: 74917-74930 [ DOI; 10.1109/ACCESS. 2018.2884198 ]

Wang Z C, Yin Z X and Zhang X P. 2019. Asymmetric distortion func-
tion for JPEG steganography using block artifact compensation.
International Journal of Digital Crime and Forensics, 11(1): 90-99
[ DOI: 10.4018/1JDCF. 2019010107

Wang Z C, Zhang X P and Qin C. 2018. Asymmetric distortion function
for spatial adaptive steganography. Journal of Applied Sciences,
36(5): 819-825 (LT3, 5KHMG, )1, 2018. AEXFFRAK H Y
AN RAS . RTIREEAR, 36(5) : 819-825) [ DOL: 10.
3969/j. issn. 0255-8297.2018.5.009 ]



KEHE, ERE, =, FEE, BER, FReIL, =54, KilE, aees

$27%E /55601 /2022 F6 B

SEERSHRERE

Wang Z C, Zhang X P and Yin Z X. 2016. Hybrid distortion function for
JPEG steganography. Journal of Electronic Imaging, 25 (5):
#050501 [ DOI: 10.1117/1. jei. 25.5.050501 ]

Wayner P. 1992. Mimic functions. Cryptologia, 16 (3 ). 193214
[DOI: 10.1080/0161-119291866883 ]

Wei Q D, Yin Z X, Wang Z C and Zhang X P. 2018. Distortion function
based on residual blocks for JPEG steganography. Multimedia Tools
and Applications, 77(14) : 17875-17888 [ DOI. 10.1007/s11042-
017-5053-7 ]

Westfeld A. 2001. F5—a steganographic algorithm//Proceedings of the
4th International Workshop on Information Hiding. Pittsburgh,
USA'; Springer: 289-302 [ DOI. 10. 1007/3-540-45496-9_21 ]

Wojtunt J and Piotrowski Z. 2021. Synchronization of acoustic signals for
steganographic transmission. Sensors, 21(10) . #3379 [ DOI. 10.
3390/521103379 ]

Wu J Q, Chen B L, Luo W Q and Fang Y M. 2020. Audio steganogra-
phy based on iterative adversarial attacks against convolutional neural
networks. IEEE Transactions on Information Forensics and Security,
15 2282-2294 [ DOI; 10. 1109/TIFS. 2019. 2963764 ]

Wu Z J, Yang W and Yang Y X. 2003. ABS-based speech information
hiding approach. Electronics Letters, 39 (22) : 1617-1619 [ DOI:
10. 1049/¢1:20030993 |

Xiao B, Huang Y F and Tang S Y. 2008. An approach to information
hiding in low bit-rate speech stream//Proceedings of 2008 TEEE
Global Telecommunications Conference. New Orleans, USA: IEEE .
1-5 [ DOI: 10.1109/GLOCOM. 2008. ECP. 375 ]

Xie P, Zhang H, You W K, Zhao X F, Yu J C and Ma Y. 2019. Adap-
tive VP8 steganography based on deblocking filtering//Proceedings
of ACM Workshop on Information Hiding and Multimedia Security.
Paris, France: ACM: 25-30 [ DOI. 10. 1145/3335203. 3335711 ]

Yan D Q, Wang R D and Zhang L G. 2011. A high capacity MP3 steg-
anography based on Huffman coding. Journal of Sichuan University
( Natural Science Edition) , 48(6) : 1281-1286 (/™ iiff, FikE,
S5, 2011, FF Huffman Zif% KA MP3 R B M. W
N2 (HABLEARRL) , 48 (6) : 1281-1286) [ DOI: 10.
3969/j. issn. 0490-6756.2011.06.011 ]

Yang G B, LiJJ, He Y L and Kang Z W. 2011. An information hiding
algorithm based on intra-prediction modes and matrix coding for H.
264/AVC video stream. AEU - International Journal of Electronics
and Communications, 65 (4): 331337 [ DOI: https://doi. org/
10.1016/j. aeue. 2010.03. 011 ]

Yang J and Li S B. 2018. An efficient information hiding method based
on motion vector space encoding for HEVC. Multimedia Tools and
Applications, 77(10) ; 11979-12001 [ DOI: 10. 1007/511042-017-
4844-1]

Yang J H, Ruan D Y, Huang ] W, Kang X G and Shi Y Q. 2020a. An
embedding cost learning framework using GAN. IEEE Transactions
on Information Forensics and Security, 15 839-851 [ DOI; 10.
1109/TIFS. 2019. 2922229 ]

Yang J H, Ruan D Y, Kang X G and Shi Y Q. 2019a. Towards automat-

ic embedding cost learning for JPEG steganography//Proceedings of
ACM Workshop on Information Hiding and Multimedia Security.
Paris, France: ACM: 37-46 [ DOI. 10.1145/3335203. 3335713 ]

Yang K, Yi X W, Zhao X F and Zhou L N. 2017. Adaptive MP3 steg-
anography using equal length entropy codes substitution//Proceed-
ings of the 16th International Workshop on Digital Watermarking.
Magdeburg, Germany: Springer: 202216 [ DOI: 10. 1007/978-3-
319-64185-0_16]

Yang Y Z, Wang Y T, Yi X W, Zhao X F and Ma Y. 2019b. Defining
joint embedding distortion for adaptive MP3 steganography//Pro-
ceedings of ACM Workshop on Information Hiding and Multimedia
Security. Paris, France: ACM: 1424 [ DOI. 10. 1145/3335203.
3335710]

Yang Z L, Gong BT, Li Y M, Yang J S, Hu Z W and Huang Y F.
2020c. Graph-Stega: semantic controllable steganographic text gen-
eration guided by knowledge graph [ EB/OL]. [ 2021-11-30 ].
https ;//arxiv. org/pdf/2006. 08339. pdf

Yang Z L, Guo X Q, Chen Z M, Huang Y F and Zhang Y J. 2019c.
RNN-Stega: linguistic steganography based on recurrent neural net-
works. IEEE Transactions on Information Forensics and Security,
14(5) : 1280-1295 [ DOI. 10. 1109/TIFS. 2018.2871746 ]

Yang Z L, Xiang L Y, Zhang S Y, Sun X M and Huang Y F. 2021.
Linguistic generative steganography with enhanced cognitive-imper-
ceptibility. IEEE Signal Processing Letters, 28: 409413 [ DOI;
10. 1109/LSP. 2021. 3058889 |

Yang Z L, Zhang P Y, Jiang M Y, Huang Y F and Zhang Y J. 2018.
RITS: real-time interactive text steganography based on automatic
dialogue model//Proceedings of the 4th International Conference on
Cloud Computing and Security. Haikou, China: Springer: 253-264
[ DOI: 10.1007/978-3-030-00012-7_24 ]

Yang Z L., Zhang SY, Hu Y T, HuZ W and Huang Y F. 2021. VAE-
Stega: linguistic steganography based on variational auto-encoder.
IEEE Transactions on Information Forensics and Security, 16 880-
895 [ DOI: 10.1109/TIFS. 2020. 3023279 ]

Yao Y Z, Zhang W M, Yu N H and Zhao X F. 2015. Defining embed-
ding distortion for motion vector-based video steganography. Multi-
media Tools and Applications, 74 (24) . 11163-11186 [ DOI. 10.
1007/511042-014-2223-8 |

Yi X W, Yang K, Zhao X F, Wang Y T and Yu H B. 2019. AHCM;
adaptive Huffman code mapping for audio steganography based on
psychoacoustic model. TEEE Transactions on Information Forensics
and Security, 14 (8): 22172231 [ DOI. 10. 1109/TIFS. 2019.
2895200 ]

You W K, Cao Y and Zhao X F. 2017. Information hiding using CAV-
LC: misconceptions and a detection strategy//Proceedings of the
16th International Workshop on Digital Watermarking. Magdeburg,
Germany : Springer; 187201 [ DOI; 10.1007/978-3-319-64185-0_
15]

Yu X Z, Chen K J, Wang Y F, Li W X, Zhang W M and Yu N H.

2020. Robust adaptive steganography based on generalized dither

1941



1942

PEEREEF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol. 27 ,No.6,Jun. 2022

modulation and expanded embedding domain. Signal Processing,
168 : #107343 [ DOI; 10.1016/j. sigpro. 2019. 107343 ]

Zha HY, Zhang W M, Qin C and Yu N H. 2019. Direct adversarial
attack on stego sandwiched between black boxes//Proceedings of
2019 IEEE International Conference on Image Processing. Taipei,
China: TEEE; 2284-2288 [ DOI. 10.1109/ICIP.2019. 8804415 ]

Zhang H, Cao Y and Zhao X F. 2016a. Motion vector-based video steg-
anography with preserved local optimality. Multimedia Tools and
Applications, 75(21) : 13503-13519 [ DOI; 10. 1007/s11042-015-
2743-x]

Zhang H, Cao Y, Zhao X F, Yu H B and Liu C J. 2017a. Data hiding
in H.264/AVC video files using the coded block pattern//Proceed-
ings of the 15th International Workshop on Digital Watermarking.
Beijing, China: Springer: 588-600 [ DOI. 10. 1007/978-3-319-
53465-7_44 ]

Zhang H, Cao Y, Zhao X F, Zhang W M and Yu N H. 2014. Video
steganography with perturbed macroblock partition//Proceedings of
the 2nd ACM Workshop on Information Hiding and Multimedia
Security. Salzburg, Austria; ACM. 115-122 [ DOI. 10. 1145/
2600918. 2600936 ]

Zhang K, Xu L, Cuesta-Infante A and Veeramachaneni K. 2019. Robust
invisible video watermarking with attention [ EB/OL]. [2021-11-
30]. https://arxiv. org/pdf/1909. 01285. pdf

Zhang S Y, Yang Z L, Yang J S and Huang Y F. 2021b. Linguistic
steganography : from symbolic space to semantic space. IEEE Signal
Processing Letters, 28 11-15 [ DOI. 10. 1109/LSP. 2020.
3042413]

Zhang S Y, Yang Z L, Yang J S and Huang Y F. 2021c. Provably
secure generative linguistic steganography//Proceedings of Findings
of the Association for Computational Linguistics. [s. 1. ]: Associa-
tion for Computational Linguistics [ DOI; 10. 18653/v1/2021. find-
ings-acl. 268 |

Zhang W M and Li S Q. 2008. A coding problem in steganography.
Designs, Codes and Cryptography, 46(1) ; 67-81 [ DOI. 10. 1007/
510623-007-91359 ]

Zhang W M, Liu J F, Wang X and Yu N H. 2010a. Generalization and
analysis of the paper folding method for steganography. IEEE Trans-
actions on Information Forensics and Security, 5 (4): 694-704
[ DOI: 10.1109/TIFS. 2010. 2065804 ]

Zhang W M, Zhang X P and Wang S Z. 2007a. A double layered “plus-
minus one” data embedding scheme. IEEE Signal Processing Let-
ters, 14(11) : 848-851 [ DOI; 10. 1109/LSP. 2007. 903255 ]

Zhang W M, Zhang X P and Wang S Z. 2008. Maximizing steganograph-
ic embedding efficiency by combining Hamming codes and wet paper
codes//Proceedings of the 10th International Workshop on Informa-
tion Hiding. Santa Barbara, USA. Springer: 60-71 [ DOI. 10.
1007/978-3-540-88961-8_5 |

Zhang W M, Zhang X P and Wang S Z. 2010b. Near-optimal codes for
information embedding in gray-scale signals. IEEE Transactions on

Information Theory, 56 (3): 1262-1270 [ DOI. 10. 1109/TIT.

2009. 2039087 ]

Zhang W M, Zhang Z, Zhang L L, Li HY and Yu N H. 2017b. Decom-
posing joint distortion for adaptive steganography. IEEE Transactions
on Circuits and Systems for Video Technology, 27(10) ; 22742280
[DOI: 10.1109/TCSVT. 2016.2587388 ]

Zhang X P. 2010. Efficient data hiding with plus-minus one or two.
IEEE Signal Processing Letters, 17(7) : 635-638 [ DOI. 10. 1109/
LSP.2010. 2049415 ]

Zhang X P and Wang S Z. 2006. Efficient steganographic embedding by
exploiting modification direction. IEEE Communications Letters,
10(11) : 781-783 [ DOI: 10. 1109/LCOMM. 2006. 060863 ]

Zhang Y, Luo X Y, Guo Y Q, Qin C and Liu F L. 2020a. Multiple
robustness enhancements for image adaptive steganography in lossy
channels. IEEE Transactions on Circuits and Systems for Video
Technology, 30 (8): 2750-2764 [ DOI. 10. 1109/TCSVT. 2019.
2923980 ]

Zhang Y, Luo X Y, Wang ] W, Guo Y Q and Liu F L. 2021a. Image
robust adaptive steganography adapted to lossy channels in open
social networks. Information Sciences, 564: 306-326 [ DOI. 10.
1016/j. ins. 2021.02. 058 ]

Zhang Y, Luo X Y, Wang J W, Yang C F and Liu F L. 2018b. A
robust image steganography method resistant to scaling and detec-
tion. Journal of Internet Technology, 19(2): 607-618 [ DOI. 10.
3966/160792642018031902029 ]

Zhang Y, Tuo X Y, Yang C F, Ye D P and Liu F L. 2016b. A frame-
work of adaptive steganography resisting JPEG compression and
detection. Security and Communication Networks, 9 (15): 2957-
2971 [ DOI: 10.1002/sec. 1502 ]

Zhang Y, Luo XY, Zhu X D, Li Z'Y and Bors A G. 2020b. Enhancing
reliability and efficiency for real-time robust adaptive steganography
using cyclic redundancy check codes. Journal of Real-Time Image
Processing, 17(1): 115-123 [ DOI. 10. 1007/s11554-019-00905-
7]

Zhang Y, Zhu X D, Qin C, Yang C F and Luo X Y. 2018c. Dither
modulation based adaptive steganography resisting JPEG compression
and statistic detection. Multimedia Tools and Applications,
77(14) : 17913-17935 [ DOI: 10.1007/511042-017-4506-3 ]

Zhang Y W, Zhang W M, Chen K J, Liu J Y, Liu Y J and Yu N H.
2018a. Adversarial examples against deep neural network based
steganalysis//Proceedings of the 6th ACM Workshop on Information
Hiding and Multimedia Security. Innsbruck, Austria; ACM; 67-72
[ DOI: 10.1145/3206004. 3206012 ]

Zhang Z Y, Yi X W and Zhao X F. 2020c. An AAC steganography
scheme for adaptive embedding with distortion minimization model.
Multimedia Tools and Applications, 79 (37) : 27777-27790 [ DOI.
10. 1007/s11042-020-09344-0 |

Zhao Z 7, Guan Q X, Zhang H and Zhao X F. 2019. Improving the
robustness of adaptive steganographic algorithms based on transport
channel matching. IEEE Transactions on Information Forensics and

Security, 14 (7). 1843-1856 [ DOI. 10. 1109/TIFS. 2018.



KEHE, ERE, =, FEE, BER, FReIL, =54, KilE, aees

Fo7H /FE6HI /202256 A SHREREMREHRE
2885438 ] Ziegler ZM, Deng Y T and Rush A M. 2019. Neural linguistic steganog-

Zhao Z 7., Guan Q X and Zhao X F. 2016. Constructing near-optimal
double-layered syndrome-trellis codes for spatial steganography//
Proceedings of the 4th ACM Workshop on Information Hiding and
Multimedia Security. Vigo, Spain: ACM. 139-148 [ DOI. 10.
1145,/2909827. 2930802 ]

Zhong S P, Cheng X Q and Chen T R. 2007. Data hiding in a kind of
PDF texts for secret communication. International Journal of Network
Security, 4(1): 1726

Zhong Z Y, Guo Y H and Xu G A. 2012. Digital watermarking algorithm
based on structure of PDF document. Journal of Computer Applica-
tions, 32(10) ; 27762778, 2782 (#ifiF e, FRMeE | 1k ¥ &.
2012, JEF PDF SCR &5 49 (9 207 K BV . B AL A,
32(10) . 2776-2778, 2782) [ DOI. 10. 3724/SP. J. 1087. 2012.
02776 ]

Zhou W B, Zhang W M and Yu N H. 2017. A new rule for cost reassign-
ment in adaptive steganography. IEEE Transactions on Information
Forensics and Security, 12 (11): 26542667 [ DOI. 10. 1109/
TIFS.2017.2718480 ]

Zhou X J, Peng W L, Yang BY, Wen J, Xue Y M and Zhong P. 2021.
Linguistic steganography based on adaptive probability distribution.
[J/OL]. [2021-11-30]. IEEE Transactions on Dependable and
Secure  Computing, https://leeexplore. ieee. org/document/
9430708 [ DOI: 10.1109/TDSC. 2021. 3079957 |

Zhou Z L, MuY, Zhao NS, Wu Q M J and Yang C N. 2016. Coverless
information hiding method based on multi-keywords//Proceedings of
the 2nd International conference on cloud computing and security.
Nanjing, China: Springer: 39-47 [ DOI. 10. 1007/978-3-319-
48671-0_4]

Zhu B L and Ni J Q. 2018. Uniform embedding for efficient steganogra-
phy of H. 264 video//Proceedings of the 25th IEEE International
Conference on Image Processing. Athens, Greece: IEEE. 1678-
1682 [ DOI: 10.1109/1CIP.2018. 8451214 ]

Zhu LY, Luo X Y, Yang C F, Zhang Y and Liu F L. 2021a. Invari-
ances of JPEG-quantized DCT coefficients and their application in
robust image steganography. Signal Processing, 183 # 108015
[ DOI: 10.1016/j. sigpro. 2021. 108015 |

Zhu LY, Luo X Y, Zhang Y, Yang C F and Liu F L. 2021b. Inverse
interpolation and its application in robust image steganography [ J/
OL]. [2021-11-30]. IEEE Transactions on Circuits and Systems
for Video Technology, hitps://ieeexplore. ieee. org/document/
9521502 [ DOI: 10.1109/TCSVT. 2021.3107342 ]

raphy//Proceedings of 2019 Conference on Empirical Methods in
Natural Language Processing and the 9th International Joint Confer-
ence on Natural Language Processing. Hong Kong, China; Associa-

tion for Computational Linguistics [ DOI; 10. 18653/v1/D19-1115 ]

fEE '

SR, 1976 AR89 Bod, FEM 57 W)
HAF B RRS N TR L4,

E-mail ; zhangwm@ ustc. edu. cn

SHTIG AR 1R, B, B, EE VT 1
NEPWRER 2 N TR R 2 KEL
BLiN

E-mail ; zhangxinpeng@ fudan. edu. cn

FREE B, BT 0 2 ERE B e E R
B B K ED B BGIE R RE(S BAL B

E-mail ; hxwang@ scu. edu. cn

A, B, FEWET D5 1) Z ARG | 2k 4 (R
BB, E-mail ; libin@ szu. edu. cn

1EIEES o B ¥, FEM T ) R RN 24
E-mail : renyz@ whu. edu. cn

ZES= L S R s S PSR =N 8 S PN i 5 S
4, E-mail ; yangzl15@ mails. tsinghua. edu. cn

PRATYL, 55 Wt B0 50 07 1) 1R R B 5 N T %
o E-mail ; chenkj@ ustc. edu. cn

AR, 5 W, EEATR T A AR B RS AN TR AR
4>, E-mail ; liweixiang@ szu. edu. cn

ATREHF , 55, B4, R Ty I R RN A 24

E-mail ; ynh@ ustc. edu. cn

1943



