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Automatic generation of Chinese document watermarking fonts

Sun Shan, Zhang Weiming " , Fang Han, Yu Nenghai
1. School of Cyber Security, University of Science and Technology of China, Hefei 230027, China;

2. Key Laboratory of Electromagnetic Space Information, Chinese Academy of Sciences, Hefei 230027, China

Abstract: Objective The copyright protection has been the hotspot with the amount of digital documents increased dramat-
ically. In order to protect the document copyright and locate the source of the leaked document, watermarking technology
innovation for documents has been widely focused on. The protection can be realized via adding invisible digital watermark
information (e. g , device number, date, etc. ) to the document. To realize the traceability of document leakage, the
leaked source can be located by exiracting the watermark from the document once the watermarked document is leaked.
Meanwhile, the current watermarking technology can also act as a deterrent which effectively reduce the occurrence of the
leaking events. The current document watermarking methods can be divided into five categories: document structure based
methods, natural language processing based methods, grid pattern based methods, image based methods and font based

methods. Among them, the font based methods guarantee the best performance in the view of robustness and transparency.
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The main idea of such methods is representing the watermark information into the characteristics of the fonts (e. g., the
size, shape or brightness) while the modified fonts maintain the high visual consistency with the original one. The robust-
ness, transparency, capacity as well as the integrity can be achieved simultaneously. However, the existing font based
methods need to design the modification features manually, and cannot automatically generate the new fonts. For the
Chinese character system which contains a large number of characters, such methods will cause a labor cost workload and
severely less efficiency. To overcome such drawbacks, this research proposes an automatic font generation based robust doc-
ument watermarking scheme. Method The framework of such scheme is comprised of an end-to-end encoder-decoder struc-
ture automatic font generation network, a character selection embedder and a neural network based extractor. With the
designed font generation network, the deformed font library is further utilized for embedding the watermark generated auto-
matically. Meanwhile, a differentiable noise layer is complemented between the encoder and the decoder to simulate the
distortion process in order to realize the robustness against different distortions, so that the encoder can learn better features
to create the new font and the decoder can be trained to be adaptive to such distortions. This research designs a combined
noise layer that can effectively simulate the common distortions via the common distortions in digital transmission channels
(e. g , screenshots, scaling, Gaussian noise and JPEG compression) . The whole font generation network consists of four
parts: encoder, noise layer, decoder and adversarial recognizer. The encoder receives the watermark information and the
carrier character image to generate the encoded character image. The noise layer adds noise to the encoded image to gener-
ate the noisy image. In particular, several of six simulated noise layers (identity mapping layer, scaling layer, translation
layer, rotation layer, Gaussian noise layer and Gaussian blur layer) are randomly opted as a combined noise layer at each
iteraction. The decoder receives the noisy image and outputs the corresponding watermark label. The adversarial recognizer
tries to detect whether the current image is a carrier character image or an encoded one, which aids to improve the visual
quality of the generated font. The encoder provides training samples for the extractor to ensure better extraction perform-
ance, and the extractor guides the generation direction of encoder to create better character images. The two coordinated
modules make the generated font with higher visual quality and stronger robustness. Based on the well trained font genera-
tion, the network has generated the watermarked font library via feeding them with an original font library and different
watermark signal. Each character in the font library can corresponds to different perturbation, which can be decoded to dif-
ferent watermark signal further. Hence, based on the generated font library, the corresponding character in the codebook is
sorted out in the watermark embedding stage according to the current watermark information to replace the current character
in the input document. The watermark information can be embedded into the whole original document and generate the
watermarked document in this way. In the extraction stage, the whole document is firstly divided into some single character
images by character segmentation after receiving the distorted watermarked document transmitted with digital channel. Each
character is sent to the pre-trained decoder in the watermarking generation stage. The watermark information embedded in
the current character can be accurately extracted. The characters in the document undergo the transformation distortion from
digital signal to analog signal (A-D) process and from analog signal to digital signal (D-A) process, and the image quality
is greatly reduced in the context of the print-scan scene. Simultaneously, such process that contained various image attacks
cannot be accurately simulated by differentiable distortions, so the robustness against print-scanning distortions should be
considered as a target. To achieve such robustness, this proposal is a fine-tuning scheme for the extractor which can effec-
tively train the extractor to be adaptive to the print-scanning distortions. Specifically, the font generation model is fixed as a
pre-training network and a set of following documents are embedded with watermarks based on the pre-trained embedder.
The real print-scanning process is conducted on such documents to generate the distorted image library. Based on the dis-
torted image and its watermark, the decoder is fine-tuned to be adaptive to the distorted features further. The robustness
against print-scanning distortion can be achieved. Result This scheme embeds 252 bits of watermark into a real document
containing 252 Chinese characters in comparison of the visual quality and robustness with other document watermarking
methods. The results show that the peak signal to noise ratio (PSNR) , structural similarity (SSIM) and subjective quality
scores of the proposed scheme are higher with 11. 68 dB, 0.08 and 5. 8% respectively, demonstrating the qualified visual
quality of the proposed scheme. For the robustness, the watermark extraction rate of the scheme is 100% under the screen-

shot and scaling, and the performance under JPEG compression and Gaussian noise is approximately equivalent to that of



264

0 5

PEEREEF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol.27,No. 1,Jan. 2022

other methods. For the print-scan scene, the watermark extraction rates of the scheme in the font size of three, four, small

four and five are realized 2. 4% , 3.07% , 1.34% and 0. 02% , respectively. The qualified performance is achieved under

different mismatched printing and scanning qualities as well, which indicates that the scheme has higher robustness in resis-

ting the print-scanning distortions. Conclusion Compared with the existing Chinese character watermarking methods based

on the manually designed font library, the proposed scheme can automatically generate the tagged Chinese font library that

is similar to the target font visually, which effectively reduces the complexity of the font generation. The experimental

results show that the proposed document watermarking scheme has presented better visual quality and embedding capacity.

In addition, the proposed scheme maintains the strong robustness against digital editing channel as well as the print-scan-

ning channel. However, the scheme is not suitable yet for print-shooting and screen-shooting process at present. Future

research will be concentrated on how to design robust document watermarking schemes for these two scenes.

Key words: document watermarking; deep learning; Chinese font generation; anti digital distortion; anti print-scanning

distortion
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Table 2 Comparisons of embedding

capacity and visual quality
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Table 3 Questionnaire results of visual

quality of document watermarking
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R4 HFRETKEEIERIER
Table 4 Comparison of watermark extraction
rate under digital distortion
/%

FE1 k2 3 A
b 89.83  98.94 100 100
TR o =5 100 100 100 99. 80
TR o =10 100 100 100 99. 80
JPEG 45 Q=50 100 100 100 99. 21
JPEG JE45 Q=80 100 100 100 99. 80
L 50 67.37 100 100 100
4T 80 81.78 98.40 100 100
4L 200 100 100 100 100

E UL AR BT B A

3.5 SExHTEEf#G SRS BT

BEXTST N3 50 AN [R) 75 1 SO Y /K Bl i
BOSCR AT LU S5 2R IR 5 R, AR S5 1 O]
2% 1 KOs B A 500 W AT IR 3L 5 R
T ORIETT I 1 B RLRE R AR SO T i A AP I
0. 15 3% BT K EDAY $2 IO B AR T AR Ty
o MO A AP AT AR R T AT BN 41 4 7K BN R R
A E SR 2 T OO L BE B R — AP R B AR
N T ORUEE B AL 5 B 3T o, T SR e
PR, Tk 2 BKERBUSCRAE AR 75 4
B, AT I7IE 2, AR SO AR 75 W ORI 4T ED
N UK ENERBCR 2 Sl BT, J71k 3 RS
AFTERII 7 T B PR AR R, AR/ N5 TS5k
RNTF S IR BUT K ENE B, i sk
B, AR S SCRS K N5 A8 LA AS R B4
TS AEFTENI M 75 T ORI B

x5 HABGE TARFSHTEKERERER
Table 5 Comparison of watermark extraction rate of
different font sizes in print-scan scene
/%

] FEKN
Tri —
=5 Py NS Fik=2
Jrik 89. 41 95.76 82.20 88. 98
T2 96. 81 95.74 96. 28 96. 81
k3 96. 35 98. 44 59. 36 57. 81
AL 99,21 98. 81 97.62 96. 83

E UL AR B8 B A

WEA , AR SO XS AN [R] B 3T B 5 2 A o ok

117 28 ARBUSRXT L, SEBBEHT de i FH AT ED
A3 BEF 600 dpi 1 200 dpi F4HE 43 BE2. 400 dpi .
600 dpi, SCRY 75 R U5, K ED 4R BUK SR W2k 6 Br
o M 1 AT R RAT BN R/ R T SRl
dpi, MFHETLIE A T =A%, AR SOy %
PEBCRI A T S AR 4 T . FEFTEN R
91200 dpi 53 HERA 400 dpi (U ECE T4
PR, AT K ENR BUSCR B REAIS . 1T 7E
HAAZ XI5, A S K BN BCR A 7E 98% LA
o B S AR SR BB AR AR T BN AN A
SYFERORICEC RS LT, AT A 3 ROk,

F6 AEFIEREMAERESETH
CAKENR BNV R LR
Table 6 Comparison of watermark extraction
rate of different printing and scanning dpi
/%

FTER i/ 4 i (dpi)

ik
600/400  600/600 1 200/400 1 200/600
Tl 94. 68 95.76 92. 02 97. 34
Tk 2 89. 41 95.74 84. 32 91. 10
Jik3 92.19 98. 44 53.75 90. 63
A3 98. 02 98. 81 91. 67 98. 41

L A RS e L (L

3.6 EXF 5 RUE T EE ST K ED

KT B AEAS SCSCRY 7K BT v A i I AR S
IHEN AT RIS TF SR L, BT 3 #F
BT, 3 MDA AR USRS I # A R g 55 1L
LEFEE, I AKE G R E 12 Fis, Eh
B VTR T HIRTARE, 5 2 17 3R i A K Ep
JEFAE . NIRRT DU R T 5 K L Bl
TR EEIR T 5 J% A A SO AR AR LT 5 PR
K ER A TS T R4 py 0o B, FRAT ik
JKERSRISE B I 1207 R IR B R &M

4 % it

I SCRA R BB AR, al UK SO A it 2 Sk F
A RGRER B H AT B9 o SO K BN IR AF AR S 2%
JERS R ANBE A SRR R A, DR, AN SR
T 0L T A — R A 2 R 45 1) L Bl AR B S
(9 SCR K BRI FE v, o 2R R 24 i A H
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Fig. 12 Comparison of document visual quality of different handwritten fonts before and after embedding watermark

((a) font HYXuSongJ; (b) font HYZhaoLiYing]; (c¢) font HYZhongQiShan])
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