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slight modification of the elements on the cover images without causing suspicion of the steganalysis. Security is capable to
embed the secret message with minimal distortion via syndrome-trellis codes (STC) , steganographic polar codes (SPC) or
optimal analogue embedding. The embedding rate and loss function is demonstrated. The initial symmetric distortions func-
tion assigns the same cost for the modification of pixel values +1. Some adapting methods on top of symmetric distortion
have also been generated, demonstrating the effectiveness of asymmetric distortion steganography for improving stegano-
graphic security. To improve steganography security, the prompted guidance of the adjustment of the initial cost and previ-
ous work has proved that the quantization error information provided via image downsampling used as auxiliary information
Steganography does not have the original image before downsampling in many real scenes. For computer vision, super-reso-
lution tasks are rapidly evolving, which can end-to-end generate high-resolution images corresponding to low-resolution ima-
ges. In order to get the high-resolution images before downsampling based on the downsampled side information, this
research has proposed a steganography based on super-resolution networks for estimating side information of spatial domain
images. The unique side information provided by the estimated high-resolution images in the downsampling process can
effectively improve steganography security excluding high scaling. Method Based on the initial side information steganogra-
phy method, the steganographer cover for embedding is obtained via various image processing processes in common, such as
the downsampling process involved. A pre-cover downsampling image has been called for obtained cover. This research has
briefly proposed some relevant super-resolution networks to assess the quality of the resulting image via peak signal to noise
ratio (PSNR) and polarity estimation correctness initially. The network that can make the largest contribution to steno-
graphic security is opted for the first step of estimating the side information, i. e. , generating a high-resolution precover
image. Current side information estimated steganography methods in the context of JPEG image steganography has derived
their side information from the quantization error generated in the JPEG compression process. The cost effective strategy
uses the degradation model of the original side information steganography, i. e. , the solo polarity of the error is considered
without the magnitude of the error. The modification cost of the pixel points is in the same scale. The current loss function
in the spatial domain is used to obtain the cost of modification for each pixel. The image form with the same resolution as
the cover is acquired via floating-point precision of the pre-cover downsampling. Based on the initial cost, the differentiation
amongst the corresponding pixels is used to guide the modification of the pixels to achieve asymmetric distortion adjustment.
A steganographic framework for side information has been estimated in spatial domain images based on super-resolution net-
works. Result The initial demonstration compare the degree of improvement in steganographic security for side information
estimated based on various super-resolution networks. The residual channel attention network (RCAN) with a scaling of 2
as the side information estimating network model is illustrated at last. The optimal cost adjustment coefficients is experimen-
tally obtained at different embedding rates. Three databases including break our steganographic system (BOSSBase) , break
our watermarking system 2 ( BOWS2) and mixed resized never-compressed (MRNC) and two initial distortion functions in
the context of high-pass, low-pass, and low-pass ( HILL) and unlversal wavelet relative distortion for the spatial ( SUNI-
WARD) are used to test the security of the demonstrated method against manual feature and network steganalysis. In terms
of cross-database steganographic security, such as BOWS2, the security method is significantly improved against spatial
rich model (SRM) and steganalysis residual network (SRNet) steganalysis compared with the original method HILL. When
the embedding rate is 0. 5 bit/pixel, the demonstrated method improves 6. 67% and 6.9% , respectively. The embedding
rate is 0. 1 bit/pixel based on the improvement of 1. 74% and 5. 8% each. Meanwhile, this analysis improves 4. 04% and
4.0% , respectively, over the two traditional steganography methods on cover images set that are not directly derived from
the downsampling process. The difference has been shown and the original side information steganography is compared on
the training set cover in terms of steganographic security and modification point distribution. Both side information estimated
steganography and original side information steganography greatly improve steganographic security, but their modification
modes are different. The initial distortion is calculated with the HILL and the embedding rate is 0. 1 bit/pixel in particular.
The security of the proposed method exceeds that of original side information steganography method by 1. 08% against SRM
steganalysis. The embedding rate is 0. 5 bit/pixel. The security of the proposed method exceeds that of original side infor-
mation steganography by 0. 6% against SRNet steganalysis. It is illustrated that the analyzed method has its priority on the

steganography of initial side information steganography in some cases. Conclusion The estimated downsampled side infor-
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mation has been proposed first to adjust the initial cost of modified pixels in order to distinguish the modified loss of pixel

points in different directions for asymmetric distortion steganography. To obtain effective auxiliary information, a super-reso-

lution network to estimate the corresponding high-resolution image of the cover has been proposed simultaneously. The cost

adjustment integrated strategy is improving the steganographic security effectively. Compared with original side information

steganography, the research priority is that it can be widely applied to steganography of multi-sources cover images while

original side information steganography cannot be applied, i. e. ,

the original high-resolution image cannot be obtained, and

has a wider application scenario than original side information steganography. In addition, the research method can be

applied to the field of JPEG domain. Limitation there is still a certain gap based on the illustrated security method in most

scenarios where both methods can be applied. The estimated side information steganography method has been developing

more suitable network structures and cost modification strategies further.

Key words: steganography; side information estimation; super-resolution networks; downsampling; cost adjustment

0 3

][l

B 5 S — PP R i 5 B, T8 R o A8 e gk
T ERYTTR AR A TG A 5 (5 B, e 4k EEXT
PUFRE S AR I i e 7 KA £ ( Fridrich,2006)
IMER R GHELR R LI Z 2 RE R HE{ALTI:
STC ( syndrome-trellis codes) ( Filler 55,2011 ) il lz,%z"i
e 4k i SPC ( steganographic polar codes) ( Li %,
2020b) EI’J:LHIJL AR B X AT B PE 2R E R R, RS

RERSTE 20 e R AR T 20 VAR R e N AR
Fﬁu i/\[;% B U T2 BT ST TT 1) 2 A el 3 S A
42 PR AL

R H R BGE i AL UA EEEAMERER ApE U
RGO AIPSES S & 0 LW T & SR ¢y 1 i
Fa5 2600 T A B B R i s2 i SRR T 24k
UG A2 2% R = (8] 9 AR 2R B (Wang 5,2016)
AR T2 R B 2k FL ek B v | el HU-
GO ( highly undetectable stego) ( Pevny 45,2010 ) .
WOW ( wavelet obtained weights) ( Holub #11 Fridrich,
2012) . SUNIWARD (universal wavelet relative distor-
tion for the spatial ) ( Holub #1 Fridrich,2013) , HILL
(high-pass, low-pass, and low-pass) (Li %§,2014) F
MVGG ( multivariate generalized Gaussian ) ( Sedighi
A4F,2015) o XEERH PRI R R IR AR £ 1 &
BURT T AHAF 2R L FRZ X FRR Ho ki K, HA7E
PRSI T, T AR R A AR e R + 1
-1 BECR A RZ S —

Mgt BRSO i T A H BBk R L

B g8t 1A RERY MR AL BIERATE | LEANTR RAE

ARG AIAT 10015 457 45 , T X 6 [ {5 b P et 7 o

AREIIE R s AR 22, AT DA B S O I IR
TP %4 . Denemark Ml Fridrich (2015 ) i it
AR 2242 R M5 B E Jrik, ik
BT, 1) FH 28R P 5 A oot 5 v 1 B 1 158 22 X W s O
ELHFAT IR R B e T A B 0 B R T

B 4K Denemark 1 Frldrlch(2015 YVIESE T F R
IR R AR HE AR B (5 BT A5 B RS A Rk
BRSPS 07 I A SRE S A It iR IEIT%,FJfU Li
S5 N (2020a) 7E JPEG Srh 32 Al fE B RS Jr
i, it JPEG R4 # A iy AR 22 JF A
HAE R B E BB G 2k B, R KR$ETH T JPEG
B 2,

SR H I 8 ARA BT X 2 Sk B 5 B Ak TRy R
Bk, A MIEA S JPEG FUSA TR, RAFAE JPEG
J—Qfﬁﬁﬁ (BJ2 R 2 B W R 2 th R IR R A

3B /INEE PRI R FH 8 53 98 2% (super reso-
lution, SR) H{ARIRI 2 WEAAE B, M- BER M H
P AR B (low resolution, LR) B KA H
B4 HE% (high resolution, HR) %, HME S 7E T,
—A~ LR EUEXTR T 24 HR BRI 2 —A A
TEEPERE, B TR ) R e L T 2R Ak
TR BE 2 2] 1Y 8 4 $F 2 )7 15, W1 SRResNet ( deep
residual network for image super resolution) , SRGAN
(generative adversarial network for image super resolu-
tion) ( Ledig 55,2017 ) ,EDSR ( enhanced deep super-
resolution) ( Lim %%, 2017 ) . RRDBNet ( residual in
residual dense block network ) , ESRGAN ( enhanced
networks )
(Wang % ,2018 ) 1l RCAN ( residual channel attention
networks ) ( Zhang 25,2018 ) 55 . A SCH| FH#E 43 PE%
P26t A HR 28 SRR SRS DATE R8RS B 1 R A

super-resolution generative adversarial



$F27E/518/2022F1 8

WX, EFES, FREL, KB, Aikkis
SINESHETRERENEGBEREITIRS

HR GRS 5 A 1% 22 005 L, DT ) B ) 0 2k L
SEIEAIRA

N T B AT RAEAGE R A I T £
ol 3 3 o0 24 R R 2R TL AR SR, (AT R —
S, ST BEARAE 55 A SR A BRI AR AN ], 4
W[5 W 1L (peak signal to noise ratio, PSNR) 4544
AR (structural similarity, SSIM) 4§, A8 3C X 43
TIAE BAGTHRES B4 I8, i XS 2 A
K RE S AR R, FREARTCIERE TSk 25 18 1E
TR IHLH 2% RCAN Az B 2404 (1 HR &%,
ZJ5 VAT RORRE FE T SR AE HR S5 31 5 2 ik BHR
6] 73 BER I 278 G RIR A 2R R TR 13
PRFNBI XS AR R A5 Z ) 22 B PR W AR 2R
V8] 5 1), X590 2 2 L LAAN [ ASL R R A o) o 4
FHAEXIPRREL, SEBR, F A SO ik TEAR T,
TP AR S T IR B 27 2] 1 B 5 3 M e i, A DX
TAEGMRRERS , RIGIR T T R5 %24k, 3
FEELERLLE LT G IR E R RS et

1 MEXIE

1.1 ZEHE®FEHRBERRS

Denemark F1 Fridrich(2015) 42 H JR G115 B &
B A AT R Y R AR BT 7R #
BAC S R A B AR 2% TR AT R 1 8
BRI R B RS R 8] BT, Skl
JBEE TR RAE AL AR S Sl EHG R a6 T (5 B RS

E X u=(u,,uy,,u,) N HR B FREZ G
AREACBE R BR R, x = (2,5, ,x,) HEILH]
SR RS Z (A, B x = round (u) , H A round ()
NE AP RE Gy = (y,,0,, 0, y,) WEEE
BERM, WIBHIRRR S v, WEIRZE e, =u, -
x,(le | <0.5,1<isn) P x, +1 FIPIIRKEpY |
Ell]

pi = (1 =2]e Dp™ 3 = x +sign(e))

(Sh-

y;, = x; —sign(e;)
(1)
A B FIFR EL R B S o TT LA AT
I FRR LR BT AAR B), p WA B 4R 34
HEREINEMAEXFRRE, H SI-A #RELA N
WIUG K FL R B IR LG IR B RS ik, 18 BRI

pi" = pY

PR AR BB UG AR R y, R T U
R ZEAE w, , 45 X AMEOR T 5N 2R B, T
FRE IR RS R T RS 0 R RIS

TERR AT 1 B L R vp X T A A4
#%¥(Pevny 5,2010) , 0 DL 3015 B0 445 21 19 & ok
RETTH X B R 7 ) 7 ) LA
pV FLA ITESR], R

() exp( - )\P,-(S])i)

T T exp(= 401+ exp(— Ap™)
(2)
K A RN
m = - 2"‘ (7 PV logym'™ + 7w log, T +
=
(1 =7 — 2 ) og, (1 — ™ =2l (3)

b, m SR AE BRI LR K B Filler Al Fridrich
(2010) HEBIE(3) A M B TE A b2 BB I 1Y
B LAAE AT AT N 45 7€ — N B AR S m, A o] LUdE i
BRI I E

L2 BOPHRME

AR S R 0 e R A T T A i [R) R ALt
g 1R AT BE R K S AR Y s o PR IR LLAR
FRARRL YR RAELAF B, FH LA B 70 B3 00 258 Al
TH HR PR S, HOC I 45 1) SR .

1) 3 T A2 X0 R0 2% 1 5 i 2 SRGAN
(Ledig %%,2017 ), SRGAN ffi Fi ¥ J& 5% 2 M 4%
SRResNet ( Ledig 55,2017 ) fF > A= s, i VGG
(Visual Geometry Group) %% ( Mahendran 1 Vedal-
di,2016) fE2F54% . o SRResNet DL {EAP-J7
%% (mean square error, MSE) &2k B pR AL HE1T 1
&, 7E PSNR 1 SSIM 4545 _E HA AR W L FH 19K 2L,
1M SRGAN H1 T AT US55 , A0 B 4 2 MRS
PO AR o LR A, TE I E A5 R B Sk

2) R AR EE R 22 M 2% EDSR (Lim %%,2017)
EDSR 7E SRResNet f43&Al - F<3a T hrifEfk)Z (batch
normalization, BN) . JRFTE F#E RS S511H
PR B U Y oA AT 55 ( et EHR U] L H ARSI )
A DX - T B0 e R R R A, TS R
Tk — bR, 7 BN 2 EBEEREZ G
AR AAXHE, IFAF T IAE 5. X T A
(RTHI ] PSNR Y AT 55, bb 0 3 3% 232 R 2 BRI AT
%, Fd5 BN 20 &k ae il 4w R AN
BEIRE,

229



230

PEEREEF IR

JOURNAL OF IMAGE AND GRAPHICS

Vol.27,No. 1,Jan. 2022

3) TR Y T AR 0 BT ) 465 1) 35 B ESR-
GAN( Wang % 2018) . ESRGAN 7& SRGAN AYEAt |
BEXT R £ S5 BT R AR R R A T O 4R
HRE—k 22 AE R (residual in residual dense block,
RRDB) H4 225522 F e HEAH A5 45, TR] ISt 25 4
T A BN JZ; X PT M {52 RaGAN (relativistic aver-
age generative adversarial networks) %5 #J ( Jolicoeur-
Martineau,2018) , SRGAN H i 51 5 JH TAdi T4 A
P g PRI GIE HLSE H A SRR RIRERR T ESR-
GAN R G 2 il LS B R Dh i PR B OR
3 L A B R 2K, (TR Z TR VGG
FHIE, 2R ARBLR I SRR S USSR

4) BRPEFR 223M B 7 B S 4% RCAN( Zhang &5
2018) , fEHUNTE LR R A% A FIAFE b (5
TR AR L, T3k 2215 27 18 3 [R) B () 55 %
17, BEAG 1A B 22 I 245 (1 AR RE T 5[] A R R )
B M GBI 25, BT IVE B S th Tk 2 iR E
(residual in residual, RIR) Z5#4 , DA#4 & JF H R a8 A

YIZRRI4 . RIR Fh iR a%E e A ik o #2647 B 148
IR B 1 2 4 ) B ARNE R .
A PES 51 A\ 38 1 2 7 ( channel attention, CA)
B, E A DX AN () AR AESE S, 1 3 1 3 4]
RS [ i A, AN ER 22 U RS B DR AE B AE
P2 Sl , PR I 28 I SR

2 ETE8oPERMENTIHEGALE
2.1 ERXAHEEZ

ASCHFFE EE T R R T 5 B TRE
SFRR A B, T HE LR AN A 1, H o o PR R 4%
P SO R SN 25 s - w0 3R 2k BT AR R L
PREL A ZR75, b i fE A X A e { HILL, SUNI-
WARD/| ; b iR 2E MR B S8 AN 2EH, &
SCHI R R AR B YR AT MATLAB H B9 A5 o XL =

UCHR{ELPRER

N

O %4 (e
L7 SN LS e 1
ﬁ = ] 1010010111
ik B
[&”% i i%% JU%] Vs Y
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/
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Fig. 1 Framework for image side information estimation steganography based on super-resolution network

FRAE A 1Y 25 8 B85 86 315 BB S ( Dene-
mark Fl Fridrich,2015) f1 JPEG E& #9115 B AT
P55 (Li 5%,2020a) , R T2 BUEMG 0 7 BAk T
B fy 2k ELPRRE SR SIEp-A . & X = (1,0,
) MATHE HR WK 20t B R ARG & i fL Ui
G ZEAE, B 1 i8S RoR Al E i AR 25 R
e, =u, —x;o HTAETH TR ARG HEN, (15 51k
W2 e, AL SI-A —FEFRTIZEL -0.5,0.5] 19, 1fi
AR T ) AF X G 9 1) I 3 R /N ok U B 2% 5 Ak
31, BT LA SIEp-A HUR A G A1 22 A 1 1)
et B BVE S AR 25 07 1) — BU B L
J5 1] b W0 0 e AR [R) (0 8 48 R B0k I8/INZ T

T A6 T4 2, 7 280 % R 5 B 2 00 PR 45 1) i i R
&, 0

p

(SIEp) +
i

=7 'pEA) y; =, +sign(e;)

(4)

(SIEp) -
i

p =p y;, = x; — sign(e;)

A AR L e [0,1], RGN RAKR
B, BPEE X AR R LS, 8 0] LA STC ( Filler 4%,
2011) 8¢ SPC(Li % ,2020b) S $0ATTH B A2,
2.2 BoMERERE
2.2.1 EOPERML R TERE AR

FEFHPEATE AR VA AN 5] 1 48 43 PR N 245 25 44
X IR R A TR, 25 1 AR bR AT &
SR UGG = o PR EMR Z [ 1Y) PSNR {E, BJ
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P HERAT 55 il 3SR R 5 5 2 MR TRk
BR2E e, BIMCMERERfETTHI LU R, (Li 55, 2020a) ,
— kU, B Y PSNR AV RERAN T Pl A Bz i
SRR R EUR o DUT 2 5000 B B AN ZE R
D) YIZRFnm i, il RS SUss Y 3 4%
P& 4 , BOSSBase ( break our steganographic system )
1. 01(Bas %,2011) ,BOWS2 ( break our watermarking
system 2) ( Bas #1 Furon, 2007 ) Fl MRNC ( mixed
resized never-compressed ) ( Li %§,2015) , 4 40 &%
10 000 1512 x 512 1% % .10 000 1§ 512 x 512 18 %
18 000 i 768 x 768 15 K K &, EATX L
(1) T SRAEEIME 4R HT MATLAB oo () b5 7 X = K A
{HPRECIRAS, ] BOSSBase H iy G X R T R
AR 256 x 256 1R R KEAE M IIZRAETE T LR,
SRIGTE 3 A EE I B AT, TEARA 7 R 2
J, 7 IBERLIEEFE 1 000 17 A B2 PSNR Al

R, , AW PA 43 25 A PEfE

2)EERFGNT, 1 REET LR A 5C W 4%
3 ME G4 {H )7 1% ( Nearest ., Bilinear £ Bicubic ) 7F
2 %A 4 4% FRFEAE LAY HR ER 5 5 R ER 2
(] FY°F- 257 PSNR R, , B5C{E B o 78— i R B | e
AR HR G 5T f ihf . AT LUE 78 FoRFE L
ik 2, B R4 58 R s o ik 2 A5 IE AL E
RCAN JU-F- 76 &3 8 7 ik 3] T el i R
FEHLh 4 i, RRDBNet Hl EDSRL 26 B4 & | {H #%
RO ARAI X A 22 R EoRBR L s, % T8
ST HEAR I 2% 11 P Rl SR R R DA B A Y
HR EIM&, BT LA SC5 2R B SR AR H ARy 2 1
STHERMEEAG T IR, (T B, TS
AT R IERR R, [RIFE AR mKOF 5
Z T EDSRL Frfs 8045 51 A SCis 3 9 R,
FEARRETE AN N K B B S e Ak

R1 ARERBEFREREMELGIH 2 4 HAERWEGRERBE SR Z B PSNR fREMEITERER,

Table 1 The PSNR and correct rate of polarity estimation(R,) between the image generated and the original image by

different upsampling methods when the scaling factor is 2 or 4

e PSNR(/dB)/R, (/% ) .- PSNR(/dB) /R, (/% )

TE BOSS BOWS2 MRNC Al BOSS BOWS2 MRNC
Nearest 31.76/58.73  31.09/58.15  29.69/55.91 27.83/57.48  27.05/57.35  25.62/55.25
Bilinear 32.49/58.20  31.78/57.69  30.42/55.59 28.71/57.21  27.83/57.15  26.37/55.05
Bicubic 33.53/58.52  33.53/57.94  33.53/55.82 29.28/57.45  28.39/57.25  26.94/55.19
SRResNet 36.96/59.32  36.08/58.15  35.09/56.05 31.52/58.94  30.33/58.04  29.00/55.88
SRGAN 34.39/52.73  33.23/52.00  32.10/51.37 28.70/50.27  27.15/50.23  25.85/50.35
EDSRM ? 36.04/59.28  36.07/58.14  35.00/56.05 | 31.49/59.07 30.32/58.11  28.99/56.04
EDSRL 37.24/57.98  36.24/57.04  35.31/55.06 31.92/59.32  30.41/58.14  29.13/56.08
RRDBNet 37.21/59.56  36.25/58.27  35.31/56. 14 31.74/59.31  30.45/58.17  29.17/56.08
ESRGAN 34.64/55.35  33.56/53.49  32.50/52.54 28.79/53.33  27.26/53.30  25.91/52.44
RCAN 37.23/59.77  36.25/58.37  35.34/56.28 31.79/57.40  30.44/56.77  29.16/54.98

Ry IL SRR SETIET S S8

2.2.2 FETAREIMZ LG BTS2k
T I LR W0 2D S5 R R AR ST VA Y R 28 45 4
fdt P> 0 288 10 e 2 R BOR SRS TR B
IR (4) HAT R IR . AR EIRE N BOSS-
Base A7 1 JIE IR SE R 256 x 256 182 0 K B %, ik
AFJg 0.4 biv R R, W16 K 3L ek £l ] HILL
(Li %%,2014) , B 5 73 i B2 AR 3 T T LAFE SRM
('spatial rich model ) ( Fridrich #1 Kodovsky,2012) [
L5248 (Kodovsky 45,2012) Il R A, il

GRS 1 2 1 )y, fl A I A R R P, AR
HEAVEROUIN TSR, TR

. P..+P
_ min __FA MD
Pe - PF;\ 2 (5>

TUH, Py APy 73 530 0 D2 S A N S R RIDHRE 2 A
BRI U AR LR 308 DR U HAR AR 1%
(EBR UL S 22 A by, O 1R I BRBE AL
P, ARSI AT R A DR AT B 10 I sz I 2kt
AR, SR A R IR 2,
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%2 SIEp-HILL RAARE LREFERFEREY (n) FH7E SRM $HE5E ERKEIRE
Table 2 Detection error rate on SRM feature set when SIEp-HILL adopts different upsampling methods and factors n

/%

LR
Tk
1.0 0.9 0.8 0.7 0.6 0.5 0.4 0.3 0.2 0.1
Bicubic 26.90 26.42 24. 47 20. 87 17.23 13.50 10. 10 7.67 6.03 5.41
SRResNet 26. 90 28.03 29.49 31.15 32.49 33. 46 33.21 32.14 31.44 30. 45
SRGAN 26. 90 26.93 27.17 27.15 26. 46 25.83 25.02 24.02 22.67 22.11
EDSRM 26. 90 28.30 29.33 30. 95 32.25 33.08 32.38 31.71 30. 67 29.74
EDSRL 26.90 27.65 28.63 29. 69 30.51 31.12 31.15 30.43 29.42 28. 66
RRDBNet 26.90 28.03 29. 49 31.15 32.49 33. 46 33.21 32.14 31.44 30. 45
ESRGAN 26. 90 27.56 28.09 28.82 29.43 29.27 29.13 28.23 27.12 26.30
RCAN 26.90 28. 14 29.99 31.31 32.99 33.75 33.46 32.75 31. 68 31.03

TE UL A B T R LA

2 WRIR T L RAE Ll 2 B, JE T AE
BAGTHRRS SIEp-HILL, FI A W] b SR D7 ik fE AN
[Fi) R ZR B3} P 459 3] A A o, b R R
Bop=1.0 M F 011G 5 BRHEAT AT A7 I8 2 1 1
B, MF 2 haf LIE H RCAN .RRDBNet . EDSRM ,
SRResNet #J7E 0 = 0.5 B 3459 T4 H &ML, 3+ A
RCAN 345 T G 45 R b B s i 6. 85% 4T, Ak
T, A SCHERE RCAN R FoRFEIMZS A= i HR Fil
AR WY A BRI RS O A 4% 8 SIEp
(RCAN x2)-A,

BEAk, 2 1 A ST AR R BT 4%
( SRGAN F11 ESRGAN ) 43 Jll 76 T 1] PSNR %) ¥ 4%
(SRResNet 1 RRDBNet ) JE Al F A X 5t 4%, &
X PSNR {EAG T REAR, E B AT 1T 1) AR ol 5 HL B S
MRS X T RS A S R A0, NFE2 h
ALLLE R PR L A R T 2%
(SRGAN H1 ESRGAN) fli 1+ T RAE LA B, X T =
GRS, R 1 g2 R, &5
P 25 AR A5 1) PSNR 48 e B, 4377 ofe B o8 11 8 4 1 42
Tt R M T ) 85 7K SF- PSNR 14 38 43 1) 4% a5 4 o 3
FHRAGTT T REEDAR B, i R AG T RS i B
FAR—EEAR, 55 B 48R
7], i T A B HE I B UG R A DG i e 2
N R R

TiAh, He T MATLAB Hp bR R = X 4 {H PR £
(Bicubic) flii #3015 B AE 15 B 5 1Y 28 4 1 KR FE
REAR, R T I TAL S A 6 10 L oRAE i R A

B MR PEA T IE B 5 R RE N B 5 1R B A ALY

nfER.
3 X B

A SCSL G 7E BOSSBase , BOWS2 . MRNC #5415 )4
AT, W46 R LR AR FH HILL (Li 45,2014 Al
SUNIWARD ( Holub #1 Fridrich,2013) , 4 B % A fifi
FHEARBLELR A (Pevny 45, 2010) , H-R I 3EFF
THRRAE B AL TR B 24 S RS BT s VAN B S %
Sk,

XFFARREAEE A AR, o] L Lt
i [T i A ] A 2R BSOS [ A\ SRS ) B A T
FB T LA SRR T ARAS i A A, T AR SR
Z AR, 38 3l R AR O A T R R A

{ER LR % &, 4 b2 2 T3k 3, AT LR
A 3 FPER AR AN Al A RS LR, AR S LA
B RERA AR AR REC 0.5 B, ¥R D
ERE et I MR LR RECT i At 22
PEAR /N, B AAR SCHC 0.5 1 S 52 B 52 56 v i 1 3%
3.1 AXNFEEBEELNRESZEHE

FH TS SCHY 43 ) 25 155 U B T+ BOSSBase JiE 1
[ 512 x 512 {32 1 256 x 256 14 & B G314k,
TUEBAAR SO AR R A 105 B T i A B B
J7 ) HAG 35 (48 SR AN 2 6 4 ) 2% B 2
S T AKE A N B HR S A LR ES 5 % R 56
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Fo LMIGREE Z A0 09 RS AR S 8004, 43 51 >R ] i BE | HHEHT SRM F1 SRNet ( steganalysis residual
HILL 1 SUNIWARD 1E #1559 B Rt {E B network ) ( Boroumand %5, 2019) [&5 4347,

£3 TEABANERE FRFAZZREAE BOWS 1 MRNC LHZ 2 (85 S5 HEMNANEIRE)
Table 3 The security of different adjustment factors on BOWS and MRNC at different embedding rates
/%

. y e EES
Btk mAR/(biVIEER) [GEEH=RTS
0.6 0.55 0.5 0. 45 0.4
SIEp-SUNIWARD 48. 01 47.96 48.01 47.56 47.33
0.1
SIEp-HILL 48. 36 48. 61 48.73 48.53 48. 43
SIEp-SUNIWARD 37. 46 37.29 37.30 37.33 37.21
BOWS 0.3
SIEp-HILL 40. 82 41. 16 41. 44 41. 85 41. 80
SIEp-SUNIWARD 25.28 25.37 25.32 24.74 24.54
0.5
SIEp-HILL 30.72 31.39 31.77 31.78 31. 80
SIEp-SUNIWARD 47.59 47.55 47.50 47.32 46. 98
0.1
SIEp-HILL 48.22 48. 63 48. 50 48. 39 48. 38
SIEp-SUNIWARD 37.91 38. 08 37.72 37.68 37.06
MRNC 0.3
SIEp-HILL 45.55 45. 46 45.59 45. 80 45.77
SIEp-SUNIWARD 28. 67 28.75 28. 41 28.23 27.71
0.5
SIEp-HILL 33.65 34.37 34. 64 34.76 34. 40
TR L AR BT A A AE
3.1.1 #EHi SRM B 5/ #r i 4 4tk J7¥E SIEp(RCAN x2) . TEANFEIRAR T, 5H11H5%

1E BOWS2 JEH 256 x 256 14 & K/NEG A H HILL A1 SUNIWARD J7 & (1 48 4 P %) e 45 S
MRNC JEH 384 x 384 12 F K/ EME LEAAST %4,

F4 FARRHCH 0.5 A FELE BOWS2 71 MRNC Lt SRM MR £t ([RE A SRAKRINEIRE)
Table 4 While the adjustment coefficient is 0. 5, the security of the proposed
method against SRM on BOWS2 and MRNC
/%

WMAZ/ (bivEE)

FUEIE S (SRS
0.1 0.2 0.3 0.4 0.5

SUNIWARD 45. 66 38.16 30. 83 24. 66 19. 43
SIEp-SUNIWARD 48.01 43.38 37.30 30.98 25.32

BOWS2
HILL 46.99 41. 88 35.97 30. 19 25.10
SIEp-HILL 48.73 45.46 41.44 36. 63 31.77
SUNIWARD 45.25 38.27 32.85 27.97 23.36
SIEp-SUNIWARD 47.50 42. 81 37.72 33.11 28.41

MRNC
HILL 46.70 42.19 37.33 33.09 28.98

SIEp-HILL 48.50 45.59 42. 14 38.42 34. 64
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MG 4 Pl LIE AR SO R ZREE Z MR
Ptk L FIRERB S A AR TR S 2 A ik A SR
TR MR, InfE BOWS2 &, SIEp (RCAN x2)-
HILL kb HILL 7£ 0. 5 bit/ {2 ZAHETF 6. 67% ;7 MRNC
JFErf SIEp (RCAN x 2)-HILL [ HILL 7E 0.5 bit/ {8 &
BHETE 5. 66% , ER, X HUR IR G R B4
iF MATLAB bR = UfE R EIRY

R T UE WIS ST A AT LA TR TRDR IR, Gk
H AT A J5 b RO, 85038 I Al 5 4l b, 15 42 38 5
MATLAB HAR IR = A T R SRAS A 2 |
[t 41 BOSSBase ( Bas %,2011) fi3k H 7 A%
HLAY 10 000 18 M A 45 3k i PR 4, 3% 55080 e
T RS LL RAW (raw image format ) #% 30 ( CR2
(camera raw 2) 3¢ DNG ( digital negative) ) f) 443 ¥
REAAEGAE, e BRI, BN —ik
KR 512, 3R J5 s HER BT 512 x S12 (R R R/,
S B A8 € R Ay B8 T o ) R AR

L) BOSSBase 1512 x 512 182 K/ MK EUS F 2k
R TEHRA R 0.4 biv IR R T, PEAG A SO A 3L
PERIZ A, B2 AR SO T RN 4R 2R B
PR, A0 e VR 2K 22 K0 0. 55 F10. 65 Aif ik £ 45 K
PEFt 4. 04% F 4. 0% , FFUCUE A A SO R A 1
(T RAEDAE BT MBSO 10 148 S = X

1, LR T A SO B E M
- HILL -+ SUNIWARD
- SIEp-HILL  — SIEp-SUNIWARD

l.lO OI.9 OI.S OI.7 076 OI.5 0T4 OI.3
VAR B
2 ARICHILTE BOSSBase 512 x 512 {3 %
JRIE B il 2
Fig.2  The security of the proposed method on
BOSSBase 512 x 512 pixel grayscale image

3.1.2 &Pt SRNet &5 707 (19 28 4k

IABRE 3 W7 kbR TG 3T F TR
R AEAR A, I A e TR B 2 ) B B S 43 A7 Y
%, RAEARFMMNIRE SRS 5T M4

SRNet , {42 B I 52560150 8 I 25 0 465

WEFER ] H0.001, 1, 2 0.000 1;%F Fifk
AR 0. 4 bit/ G FR M HAREE B RS 78
B 248 400 000 ¥R, AR5 LA 1, 348 100 000
U, IR IS 100 000 YR 3% A 7E 56 UE 4R L 4G
FEAR R I IR (R BRI Ay Fe R ARG I 25 5 o T oAtk
NREN /5T 0. 4 biv/{§ £ 1A% EIE
X, Lh L #2480 000 ¥k, FELL 4, #% 4K 50 000 ¥, HL
5 50 000 YRk AR I i 7 B TE 45 R IR
BRI Ry F A 3 A SR IE T O TR0RS I 245

%5 AT L, BOWS2 JE | 256 x 256 14 %
MG AR RRS , IAGTNE R R P, AR bR PEAk X
Pt SRNet 1% 4=, W LLE ), 76 3 F HILL f
SUNIWARD Wi Fi ) 45 2k BL BRI 4 N AR T, B
G2t AA W B4R Hh LI SUNIWARD SH¥) 4R
BB IRAE R 0.2 bit/{§ 2B, A S0 1%
SR HAESE SUNIWARD #2751 11.5%

3.2 AXFEERBBEBRRERSMMTLL

Denemark #1 Fridrich (2015) {#i A JR iR 115 B
L AR TR R B TR A RS 2 0a
Bk iﬁﬂ’ﬁ}%ﬁfﬁ NAE BAGTHRE 551G
NAEBRE X,

FEATRHR AR T T ARSCO A5 R s s B
Va5 22 4Pk | 5236 L BOSSBase M1 256 x 256 14 %
(R FE G R 3k A, 3 6 2 9 R 3k 40 1 4t
SRM #H#1iE A1 SRNet [ 55 43 B 0 A6 00 485 15 238 FFAH o
FRIEXTFR R RS ik 3T, Hop il (s
GRS B RCAN x2 M4 s 250k 0.5,

ATLAE H FEARFEIR AR N AR SOk BAR ERE
TEJFIAXT PR B SEal b B B R T2 1k (R
JE e BT R (AR T A — e 2200, L 7E
L SUNIWARD H#] 46 2k BB ) 22 B R, EE R
PUTE T LA W 2 1) A SO FH R 0 3 00 28 ik A2 15
N 5 o HER MG A TR UG BRURHERf 5 2) AR SO
18 FLRE SRS AR 15T 2. AR MR USRS AR
A AR ZE N TR IR I TE T R PR B

N T — BRSO R R G R B RS 1)
25 B 3 B T RFEE SR BEAE R AR K 0. 4 bit/
BERWTET i AMEUS BRI AG, oTLE
MRS RS | R inihE RS &R T E2 e
WU IF B A X ¥ 50 5 i RIRE A LU AE BB S |, R
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x5 EEREAH 0.5 B, A FTIEE BOWS2 EXTHT SRNet R £ (R NEIRE)
Table 5 While the adjustment coefficient is 0. 5, the security of the method in this paper against SRNet on BOWS2

/%
. AR/ (bivIEER)
(SICHE RS
0.1 0.2 0.3 0.4 0.5
SUNIWARD 37.9 25.3 17.5 12.9 8.6
SIEp-SUNIWARD 45( 117.1) 36.8( 111.5) 26( 18.5) 20.2( 17.3) 13.8( 15.2)
HILL 37.8 27.7 20.9 16.6 13.5
SIEp-HILL 43.6( 15.8) 36.2( 18.5) 29.6( 18.7) 23.1( 16.5) 20.4( 16.9)
() 355 WEUE AR RHE G 07 i i 42 7t
F6 AERHA 0.5 8, A% SIEp(RCAN x2) 1 SI EREH#MANE FHR ML (KRAHEIREK)
Table 6 While the adjustment coefficient is 0. 5, the security comparative experiment between
the proposed SIEp( RCAN x2) and SI under different bpp
/%
- s AR/ (bR Z)
B 5 5 Hr BRER %
0.1 0.2 0.3 0.4 0.5
SUNIWARD 41.36 33.63 26.76 21.47 17.21

SI-SUNIWARD  46.36( 15.1% ) 41.2( 17.57% ) 35.82( 19.06% ) 29.83( 18.36% ) 24.47( 17.26% )
SIEp-SUNIWARD 45.33( 14.07% ) 39.42( 15.79% ) 33.34( 16.58% ) 28.04( 16.92% ) 23.23( 16.02% )

SRM
HILL 44.22 37.87 31.78 26.90 22.54
SI-HILL 45.83 (11.61% ) 43.48( 15.61% ) 39.93( 18.15% ) 35.17( 18.27% ) 29.98( 17.81% )
SIEp-HILL ~ 46.81( 12.59% ) 42.66( 14.79% ) 38.46( 16.68% ) 33.75( 16.85% ) 29.16( 16.62% )
SUNIWARD 30.7 19.9 14.3 11.3 7.7
SI-SUNIWARD  46.1( 115.4% ) 43.1( 123.2% ) 33.4(119.1%) 25.3(114%) 16.9( 19.2%)
SIEp-SUNIWARD 38.3( 17.6% ) 27.6(17.7%) 22.5(18.2%) 17.1(15.8%) 12.4( T4.7%)
et HILL 33.3 25.2 19.3 15.8 12. 4
SI-HILL 44.5(T11.2% ) 38.2( T13% ) 31.5( T12.2% ) 24.7(18.9%) 19.8( 17.4%)

SIEp-HILL 40.6(17.3%) 33.0(17.8%) 28.5(19.2%) 21.9(16.1%)  20.4( 18%)

TE: (1) 385 WEUE N ARXHE S 5 iR i T

(d) ACAfE RS

(a) BOSSBase/%:72.pgm (b) HILL (YU EULEISIEES
(256x256 1%:3%) (5 400 MEHT) (7 496 MBEHLE) (5 843 MBHL)

B3 BAARFUAN R EL R BEHR AR 0. 4 bit/ R R I I A B o1 ]
Fig.3 The cover and the embedding modified point distribution based on different distortion functions at the embedding rate of
0.4 bit/pixel ((a) ‘72. pgm’ in the BOSSBase library with a size of 256 x 256 pixel; (b) HILL; (c) original side information

steganography; (d)the side information estimated steganography of this paper)
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ARRL, 3K 10T T30 15 AR T i B 5 18 RN 56 T
Al BRI RS BAR A K b T T RS e ek,
AR S AR A Y

(751 B 7E UL HILL W0 2% 2L, # A
P 0.1 bit/ {8 % X4 SRM 5 43Hrint | A S0 7k
2t TR TR G B RS 1.08% ; H
TEFRAFN 0.5 bit/ 1R Z , X471 SRNet 15 2 Hr A
ARSI R LR 05 B RS 0. 6% . iiF
A SO ik (PR RE 32T (BT SRM) B 28 77 - 204
& T It (T SRNet) JR AR5 B RS E % ek,

4 & it

ARSCTAER EZTTERA - 1) S A AT
SREENE AR RGO BB W, DR R R
A 2) B 0 A3 B R N 2 A D v 43 R
KRG, WA T TR B

HEANAT B R B E IR B RS A
JPEG 3 (3045 BAGTH RS ik  SRIG A4 T A
6 FH 0 — B3 3 3 R 0 245 1 45 40 AR PE , R 3 T E
A1 JPEG 3 {5 B B S Ak 1R 4 5 s S it
AR SCHIHI UG 2 LR HE M

DL PSNR FIAR A 3R R A 18 A 25 1A A
U 1R 43 R UG A T B ] B PR R X A HE A
S RE R R RS EA ORI X T
ANTRIRE 43 2R R 45 B5F (4 B 55 28 PR A TR0 25 Al 2
Jo , VEPRAR 25038 1 R M 4% RCAN 1B A Ad 1T 43
PR TEARAI 2%, FESLH 3, o8 T RWIA SOy
A RER Iz 38 A, RN 25 UG Z A
R LI T AR SO VR FEHEPT SRM I SRNet [
SYRTI R eE  AH B R T, 3 SRR INE
BIRE R Z AT X e, & AR SO 3 P fig 4
UL BEAEF GO T T RGN B RS W4
P R A S HTE SO BT Ak
B 5 s i S G (5 B RS = AF

h T R TR SO IR R e /A G
ST MEAR 5 1) BAE BN T A B A
REAEIE PR X B S 22 A PR T KB T (4 4 6 I 2%
L 2 R A ST ) X 4 S ) 5 2 ) AR SO R FL R R SR
WA 7 B AR AT BB AT 58 4 R FEAG T AR B
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