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3D mesh steganography and steganalysis: review and prospect
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Abstract; Three-dimensional (3D) meshes have been mainly used to illustrate virtual surfaces and volumes. 3D meshes
have implemented in industrial, medical, and entertainment applications over the past decade, which are of great practical
significance for 3D mesh steganography and steganalysis. The application of 3D geometry as host object has been focused
over the past few years based on image, audio files and videos processing method in early steganography and steganalysis.
Cost effective 3D hardware stimulates the widespread use of 3D meshes in the evolving of the computer aided design
(CAD) industry to real-world end-user applications such as virtual reality ( VR) , web integration, Facebook support, video

games, 3D printing and animated movies. Hence, the development of computer graphics has facilitated the production,
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application and distribution of the emerging generation of 3D geometry digital media. Moreover, the flexible data structure
of 3D geometry provides enough space to host security information, making it ideal for use a cover object for steganography.
A 3D mesh consists of a set of triangular faces, which is to form an approximation of a real 3D object. A 3D mesh has 3 dif-
ferent synthesized factors . vertices, edges, and faces; a mesh can also be taken as the integration of geometry connectivity,
where the geometry provides the 3D positions of all its vertices, and connectivity, which provides the information hidden
between different adjacent vertices. A systematic overview of 3D mesh steganography and steganalysis has been issued relat-
ed to computer graphics and security. The objective projects in the context of the types of steganographic and steganalytic
methods have been reviewed in literature. Quantitative evaluation has been conducted from the perspective of security
assessment simultaneously. The target of this task is to demonstrate the evaluation procedures in the 3D mesh steganography
and steganalysis methods as a whole. It is essential to recognize a growing number of efforts on how to improve the anti-
steganalysis efforts in the case of steganographer side and how to improve the steganalysis ability in the case of the stegana-
lyzer side. Some standard evaluation metrics, an overall summary, and an understanding of relevant research results have
been evaluated based on the previous analyses. Unlike image steganography which embeds data by modifying pixel values,
3D mesh steganography modifies vertex coordinates or vertex order to embed data. In the latest literature analysis of 3D
steganography and steganalysis of Girdhar and Kumar’ s work, steganography is divided into three categories ( geometrical
domain, topological domain and representation domain) , which reflects the robustness of the algorithms to attacks, and
steganalysis is briefly introduced. The entire communities of 3D steganography and steganalysis have to be further promo-
ted. For instance, the geometrical domain can still be divided into two-state domain and the least significant bit (LSB)
domain. In addition, the concepts of “steganography” and “watermarking” can be used interchangeably. Watermarking
seeks robustness, protects copyright ownership and reduces the counterfeiting of digital multimedia, while steganography
seeks un-detectability used for covert communication. They focus has been primarily on analyzing the robustness of the
existing methods, while the undetectability of steganography is a more important property because of its practical require-
ment: covert communication. A more comprehensive survey, a clear taxonomy and several criteria for evaluating robustness
and un-detectability has been offered. Conversely, hidden data has been used into reversible data hiding and steganogra-
phy. For the structure of 3D data, the 3D mesh and RGBD image have been mainly concentrated. 3D meshes as carriers
and steganographic techniques have been considered. The steganographic techniques into several domains ( two-state
domain, LSB domain, permutation domain and transform domain) in a subdivision way have been divided with no small
embedding capacities. This demonstration has evolved common digital attacks including affine transform attack, vertex reor-
dering attack, noise addition attack, smoothing attack and simplification attack. In addition, 3D mesh steganalysis has
been divided into two aspects ( general steganalysis and specific steganalysis ). For overall steganalysis, there are
YANG208 features, local feature set (LFS) 52 features, LFS64 features, LFS76 features, LFS124 features, normal voting
tensor (NVT) + features and 3D wavelet feature set ( WFS) 228 features respectively. Current methods have revealed
strong weaknesses and strengths from which we can learn for future work. In order to evaluate the performance of various
steganographic and steganalytic methods clearly, it is important to identify standards for users friendly. Meanwhile, the
steganographic performance based on three general requirements (i. e. , security, capacity and robustness) has been evalu-
ated. Ensemble learning is an effective way to produce a variety of base classifiers, from which a new classifier with a better
performance can be derived, and ensemble classifier is used to evaluate steganalysis performance, a common tool for steganal-
ysis. The datasets proposed are suitable for the princeton segmentation benchmark and the Princeton ModelNet, where the for-
mer has 354 objects and the latter has 12 311 mesh objects with 40 categories. Some promising future research directions and
challenges in improving the performance of 3D mesh steganography and steganalysis have been highlighted. 3D mesh steganog-
raphy research has been summarized as following: 1) combining the permutation domain and LSB domain; 2) designing spa-
tial steganographic models; 3) designing steganalysis-resistant permutation steganographic methods; 4) designing 3D mesh
batch steganography methods and 5) designing 3D-printing-material-based robust steganography methods. Open issues of 3D
mesh steganalysis has been summarized as bellows: 1) rich steganalytic features designation for universal blind steganalysis ;
2) designing deep-learning-based steganalysis methods; 3) designing a finer distance metric to improve the steganalysis of
permutation steganography and 4) cover source mismatch problem.

Key words: 3D model; polygonal mesh; information hiding; steganography; steganalysis; survey
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Table 1 Comparison of steganographic

methods in terms of distortion and security
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Table 2 Comparison of steganographic methods in terms of robustness
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By A R 1 J5 1 3D A REAE A E B R OR
TERFIESRICZ T, TG AR RS 2 H — 1K 85 3D A%
SRS B AR b e e 2= FE L o T ARAR Y 3 A AT

WAL RS 0 AR AL (B T E R e b 1 R R S S T RN
o s oy S
Iy wete [ e | " e | | i
i it M T FRs 0 i i JUAATARFHAE Kb }L i
! b P, D sy |
AL o L é — o D [ i
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Fig.2 3D mesh steganalysis framework based on learning from statistics of residual features and classification



Fo7E/FE1H8/2022F1 8

Bfin, BFeIiT, 3KI2EA,

BiAGHS / 3D MIBRESIRESEmS RE

Z RS s3HTa &, 8BRS HA- e v 1
BRI 22 57 KT AR SRS HAF 8 R R IR 2 18]
Y22 5% (Fridrich 45,2002 ; Kodovsky F1 Fridrich,2009) .
M TR SRR 3D AR Uit il 1 [FRE RS2 PR,

300 PO 015 437 QL0 I B 6 00 53 590 T
SRR S B2 A BN 2 e @™ JF
FSTA A TR IR % 3 R RS 474
AR HEAE T NIRRT AP REAEFSEAH

®3 3D NERELSWHENERFIETR

Table 3 Basic feature elements of all 3D mesh steganalytic methods
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7 fih % Lk 1 vV vV vV vV vV

8 IR RIE 1 vV vV
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10 st % 1 vV vV

11 BRARKR R T AR 3 vV vV

12 BRARR F R I 3 vV vV

13 11 12 vV vV
14 BRI REIEAR 9 Vv

15 ZpPER ML EANE R 45

\/

TV FOR S FEUIA FS T R

4.1.1 Yang208 HHF
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(Y98 D7 26 W BEFIIERE ) | e 445 31 40 4B S 43
BrFEIE ., 5 YANG208 AHLL, YANGA0 FHAEAEFRE4E
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BORRAE , TRIFR N WES(3D wavelet feature set)228,

3R H 3D /N 43 f# ( Lounsbery 55,1997 )
FIEE 77 %€ (Dyn 25 ,1990) 1531 A4/ Nl 2 ¥ m & nl
AT ERRAFDPER T 3D MAEEEE, T 5/
AR R S 7K B i A R AR Rl s B N
ZHOR 3D WA A4 0 R S B0 2 T BRI, IR L
POy A B RRAE BE A A 3D A% B S 5
o A, AT3E AT 4B SRR B K ) TR S 21 3, 45 2]
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Fig.3 3D mesh steganalysis performance comparison

((a)Princeton segmentation benchmark ; (b) Princeton ModelNet )
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